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BUSINESS TODAY 


VIDEO CASES 

Case 1: UPS Global Operations with thè DI AD IV 

Case 2: IBM, Cisco, Google: Global Warming by Computer 
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Learning Objectives 


* Understanding thè effects of information systems 
on business and their relationship to globalization. 

* Explain why information systems are so essential in 
business today. 

* Define an information System and describe its 
management, organization, and technology 
components. 
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Learning Objectives (cont.) 


* Define complementary assets and explain how they 
ensure that information systems provide genuine 
value to an organization. 

* Describe thè different academic disciplines used to 
study information systems and explain how each 
contributes to our understanding of them. 

* Explain what is meant by a sociotechnical systems 
perspective. 
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Efficiency in Wood Harvesting with Information Systems 


• Problem: How to keep in contact with thè various parties of thè 
wood production and procurement chain 

• Solutions: Use information systems to enhance experience. Cutting 
plans, maps and working instructions delivered via a dedicated e- 
mail System. 

• Ponsse provides technology to make them thè most wired in all of 
thè timber machine industry. 

• Demonstrates IT's role in providing new products and Services. 

• lllustrates thè benefits of utilizing networks and mobile applications 
to enhance customer Service, information. 
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The Role of Information Systems in Business Today 


• How information systems are transforming business 

- Increase in wireless technology use, Web sites 

- Increased business use of Web 2.0 technologies 

- Cloud computing, mobile digitai platform allow more 
distributed work, decision-making, and collaboration 

* Globalization opportunities 

- Internet has drastically reduced costs of operating on 
global scale 

- Presentsboth challengesand opportunities 




FIGURE 1-1 
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The Role of Information Systems in Business Today 

Information Technology Capital Investment 
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Information technology capitai investment, defined as hardware, software, and Communications equipment, 
grew from 32 percent to 52 percent of all invested capitai between 1980 and 2009. 
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The Role of Information Systems in Business Today 


* In thè emerging, fully digitai firm 

- Significant business relationships are digitally 
enabledand mediated 

- Core business processesare accomplishedthrough 
digitai networks 

- Key corporate assets are managed digitally 

* Digital firms offer greater flexibility in organization 
and management 

- Time shifting, space shifting 
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The Role of Information Systems in Business Today 


MIS IN YOUR POCKET 

Read thè Interactive Session and discuss thefollowing questions 

* What are thè advantages of using mobile handheld 
devices? What are thè disadvantages? 

* What features are needed in a mobile to make it a 
business solution? 

* What business functions can be performed by using 
handhelds alone? How have other companies 
utilized handhelds? 
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The Role of Information Systems in Business Today 


• Growing interdependence between ability to use 
information technology and ability to implement 
corporate strategies and achieve corporate goals 

* Business firms invest heavily in information systems 
to achieve six strategie business objectives: 

1. Operational excellence 

2. New produets, Services, and business models 

3. Customerand supplier intimacy 

4. Improved decision making 

5. Competitive advantage 

6. Survival 
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The Role of Information Systems in Business Today 


* Operational excellence: 

— Improvement of efficiencyto attain higher 
profitability 

- Information systems, technology an 
important tool in achieving greater 
efficiencyand productivity 

—Walmart's Reta il Link System links suppliers 
to Stores for superior replenishment 
System 
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The Role of Information Systems in Business Today 


* New products, Services, and business 
models: 

- Business model: describes how company 
produces, delivers, and sells product or Service to 
create wealth 

- Information systems and technology a major 
enabling tool for new products, Services, 
business models 

• Examples: Apple's iPod, iTunes, iPhone, iPad, 
Google's Android OS, and Netflix 
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The Role of Information Systems in Business Today 


* Customerand supplier intimacy: 

— Serving customers well leads to customers 
returning, which raises revenues and profits 

• Example: High-end hotels that use computers 
to track customer preferences and use to 
monitor and customize environment 

— Intimacy with suppliers allows them to provide 
vital inputs, which lowers costs 

• Example: J.C.Penney's information System 
which links sales records to contract 
manufacturer 
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The Role of Information Systems in Business Today 


* Improved decision making 

- Without accurate information: 

• Managers must use forecasts, best guesses, luck 

• Leads to: 

- Overproduction, underproduction ofgoodsand Services 

- Misallocation of resources 

- Poor response times 

• Poor outcomes raise costs, lose customers 

- Example: Verizon's Web-based digitai dashboard to 
provide managers with real-time data on customer 
complaints, network performance, line outages,etc. 
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The Role of Information Systems in Business Today 


* Operational excellence: 

- Improvement of efficiency to attain higher profitability 

* New products, Services, and business models: 

- Enabled by technology 

* Customer and supplier intimacy: 

- Serving customers raises revenues and profits 

- Better communication with suppliers lowers costs 

* Improved decision making 

- More accurate data leads to better decisions 




Management Information Systems 

CHAPTER 1: INFORMATION IN BUSINESS SYSTEMS TODAY 


The Role of Information Systems in Business Today 


* Competitive advantage 

- Delivering better performance 

- Charging less for superior products 

- Responding to customers and suppliers in reai 
time 


Examples: Apple, Walmart, UPS 
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The Role of Information Systems in Business Today 


* Survival 

- Information technologies as necessity of business 

- May be: 

• Industry-level changes, e.g. Citibank's 
introduction of ATMs 

• Governmental regulations requiring record- 
keeping 

— Examples: Toxic Substances Control Act, Sarbanes- 
Oxley Act 
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The Role of Information Systems in Business Today 

The Interdependence Between Organizationsand Information Technology 


Business Strategie 
Objectives 
Business Processes 


Business 

Firm 



Information 

System 



Figure 1.2 In contemporary systems there is a growing interdependence between a firm's information systems and its 

business capabilities. Changes in strategy, rules, and business processes increasingly require changes in 
hardware, software, databases, and telecommunications. Often, whatthe organization would liketodo 
depends on what its systems will permit it to do. 
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Perspectives on Information Systems 


• Information System: 

- Set of interrelated components 

- Collect, process, sto re, and distribute information 

- Support decision making, coordination, and control 

• Information vs. data 

- Data are streams of raw facts 

- Information is data shaped into meaningful form 
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Perspectives on Information Systems 


Data and Information 



Figure 1.3 Rawdata from a supermarket checkout counter can be processeci and organized to produce meaningful 

information, such as thè total unit sales of dish detergent or thè total sales revenue from dish detergent for a 
specific store or sales territory. 
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Perspectives on Information Systems 


* Three activities of information systems 
produce information organizations need 

1. Input: Captures raw data from organization or 
external environment 

2. Processing: Converts raw data into meaningful 
form 

3. Output: Transfers processed information to 
people or activities that use it 
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Perspectives on Information Systems 


* Feedback: 

- Output returned to appropriate members of 
organization to help evaluate or correct input stage 

* Computer/Computer program vs. 
information System 

- Computers and software are technical foundation 
and tools, similar to thè material and tools used to 
build a house 
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Perspectives on Information Systems 


Functionsof an 
Information System 

An information System 
contains information about an 
organization and its 
surrounding environment. 

Three basic activities—input, 
processing, and output— 
produce thè information 
organizations need. Feedback 
is output returned to 
appropriate people or activities 
in thè organization to evaluate 
and refine thè input. 
Environmental actors, such as 
customers, suppliers, 
competitors, stockholders, and 
regulatory agencies, interact 
with thè organization and its 
information systems. 

Figure 1.4 
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Perspectives on Information Systems 


Information Systems 
Are More Than 
Computers 

Using information systems 
effectively requi res an 
understanding of thè 
organization, management, 
and information technology 
shaping thè systems. An 
information System creates 
value for thè firm as an 
organizational and 
management solution to 
challenges posed by thè 
environment. 


Figure 1.5 
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Perspectives on Information Systems 


* Organizational dimension of information 
systems 

— Hierarchy of authority, responsibility 

• Senior management 

• Middle management 

• Operational management 

• Knowledge workers 

• Data workers 

• Production or Service workers 
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Perspectives on Information Systems 


Levels in a Firm 

Business organizations are 
hierarchies consisting of three 
Principal levels: senior 
management, middle 
management, and operational 
management. Information 
systems serve each of these 
levels. Scientists and 
knowledge workers often work 
with middle management. 

Figure 1.6 
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Perspectives on Information Systems 


* Organizational dimension of information 
systems (cont.) 

- Separation of business functions 

• Sales and marketing 

• Human resources 

• Finance and accounting 

• Manufacturing and production 

- Unique business processes 

- Unique business culture 

- Organizational politics 
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Perspectives on Information Systems 


* Management dìmension of Information 
sy ste m s 

- Managers set organizational strategy for 
responding to business challenges 

- In addition, managers must act creatively: 

• Creation of new products and Services 

• Occasionali re-creating thè organization 


27 


© Pearson Education 2012 




Management Information Systems 

CHAPTER 1: INFORMATION IN BUSINESS SYSTEMS TODAY 


Perspectives on Information Systems 


* Technology dimension of informatìon 
sy ste m s 

- Computer hardware and software 

- Data management technology 

- Networking and telecommunications technology 

• Networks, thè Internet, intranets and extranets, 
World Wide Web 

— IT infrastructure: provìdes platform that System 
ìs built on 
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Perspectives on Information Systems 


UPS COMPETES GLOBALLY WITH INFORMATION TECHNOLOGY 

Read thè Interactive Session and discuss thefollowing questions 

* What are thè inputs, processing, and outputs of 
UPS's package tracking System? 

* What technologies are used by UPS? How are these 
technologies related to UPS's business strategy? 

* What problems do UPS's information systems 
solve? What would happen if these systems were 
not available? 
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Perspectives on Information Systems 


* Dìmensions of UPS tracking System 

— Organizational: 

• Procedures for tracking packages and managing 
inventory and provide information 

- Management: 

• Monitor Service levels and costs 

- Technology: 

• Handheld computers, bar-code scanners, 
networks, desktop computers, etc. 
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Perspectives on Information Systems 


* Business perspective on information 
systems: 

- Information System is instrument for creating 
value 

— Investments in information technology will result 
in superior returns: 

• Productivity increases 

• Revenue increases 

• Superior long-term strategie positioning 
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Perspectives on Information Systems 


* Business information value chain 

— Raw data acquired and transformed through 
stages that add value to that information 

— Value of information System determined in part by 
extent to which it leads to better decisions, 
greater efficiency, and higher profits 

* Business perspective: 

— Calls attention to organizational and 
managerial nature of information systems 
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Figure 1-7 
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Perspectives on Information Systems 

The Business Information Value Chain 


Business Processes 
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From a business perspective, information systems are part of a series of value-adding activities for acquiring, 
transforming, and distributing information that managers can use to improve decision making, enhance 
organizational performance, and, ultimatela increasefirm profitability. 
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Perspectives on Information Systems 


Variation in Returns 
On Information 
Technology 
Investment 

Although, on average, 
investments in information 
technology produce returns far 
a bove those returned by other 
investments, there is 
considerable variation across 
fi rms. 

Figure 1.8 
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Perspectives on Information Systems 


* Investing in information technology does not 
guarantee good returns 

* Considerable variation in thè returns firms 
receive from systems investments 

* Factors: 

— Adopting thè right business model 

— Investing in complementary assets 
(organizational and management capitai) 
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Perspectives on Information Systems 


* Complementary assets: 

- Assets required to derive value from a 
primary investment 

-Firms supportingtechnology investments 
with investment in complementary assets 
receive superior returns 

- E.g.: invest in technology and thè people to 
make it work properly 
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Perspectives on Information Systems 


* Complementaryassets include: 

- Organizationalassets, e.g. 

• Appropriate business model 

• Efficient business processes 

— Managerial assets, e.g. 

• Incentives for management innovation 

• Teamworkand collaborative work environments 

- Social assets, e.g. 

• The Internet and telecommunications infrastructure 

• Technology standards 
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Contemporary Approaches to Information Systems 

Contemporary 
Approaches to 
Information Systems 

The study of information 
Systems deals with issues and 
insights contributed from 
technical and behavioral 
disciplines. 

Figure 1.9 
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Contemporary Approaches to Information Systems 


* Technical approach 

- Emphasizes mathematically based models 

- Computer Science, management Science, 
operations research 

* Behavioral approach 

- Behavioral issues (strategie business integration, 
implementation, etc.) 

- Psychology, economics, sociology 
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Contemporary Approaches to Information Systems 


* Management Information Systems 

- Combines computer Science, management Science, 
operations research and practical orientation with 
behavioral issues 

* Four main actors 

- Suppliersof hardware and software 

- Business firms 

— Managersand employees 

- Firm's environment (legai, social, cultural context) 
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Contemporary Approaches to Information Systems 


• Approach of this book: 

Sociotechnical view 

• Optimal organizational performance 
achieved by jointly optimizing both 
social and technical systems used in 
production 

• Helpsavoid purely technological 
approach 
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Contemporary Approaches to Information Systems 

A Sociotechnical Perspective on Information Systems 
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Figure 1-10 In a sociotechnical perspective, thè performance of a System is optimized when both thè technology and thè 

organization mutually adjust to one another until a satisfactory fit is obtained. 
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Chapter 2 

GLOBAL E-BUSINESS AND 
COLLABORATION 

VIDEO CASES 

Case 1: How FedEx Works: Enterprise Systems 

Case 2: Oracle's Austin Data Center Instructional Video 1: FedEx Improves 
Customer Experience with Integrated Mapping and Location Data 





CHAPTER 2: GLOBAL E-BUSINESS AND COLLABORATION 


Learning Objectives 


• Define and describe business processes and their 
relationship to information systems. 

• Evaluate thè role played by systems serving thè 
various levels of management in a business and 
their relationship to each other. 

• Explain how enterprise applications improve 
organizational performance. 
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Learning Objectives (cont.) 


• Explain thè importance of collaboration and 
teamwork in business and how they are supported 
by technology. 

• Assess thè role of thè information systems function 
in a business. 
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America's Cup 2010: USA Wins with Information Technology 


* Problem: Using IT to win thè America's Cup race 

* Solutions: New technology for physical engineering of 
boat; sensor network to monitor conditions and data 
analysis to improve thè performance of sails and more. 

* IBM Oracle Database llg data management software 
provided reai time analysis of boat's sensor data. 

* Demonstrates IT's role in fostering innovation and 
improving performance. 

* lllustrates thè benefits of using data analysis and IT to 
improve products 


© Pearson Education 2012 
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Business Processes and Information Systems 


* Business processes: 

— Workflows of material, information, knowledge 

— Sets of activities, steps 

— May be tied to functional area or be cross- 
functional 

* Businesses: Can be seen as collection of 
business processes 

* Business processes may be assets or 
liabilities 
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Business Processes and Information Systems 


* Examples of functional business processes 

- Manufacturing and production 

• Assemblingthe product 

- Salesand marketing 

• Identifying customers 

- Financeand accounting 

• Creatingfinancial statements 

- Human resources 

• Hiring employees 
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Business Processes and Information Systems 


The Order Fulfillment Process 



FIGURE 2-1 



FulfiIling a customer order involves a complex set of steps that requires thè dose coordination of thè sales, 
accounting, and manufacturing functions. 
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Business Processes and Information Systems 


* Information technology enhances business 
processes in two main ways: 

1. Increasing efficiency of existing processes 

• Automating steps that were manual 

2. Enabling entirely new processes that are 
capable of transforming thè businesses 

• Change flow of information 

• Replace sequential steps with parallel steps 

• Eliminate delays in decision making 
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Types of Information Systems 


* Transaction processing systems 

- Perform and record daily routine transactions 
necessary to conduct business 

• Examples: sales order entry, payroll, shipping 

— Allow managers to monitor status of operations 
and relations with external environment 

— Serve operational levels 

— Serve predefined, structured goals and decision 
making 
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Types of Information Systems 


A PayrollTPS 

A TPS for payroll 
processing captures 
employee payment 
transaction data (such as 
a ti me card). System 
outputs include online 
and hard-copy reports 
for management and 
employee paychecks. 


FIGURE 2-2 
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Types of Information Systems 


* Management information systems 

-Serve middle management 

- Provide reports on firm's current 
performance, based on data from TPS 

- Provide answers to routine questions with 
predefined procedure for answeringthem 

-Typically have little analytic capability 
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Types of Information Systems 

How Management Information Systems Obtain Their Data fromthe Organization'sTPS 


Transaction Processing Systems Management Information Systems 
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FIGURE 2-3 In thè System illustrated by this diagram, three TPS supply summarized transaction data to thè MIS reporting 

System at thè end ofthe time period. Managers gain access to thè organizational data through thè MIS, which 
provides them with thè appropriate reports. 
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Types of Information Systems 

Sample MIS Report 


Consolidated Consumer Products Corporation Sales by Product and Sales Regioni 2011 


PRODUCT PRODUCT 

CODE DESCRIPTION 

SALES 

REGION 

ACTUAL 

SALES 

PLANNED 

ACTUAL 

versus 

PLANNED 

4469 

Carpet Cleaner 

Northeast 

4,066,700 

4,800,000 

0.85 



South 

3,778,112 

3,750,000 

1.01 



Midwest 

4,867,001 

4,600,000 

1.06 



West 

4,003,440 

4,400,000 

0.91 


TOTAL 


16,715,253 

17,550,000 

0.95 

5674 

Room Freshener 

Northeast 

3,676,700 

3,900,000 

0.94 



South 

5,608,112 

4,700,000 

1.19 



Midwest 

4,711,001 

4,200,000 

1.12 



West 

4,563,440 

4,900,000 

0.93 


TOTAL 


18,559,253 

17,700,000 

1.05 


FIGURE 2-4 This report, showing summarized annual sales data, was produced by thè MIS in Figure 2-3. 
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Types of Information Systems 


* Decision support systems 

— Serve middle management 

- Support non-routine decision making 

• Example: What is impact on production schedule if 
Decembersales doubled? 

- Often use external information as well from TPS and 
MIS 

- Model driven DSS 

• Voyage-estimating systems 

- Data driven DSS 

• Intrawest's marketing analysis systems 


14 


© Pearson Education 2012 




Management Information Systems 

CHAPTER 2: GLOBAL E-BUSINESS AND COLLABORATION 


Types of Information Systems 

Voyage-Estimating Decision Support System 
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FIGURE 2-5 


This DSS operates on a powerful PC. It is used daily by managers who must develop bids on shipping contracts. 
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Types of Information Systems 


* Business intelligence 

— Class of software applications 

— Analyze current and historical data to find 
patterns and trends and aid decision-making 

— Used in systems that support middle and 
senior management 

• Data-driven DSS 

• Executive support systems (ESS) 
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Types of Information Systems 


* Executive support systems 

- Support senior management 

- Address non-routine decisions 

• Requiring judgment, evaluation, and insight 

- Incorporate data about external events (e.g. new tax 
laws or competitors) as well as summarized 
information from internai MIS and DSS 

- Example: Digital dashboard with real-time view of 
firm'sfinancial performance: working capitai, 
accounts receivable, accounts payable, cash flow, and 
inventory 
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Types of Information Systems 


* Systems from a constituency 
perspective 

-Transaction processing systems: supporting 
operational level employees 

- Management information systems and 
decision-support systems: supporting 
managers 

- Executive support systems: supporting 
executives 
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Types of Information Systems 


* Relationship of systems to one another 

-TPS: Major source of data for other systems 

-ESS: Recipient of data from lower-level 
systems 

- Data may be exchanged between systems 

- In reality, most businesses' systems are 
only loosely integrated (but they are 
getting better!) 
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Types of Information Systems 


ROCKETTHEME: THRIVING ON THE WEB 

Read thè Interactive Session and discuss thefollowing questions 

* Describe RocketTheme's business model and 
business strategy. What challenges is it facing? 

* What systems have thè company used or planned 
to use to overcome these challenge? What types of 
systems are they? What role will each play in 
helping RocketTheme overcome these challenges? 

* What other types of System could help 
RocketTheme overcome its challenges? 
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Types of Information Systems 


* Enterprise applications 

- Systems for linking thè enterprise 

- Span functional areas 

- Execute business processes across firm 

- Include all levelsof management 

- Four major applications: 

• Enterprise Systems 

• Supply chain management Systems 

• Customer relationship management systems 

• Knowledge management systems 
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Types of Information Systems 


Enterprise 

Application 

Architecture 

Enterprise applications 
automate processes that 
span multiple business 
functions and 
organizational levels and 
may extend outside thè 
organization. 

FIGURE 2-6 
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Types of Information Systems 


• Enterprise systems 

- Collectsdata from different finti functionsand Stores 
data in single centrai data repository 

- Resolves problem of fragmented, redundant data 
sets and systems 

- Enable: 

• Coordination of daily activities 

• Efficient response to customer orders (production, 
inventory) 

• Provide valuable information for improving 
management decision making 
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Types of Information Systems 


* Supply chain management (SCM) systems 

- Manage firm's relationships with suppliers 
-Share information about 

• Orders, production, inventory levels, 
delivery of products and Services 

-Goal: 

• Right amount of products to destination with 
least amount of time and lowest cost 
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Types of Information Systems 


* Customer relationship management systems: 

- Provide information to coordinate all of thè 
business processes that deal with customers in 
sales, marketing, and Service to optimize 
revenue, customer satisfaction, and customer 
retention 

- Integrate firm's customer-related processes and 
consolidate customer information from multiple 
communication channels 
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Types of Information Systems 


* Knowledge management systems (KMS) 

- Support processes for acquiring, creating, 
storing, distributing, applying, integrating 
knowledge 

• How to create, produce, distribute products 
and Services 

— Collect internai knowledge and experience 
within firm and make it available to employees 

— Link to external sources of knowledge 
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Types of Information Systems 


* Alternative tools that increase integration 
and expedite thè flow of information 

— Intranets: 

• Internai company Web sites accessible only by 
employees 

— Extranets: 

• Company Web sites accessible externally only 
to vendors and suppliers 

• Often used to coordinate supply chain 
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Types of Information Systems 


• E-business 

- Use of digitai technology and Internet to drive major 
business processes 

• E-commerce 

- Subset of e-business 

- Buying and selling goods and Services through 
Internet 

• E-government: 

- Using Internet technology to deliver information and 
Services to citizens, employees, and businesses 
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Systems for Collaboration and Teamwork 


• Collaboration: 

- Short-lived or long-term 

- Informai or formai (teams) 

• Growing importance of collaboration: 

- Changing nature of work 

- Growth of professional work - "interaction jobs" 

- Changing organization of thè firm 

- Changing scope of thè firm 

- Emphasison innovation 

- Changing culture of work and business 
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Systems for Collaboration and Teamwork 


* Business benefits of collaboration and teamwork 

- Investmentsin collaboration technologycan produce 
organizational improvements returning high ROI 

- Benefits: 

• Productivity 

• Quality 

• Innovation 

• Customer Service 

• Financial performance 

— Profitability, sales, salesgrowth 
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Systems for Collaboration and Teamwork 

Requirements for Collaboration 


Collaboration Capability 


Open culture 

Decentralized structure 
Breadth of collaboration 



Collaboration Technology 


Use of collaboration 
technology for 
implementation and 
opera tions 

Use of collaborative 
technology for 
strategie planning 


Collaboration Quality 




Successful collaboration requires an appropriate organizational structure and culture, along with appropriate 
collaboration technology. 
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Systems for Collaboration and Teamwork 


* Building a collaborative culture and business 
processes 

- "Command and control" organizations 

• No value placed on teamwork or lower-level 
participation in decisions 

- Collaborative business culture 

• Senior managers rely on teams of employees 

• Policies, products, designs, processes, Systems rely on 
teams 

• Managers purpose is to build teams 
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Systems for Collaboration and Teamwork 


• Technology for collaboration and teamwork 

- 15 categories of collaborative software tools 

Email and instant messaging White boarding 
Collaborative writing Web presenting 
Collaborative reviewing Work scheduling 
Event scheduling Document sharing /wikis 
File sharing Mind mapping 
Screen sharingLarge audience Webinars 
Audio conferencing Co-browsing 
Video conferencing 
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Systems for Collaboration and Teamwork 


• Technology for collaboration and teamwork (cont.) 

- Social Networking 

- Wikis 

- Virtual Worlds 

- Internet-Based Collaboration Environments 

• Virtual meeting Systems (telepresence) 

• Google Apps/Google sites 

• Microsoft SharePoint 

• Lotus Notes 
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Systems for Collaboration and Teamwork 

VIRTUAL MEETINGS: SMART MANAGEMENT 

Read thè Interactive Session and discuss thefollowing questions 


• What are thè advantages of using 
videoconferencing technologies? What are thè 
disadvantages? 

• What is telepresence and what sorts of companies 
are best suited to use it as a Communications tool? 

• What kinds of companies could benefit from using 
videoconferencing? Are there any companies that 
might not derive any benefits from this technology? 
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Systems for Collaboration and Teamwork 


• Two dimensions of collaboration technologies 

— Space (or location) - remote or colocated 
— Time - synchronous or asynchronous 

* Six steps in evaluating software tools 

1. What are your firm's collaboration challenges? 

2. What kinds of Solutions are available? 

3. Analyze available products'cost and benefits 

4. Evaluate security risks 

5. Consult users for implementation and training issues 

6. Evaluate product vendors 
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Systems for Collaboration and Teamwork 

The Time/Space Collaboration Tool Matrix 


Same time 

synchronous 


Different time 

asynchronous 


Face to face interactions 

decision rooms, single display 
groupware, shared table, wall 
displays, roomware,... 1 

Continuous task 

team rooms, large public display, 
shift work groupware, project 
management,... 

Ti me/S pace 

1 Collaboration Tool Matrix 

Remote interactions 

video conferencing, instance 
messaging, charts/MUDs/ Virtual 
words, shared screens, multi-user 

editors,... 1 

Communication + coordination 

email, bulletin boards, blogs, 
asynchronous conferencing, group 
calenders, workflow, version control, 

wikis,... 


FIGURE 2-8 Collaboration technologies can be classified interms of whether they support interactions atthe same or 

different time or place whether these interactions are remote or co-located. 
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The Information Systems Function in Business 


• Information systems department: 

• Formai organizationalunit responsive for 
information technology Services 

• Often headed by chief information officer (CIO) 

• Other senior positions include chief security officer 
(CSO), chief knowledge officer (CKO), chief privacy 
officer (CPO) 

• Programmers 

• Systems analysts 

• Information systems managers 
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The Information Systems Function in Business 


• End users 

• Representatives of other departments for whom 
applications are developed 

• Increasing role in System design, development 

• IT Governance: 

• Strategiesand policiesfor using IT in thè organization 

• Decision rights 

• Accountability 

• Organization of information systems function 

• Centralized, decentralized, etc. 


39 


© Pearson Education 2012 




Management Information Systems 



This work is protected by United States copyright laws and is provided solely 
for thè use of instructors in teaching their courses and assessing student 
learning. Dissemination or sale of any part of this work (induding on thè 
World Wide Web) will destroy thè integrity of thè work and is not permit- 
ted. The work and materials from it should never be made available to 
students except by instructors using thè accompanying text in their 
dasses. All recipients of this work are expected to abide by these 
restrictions and to honor thè intended pedagogica! purposes and thè needs of 
other instructors who rely on these materials. 


All rights reserved. No part of this publication may be reproduced, stored 
in a retrieval System, or transmitted, in any form or by any means, 
electronic, mechanical, photocopying, recording, or otherwise, without thè 

prior written permission of thè publisher. 

Printed in thè United States of America. 

Copyright © 2012 Pearson Education 


40 


© Pearson Education 2012 











Management Information Systems 

ANAGING THE DIGITAL FIRM, 12™ EDITION, GLOBAL EDITION 


Chapter 3 

INFORMATION SYSTEMS, 
ORGANIZATIONS, AND STRATEGY 
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AND STRATEGY 

Learning Objectives 


* Identify and describe important features of 
organizations that managers need to know about in 
order to build and use information systems 
successfully. 

* Demonstrate how Porter s competitive forces 
model helps companies develop competitive 
strategies using information systems. 

* Explain how thè value chain and value web models 
help businesses identify opportunities for strategie 
information System applications. 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 

Learning Objectives (cont.) 


• Demonstrate how information systems help 
businesses use synergies, core competencies, and 
network-based strategies to achieve competitive 
advantage. 

• Assess thè challenges posed by strategie 
information systems and management Solutions. 
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AND STRATEGY 


Verizon or AT&T: Which Company Has thè Best Digital Strategy? 


• Problem: High-stakes competition in thè wireless market 

• Solutions: 

- AT&T is marketing leading-edge devices 

* Has 43% of U.S. smartphone users, but poorer network 

— Verizon is investing in updating, expanding, and 
improving network 

* Fewer smartphone customers, but most reliable in U.S. 

• Demonstrates IT's centrai role in defining competitive 
strategy 
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AND STRATEGY 

Organizations and Information Systems 


* Information technology and organizations 
influenceone another 

— Complex relationship influenced by 
organization's 

• Structure 

• Business processes 

• Politics 

* Culture 

* Environment, and 

* Management decisions 
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Organizations and Information Systems 


THE TWO-WAY 

RELATIONSHIP 

BETWEEN 

ORGANIZATIONS 

AND INFORMATION 

TECHNOLOGY 


This complex two-way 
relationship is mediateci by 
many factors, not thè least of 
which are thè decisions 
made—or not made—by 
managers. Other factors 
mediating thè relationship 
include thè organizational 
culture, structure, politics, 
business processes, and 
environment. 

FIGURE 3-1 


Organizations 


Mediating Factors 

Environment 

Culture 

Structure 

Business Processes 
Politics 

Management Decisions 


Information 

Technology 


i 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 

Organizations and Information Systems 


* What is an organization? 

— Technical definition: 

• Stable, formai social structurethattakes resourcesfrom 
environment and processes them to produce outputs 

• A formai legai entity with internai rules and procedures, 
as well as a social structure 

— Behavioral definition: 

• A collection of rights, privileges, obligations, and 
responsibilitiesthat is delicately balanced over a period 
of time through conflict and conflict resolution 
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AND STRATEGY 

Organizations and Information Systems 

THE TECHNICAL MICROECONOMIC DEFINITION OF THE ORGANIZATION 



Inputs from thè 
environment 


Organization 




Outputs to thè 
environment 


jm 


Production process 


FIGURE 3-2 In thè microeconomic definition of organizations, capitai and labor (thè primary production factors provided by 

thè environment) are transformed by thè firm through thè production process into products and Services 
(outputs to thè environment). The products and Services are consumed by thè environment, which supplies 
additional capitai and labor as inputs in thè feedback loop. 
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AND STRATEGY 

Organizations and Information Systems 

THE BEHAVIORAL VIEW OF ORGANIZATIONS 


Environmental 

resources 


FORMAL ORGANIZATION 


Structure 
Hierarchy 
Division of labor 
Rules, procedures 
Business processes 
Culture 

Process 

Rights/obligations 

Privileges/responsibilities 

Values 

Norms 

People 


Environmental 

outputs 


FIGURE 3-3 The behavioral view of organizations emphasizes group relationships, values, and structures. 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 

Organizations and Information Systems 


• Features of organizations 

• Use of hierarchical structure 

• Accountability, authority in System of impartial 
decision making 

• Adherence to principle of efficiency 

• Routines and business processes 

• Organizational politics, culture, environments 
and structures 
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AND STRATEGY 

Organizations and Information Systems 


• Routines and business processes 

• Routines (standard operating procedures) 

• Precise rules, procedures, and practices 
developed to cope with virtually all 
expected situations 

• Business processes: Collectionsof routines 

• Business firm: Collectionof business 
processes 
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AND STRATEGY 


Organizations and Information Systems 


ROUTINES, 

BUSINESS 
PROCESSES, AND 
FIRMS 

All organizations are composed 
of individuai routines and 
behaviors, a collection of which 
make up a business process. A 
collection of business 
processes make up thè 
business firm. New information 
System applications require 
that individuai routines and 
business processes change to 
achieve high levels of 
organizational performance. 

FIGURE 3-4 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 

Organizations and Information Systems 


• Organizational politics 

• Dìvergent viewpoints lead to 
politicai struggle, competition, 
and conflict 

• Politicai resistance greatly 
hampers organizational change 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 

Organizations and Information Systems 


• Organizational culture: 

• Encompasses set of assumptions that 
define goal and product 

• What products thè organization should produce 

• How and where it should be produced 

• For whom thè products should be produced 

• May be powerful unifying force as well as 
restraint on change 
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AND STRATEGY 

Organizations and Information Systems 


• Organizational environments: 

• Organizations and environments have a reciprocai 
relationship 

• Organizations are open to, and dependent on, thè 
social and physical environment 

• Organizations can influencetheir environments 

• Environments generally change faster than 
organizations 

• Information systems can be an instrument of 
environmental scanning, act as a lens 
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AND STRATEGY 

Organizations and Information Systems 


ENVIRONMENTS AND ORGANIZATIONS HAVE A RECIPROCAI RELATIONSHIP 



FIGURE 3-5 Environments shapewhat organizations cando, but organizations can influencetheir environments and 

decide to change environments altogether. Information technology plays a criticai role in helping 
organizations perceive environmental change and in helping organizations act on their environment. 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 

Organizations and Information Systems 


* Disruptive technologies 

— Technology that brings about sweeping change to 
businesses, industries, markets 

— Examples: personal computers, word processing 
software, thè Internet, thè PageRank algorithm 

— First movers and fast followers 

• First movers - inventors of disruptive 
technologies 

• Fast followers - firms with thè size and 
resources to capitalize on that technology 
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AND STRATEGY 

Organizations and Information Systems 


* 5 basic kinds of organizational structure 

— Entrepreneurial: 

• Small start-up business 

- Machine bureaucracy: 

• Midsize manufacturing firm 

- Divisionalized bureaucracy: 

• Fortune 500 firms 

- Professional bureaucracy: 

• Law firms, school systems, hospitals 

- Adhocracy: 

• Consulting firms 
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AND STRATEGY 

Organizations and Information Systems 


* Other organizational features 

-Goals 

-Constituencies 
-Leadership styles 
-Tasks 

—Surrounding environments 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


* Economie impaets 

- IT changes relative costs of capitai and thè costs of 
information 

— Information systems technologyis a factor of 
production, like capitai and labor 

- IT affeets thè cost and quality of information and 
changes economics of information 

• Information technology helps firms contract in size 
because it can reduce transaction costs (thè cost of 
participating in markets) 

- Outsourcing 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


* Transaction cost theory 

- Firms seek to economize on transaction 
costs (thè costs of participating in markets) 

• Vertical integration, hiring more 
employees, buying suppliers and 
distributors 

- IT lowers market transaction costs for a 
firm, making it worthwhile for firms to 
transact with other firms rather than grow 
thè number of employees 
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AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


THE TRANSACTION COST THEORYOF THE IMPACT OF INFORMATION 

TECHNOLOGY ON THE ORGANIZATION 



FIGURE 3-6 Firms traditionally grew in sizeto reduce market transaction costs. IT potentially reduces thè firms market 

transaction costs. This means firms canoutsource work usingthe market, reduce their employee head 
count and stili grow revenues, relying more on outsourcing firms and external contractors. 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


• Agency theory: 

— Firm is nexus of contracts among self-interested 
parties requiring supervision 

— Firms experience agency costs (thè cost of 
managing and supervising) which rise as firm 
grows 

- IT can reduce agency costs, making it possible for 
firms to grow without adding to thè costs of 
supervising, and without adding employees 
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AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


THE AGENCY THEORY OF THE IMPACT OF INFORMATION 

TECHNOLOGY ON THE ORGANIZATION 



FIGURE 3-7 As firms grow in size and complexity, traditionally they experience rising agency costs. 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


* Organizational and behavioral impacts 

- IT flattens organizations 

• Decision making pushed to lower levels 

• Fewer managers needed (IT enables faster 
decision making and increases span of control) 

— Postindustriai organizations 

• Organizations flatten because in postindustriai 
societies, authority increasingly relies on 
knowledge and competence rather than formai 
positions 


25 


© Pearson Education 2012 




Management Information Systems 

CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


FLATTENING 

ORGANIZATIONS 

Information systems can 
reduce thè number of levels in 
an organization by providing 
managers with information to 
supervise larger numbers of 
workers and by giving lower- 
level employees more 
decision-making authority. 


FIGURE 3-8 


X X X X X — 1 - 1 

i-1-1-1-1-1-1-1-1-1-1 


A traditional hierarchical organization with many levels of management 


I I-1 I-1-1 I-1 I 


An organization that has been "flattened" by removing layers of management 


26 


© Pearson Education 2012 



















Management Information Systems 

CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


* Organizational resistanceto change 

- Information systems become bound up in 
organizational politics because they influence 
access to a key resource - information 

— Information systems potentially change an 
organization s strutture, culture, politics, and 
work 

— Most common reason for failure of large projects 
is due to organizational and politicai resistance to 
change 
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AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


ORGAN IZATION AL 
RESISTANCE AND THE 
MUTUALLY ADJUSTING 
RELATIONSHIP BETWEEN 
TECHNOLOGY AND THE 
ORGAN IZATION 


Implementing information 
systems has consequences for 
taskarrangements, structures, 
and people. According to this 
model, to implement change, all 
tour components must be 
changed si multa neously. 

FIGURE 3-9 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


* The Internet and organizations 

— The Internet increases thè accessibility, Storage, 
and distribution of information and knowledge 
for organizations 

— The Internet can greatly lower transaction and 
agency costs 

• Example: Large firm delivers internai manuals 
to employees via a corporate Web site, saving 
millions of dollars in distribution costs 
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AND STRATEGY 


How Information Systems Impact Organizations and Business Firms 


* Central organizational factors to consider when 
planning a new System: 

- Environment 

- Structure 

• Hierarchy, specialization, routines, business processes 

- Culture and politics 

- Type of organization and style of leadership 

- Main interestgroups affected by System; attitudes of 
end users 

- Tasks, decisions and business processes thè System 
will assist 
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AND STRATEGY 


Using Information Systems to Achieve Competitive Advantage 


• Why do some firms become leaders in their industry? 

* Michael Porter's competitive forces model 

- Provides generai viewoffirm, its competitors, and 
environment 

- Fi ve competitive forces shape fate of firm 

1. Traditional competitors 

2. New market entrants 

3. Substitute products and Services 

4. Customers 

5. Suppliers 
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Using Information Systems to Achieve Competitive Advantage 


PORTER'S COMPETITIVE FORCES MODEL 


New market entrants 


Substitute products 


The Firm 


Competitors 


Suppliers 


Customers 


FIGURE 3-10 In Porter's competitive forces model, thè strategie position of thè firm and its strategies are determined not 

only by competition with its traditional direct competitors but also by four other forces in thè industry's 
environment: new market entrants, substitute products, customers, and suppliers. 
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CHAPTER 3: INFORMATION SYSTEMS, ORGANIZATIONS, 

AND STRATEGY 


Using Information Systems to Achieve Competitive Advantage 


• Traditional competitors 

- All firms share market space with competitors who 
are continuously devising new products, Services, 
efficiencies, switching costs 

* New market entrants 

- Some industries have high barriers to entry, e.g. 
computer chip business 

- New companies have new equipment,younger 
workers, but little brand recognition 
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AND STRATEGY 


Using Information Systems to Achieve Competitive Advantage 


• Substitute products and Services 

- Substitutes customers might use if your prices 
become too high, e.g. iTunes substitutesfor CDs 

• Customers 

- Can customers easily switch to competitor's 
products? Can they force businessesto compete on 
price alone in transparent marketplace? 

• Suppliers 

- Market power of suppliers when firm cannot raise 
prices as fast as suppliers 
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AND STRATEGY 


Using Information Systems to Achieve Competitive Advantage 


* Four generic strategies for dealing 
with competitive forces, enabled by 
using IT 

- Low-cost leadership 

- Product differentiation 

- Focus on market niche 

-Strengthen customerand supplier 
intimacy 
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AND STRATEGY 


Using Information Systems to Achieve Competitive Advantage 


• Low-cost leadership 

- Produce products and Services at a lower price than 
competitors while enhancing quality and level of 
Service 

— Examples: Wal-Mart 

* Product differentiation 

- Enable new products or Services, greatly change 
customer convenience and experience 

- Examples: Google, Nike, Apple 
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Using Information Systems to Achieve Competitive Advantage 


* Focus on market niche 

- Use information systems to enable a focused 
strategy on a single market niche; specialize 

- Example: Hilton Hotels 

* Strengthen customer and supplier intimacy 

- Use information systems to develop strong ties and 
loyalty with customersand suppliers; increase 
switchingcosts 

- Example: Netflix, Amazon 
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AND STRATEGY 


Using Information Systems to Achieve Competitive Advantage 


HOW MUCH DO CREDIT CARD COMPANIES KNOW ABOUT YOU? 

Read thè Interactive Session and discuss thefollowing questions 

* What competitive strategy are thè credit card 
companies pursuing? How do information systems 
support that strategy? 

* What are thè business benefits of analyzing customer 
purchase data and constructingbehavioral profiles? 

* Are these practices by credit card companies ethical? 
Are they an invasion of privacy? Why or why not? 
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AND STRATEGY 


Using Information Systems to Achieve Competitive Advantage 


• The Internet's impact on competitive advantage 

- Transformation, destruction, threat to some 
industries 

• E.g. travel agency, printed encyclopedia, newspaper 

- Competitive forces stili at work. but rivalry more 
intense 

- Universal standards allow new rivals, entrants to 
market 

- Newopportunitiesfor building brands and loyal 
customer bases 
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Using Information Systems to Achieve Competitive Advantage 


IS THE IPAD A DISRUPTIVE TECHNOLOGY? 

Read thè Interactive Session and discuss thefollowing questions 

• Evaluate thè impact of thè iPad using Porter's 
competitive forces model. 

• What makes thè iPad a disruptive technology? Who 
are likely to he thè winners and losers if thè iPad 
becomes a hit? Why? 

• What effects will thè iPad have on thè business 
models of Apple, content creators, and distributors? 
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Using Information Systems to Achieve Competitive Advantage 


• Business value chain model 

- Views firm as series of activitiesthat add value to 
Products or Services 

- Highlights activities where competitive strategiescan 
best be applied 

• Primary activities vs. support activities 

- At each stage, determine how information systems 
can improve operational efficiency and improve 
customerand supplierintimacy 

- Utilize benchmarking, industry best practices 
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THE VALUE CHAIN 
MODEL 

This figure provides examples 
of systems for both primary 
and support activities of a firm 
and of its value partners that 
can add a margin of value to a 
firm's products or Services. 

FIGURE 3-11 
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* Valueweb: 

-Collection of independentfirms using 
highly synchronized IT to coordinate 
value chains to produce product or 
Service collectively 

- More customer driven, less linear 
operation than traditional value chain 
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THE VALUE WEB 





The value web is a networked 

System that can synchronize 
thè value chains of business 


Strategie Alliance 
and Partner Firms 


partners within an industry to 
respond rapidlyto changes in 
supply and demand. 





FIGURE 3-12 
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Using Information Systems to Achieve Competitive Advantage 


* Information systems can improve overall 
performance of business units by promoting 
synergies and core competencies 

— Synergies 

• When output of some units used as inputs to 
others, or organizations pool markets and 
expertise 

• Example: merger of Bank of NY and JPMorgan 
Chase 

• Purchase of YouTube by Google 
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• Core competencies 

-Activity for which firm is world-class 
leader 

- Relies on knowledge, experience, and 
sharing this across business units 

- Example: Procter & Gamble's intranet 
and directory of subject matter experts 
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* Network-based strategies 

-Take advantage of firm's abilitiesto 
network with each other 

-Include use of: 

• Network economics 

• Virtual company model 

• Business ecosystems 
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* Traditional economics: Law of diminishing returns 

— The more any given resource is applied to production, thè 
lowerthe marginai gain in output, until a point is reached 
where thè additional inputs produce no additional 
outputs 

• Network economics: 

— Marginai cost of adding new participant almost zero, with 
much greater marginai gain 

— Value of communitygrows with size 

— Value of software grows as installed customerbase grows 
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* Virtual company strategy 

— Virtual company uses networks to ally with 
other companies to create and distribute 
Products without being limited by traditional 
organizational boundaries or physical 
locations 

— E.g. Li & Fung manages production, shipment 
of garments for major fashion companies, 
outsourcing all work to over 7,500 suppliers 
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* Business ecosystems 

- Industry sets of firms providing related Services and 
Products 

• Microsoft platform used bythousandsof firms 

• Wal-Mart's order entry and inventory management 

- Keystonefirms: Dominate ecosystem and create 
platform used by other firms 

- Niche firms: Rely on platform developed by keystone 
firm 

- Individuai firms can consider how IT will help them 
become profitable niche players in larger ecosystems 
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AN ECOSYSTEM STRATEGIC MODEL 



FIGURE 3-13 The digitai firm era requires a more dynamic view of thè boundaries among industries, firms, customers, 

and suppliers, with competition occurring among industry sets in a business ecosystem. In thè ecosystem 
model, multiple industries work together to deliver valueto thè customer. IT plays an important role in 
enabling a dense network of interactions among thè participating firms. 
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Using Information Systems for Competitive Advantage: Management Issues 


* Sustaining competitive advantage 

— Because competitors can retaliate and copy strategie 
systems, competitive advantage is not always sustainable; 
systems may become tools for survival 

* Performing strategie systems analysis 

— What is structure of industry? 

— What are value chains for this firm? 

* Managing strategie transitions 

— Adopting strategie systems requires changes in business 
goals, relationships with customersand suppliers, and 
business processes 
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Chapter 4 

ETHICAL AND SOCIAL ISSUES IN 
INFORMATION SYSTEMS 


VIDEO CASES 

Case 1: Big Brother is Copying Everything on thè Internet 
Case 2: Delete: The Virtue of Forgetting in a Digital Age 
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CHAPTER 4: ETHICAL AND SOCIAL ISSUES IN 

INFORMATION SYSTEMS 

Learning Objectives 


• What ethical social, and politicai issues are raised 
by information systems? 

• What specific principles for conduct can be used to 
guide ethical decisions? 

• Why do contemporary information systems 
technology and thè Internet pose challenges to thè 
protection of individuai privacy and intellectual 
property? 

• How have information systems affected everyday 
life? 
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INFORMATION SYSTEMS 


Ethical Issues Facing thè Use of Technologies for thè Aged 

Communities 


* Problem: Desire to provide suitable care for thè aged 
community without invading privacy 

* Solutions: 'Smart House' technology allows future 
generations to remain in their homes while ageing 

* Ensure technology is culturally and socially acceptable to 
this generation 

* Demonstrates IT's role in organizing and distributing 
information 

* lllustrates thè ethical questions inherent in online 
information gathering 
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INFORMATION SYSTEMS 


Understanding Ethical and Social Issues Related to Systems 

* Recent cases of failed ethical judgment in business 

- Lehman Brothers, Minerals Management Service, 
Pfizer 

- In many, information systems used to bury decisions 
from public scrutiny 

• Ethics 

- Principlesof rightand wrongthat individuate, acting 
as free moral agents, use to make choicesto guide 
their behaviors 
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Understanding Ethical and Social Issues Related to Systems 


* Information systems and ethics 

- Information systems raise new ethical 
questions because they create 
opportunitiesfor: 

• Intense social change, threatening 
existing distributions of power, money, 
rights, and obligations 

• New kindsof crime 
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INFORMATION SYSTEMS 


Understanding Ethical and Social Issues Related to Systems 


* Model for thinking about ethical, social, politicai 
issues: 

- Society as a cairn pond 

- IT as rock dropped in pond, creating ripples of new 
situations not covered by old rules 

- Social and politicai institutionscannot respond 
overnightto these ripples—it may take years to 
develop etiquette, expectations, laws 

• Requires understanding of ethics to make choices in 
legally gray areas 
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Understanding Ethical and Social Issues Related to Systems 


THE RELATIONSHIP 
BETWEEN ETHICAL, 
SOCIAL, AND 
POLITICAL ISSUES IN 
AN INFORMATION 
SOCIETY 


The introduction of new 
information technology has a 
ripple effect, raising new 
ethical, social, and politicai 
issues that must be dealt with 
on thè individuai, social, and 
politicai levels. These issues 
havefive moral dimensions: 
information rightsand 
obligations, property rights and 
obligations, System quality, 
quality of life, and 
accountability and control. 
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FIGURE 4-1 
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INFORMATION SYSTEMS 


Understanding Ethical and Social Issues Related to Systems 


* Five moral dimensions of thè 
Information age 

1. Information rights and obligations 

2. Property rights and obligations 

3. Accountability and control 

4. System quality 

5. Quality of life 
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INFORMATION SYSTEMS 


Understanding Ethical and Social Issues Related to Systems 


* Key technology trends that raise ethical issues 

1. Doublingof computer power 

• More organizations depend on computersystemsfor 
criticai operations 

2. Rapidlydecliningdata Storage costs 

• Organizations can easily maintain detailed databaseson 
individuals 

3. Networking advances and thè Internet 

• Copying data from one location to another and 
accessing personal data from remote locations is much 
easier 
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INFORMATION SYSTEMS 


Understanding Ethical and Social Issues Related to Systems 


* Key technology trends that raise ethical issues { cont .) 
4. Advances in data analysis techniques 

• Companies can analyze vast quantities of data gathered 
on individuals for: 

- Profiling 

» Combining data from multiple sources to create dossiers 
of detailed information on individuals 

- Nonobvious relationship awareness (NORA) 

» Combining data from multiple sources tofind obscure 
hidden connections that might help identify criminals or 
terrorists 
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Understanding Ethical and Social Issues Related to Systems 


NONOBVIOUS 
RELATIONSHIP 
AWARENESS (NORA) 


NORA technology can take 
information about people from 
disparate sources and find 
obscure, nonobvious 
relationships. It might discover, 
for example, that an applicant 
fora job ata casino shares a 
telephone number with a 
known criminal and issue an 
alert to thè hiring manager. 

FIGURE 4-2 
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INFORMATION SYSTEMS 

Ethics in an Information Society 


* Basic concepts for ethical analysis 

- Responsibility: 

• Accepting thè potential costs, duties, and obligations for 
decisions 

- Accountability: 

• Mechanisms for identifying responsible parties 

- Liability: 

• Permits individuals (and firms) to recover damages done to 
them 

- Due process: 

• Laws are well known and understood, with an ability to 
appeal to higher authorities 
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CHAPTER 4: ETHICAL AND SOCIAL ISSUES IN 

INFORMATION SYSTEMS 

Ethics in an Information Society 


* Ethical analysis: A five-step process 

1. Identify and clearly describe thè facts 

2. Define thè conflict or dilemma and identify thè 
higher-order values involved 

3. Identify thè stakeholders 

4. Identify thè options that you can reasonably 
take 

5. Identify thè potential consequences of your 
options 


13 


© Pearson Education 2012 







w 


Management Information Systems 

CHAPTER 4: ETHICAL AND SOCIAL ISSUES IN 

INFORMATION SYSTEMS 

Ethics in an Information Society 


* Six Candidate Ethical Principles 

1. Golden Rule 

• Do unto others as you would have them do unto you 

2. Immanuel Kant's Categorica! Imperative 

• If an action is not right for everyone to take, it is not 
right for anyone 

3. Descartes' Rule of Change 

• If an action cannot be taken repeatedly, it is not right to 
take at all 
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INFORMATION SYSTEMS 

Ethics in an Information Society 


* Six Candidate Ethical Principles ( cont.) 

4. Utilitarian Principle 

• Take thè action that achieves thè higher or greater 
value 

5. Risk Aversion Principle 

• Take thè action that produces thè least harm or least 
potential cost 

6. Ethical "no free lunch" Rule 

• Assume that virtually all tangible and intangible objects 
are owned by someone unless there is a specific 
declaration otherwise 
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CHAPTER 4: ETHICAL AND SOCIAL ISSUES IN 

INFORMATION SYSTEMS 

Ethics in an Information Society 


* Professional codes of conduct 

- Promulgated by associations of professionals 

• E.g. AMA, ABA, AITP, ACM 

- Promises by professionsto regulatethemselvesin 
thè generai interest of society 

• Real-world ethical dilemmas 

- One set of interests pitted against another 

- E.g. Right of company to maximize productivityof 
workers vs. workers right to use Internet for short 
personal tasks 
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CHAPTER 4: ETHICAL AND SOCIAL ISSUES IN 

INFORMATION SYSTEMS 


The Moral Dimensions of Information Systems 


• Privacy: 

- Claim of individualsto be left alone, free from 
surveillance or interferente from other individuals, 
organizations, or state. Claim to be able to control 
information about yourself 

* In U.S., privacy protected by: 

- First Amendment (freedom of speech) 

- Fourth Amendment (unreasonable search and 
seizure) 

- Additional federai statues (e.g. Privacy Act of 1974) 
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INFORMATION SYSTEMS 


The Moral Dimensions of Information Systems 


• Fair information practices: 

— Set of principles governing thè collection and use of 
information 

— Basis of most U.S. and European privacy laws 

— Based on mutuality of interest between record holder 
and individuai 

— Restated and extended by FTC in 1998 to provide 
guidelines for protecting online privacy 

— Used to drive changes in privacy legislation 

• COPPA 

• Gramm-Leach-Bliley Act 

• HIPAA 
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INFORMATION SYSTEMS 


The Moral Dimensions of Information Systems 


• FTC FIP principles: 

1. Notice/awareness (core principle) 

2. Choice/consent (core principle) 

3. Access/participation 

4. Security 

5. Enforcement 
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INFORMATION SYSTEMS 


The Moral Dimensions of Information Systems 


* European Directive on Data Protection: 

- Requires companies to inform people when they 
collect information about them and disclose how it 
will be stored and used. 

- Requires informed consentof customer 

- EU member nations cannot transfer personal data to 
countries with no similar privacy protection (e.g. U.S.) 

- U.S. businesses use safe harbor framework 

• Self-regulating policy to meet objectivesof government 
legislation without involving government regulation or 
enforcement. 
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The Moral Dimensions of Information Systems 


• Internet Challenges to Privacy: 

- Cookies 

• Tiny files downloaded by Web site to visitor's hard drive to help 
identify visitor's browser and track visits to site 

• Allow Web sites to develop profiles on visitors 

- Web beacons/bugs 

• Tiny graphics embedded in e-mail and Web pages to monitor who 
is reading message 

— Spyware 

• Surreptitiously installed on user's computer 

• May transmit user's keystrokes or display unwanted ads 

* Google s collection of private data; behavioral 
targeting 
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The Moral Dimensions of Information Systems 


HOW COOKIES IDENTIFY WEB VISITORS 



User 




Windows XP 
IE 

Version 7.0 


Cookie 

931032944 Previous buyer 
Welcome back, Jane Doel 



1. The Web server reads thè user's Web browser and determines thè operating System, 
browser name, version number, Internet address, and other information. 

2. The server transmits a tiny text file with user Identification information called a cookie, 
which thè user’s browser receives and Stores on thè user’s computer hard drive. 

3. When thè user returns to thè Web site, thè server requests thè contents of any cookie 

it deposited previously in thè user's computer. 

4. The Web server reads thè cookie, identifies thè visitor, and calls up data on thè user. 


FIGURE 4-3 


Cookies are written by a Web site on a visitor's hard drive. When thè visitor returns to that Web site, thè 
Web server requests thè ID number from thè cookie and uses itto access thè data stored by that server on 
that visitor. The Web site can then use these data to display personalized information. 
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The Moral Dimensions of Information Systems 


* U.S. allows businesses to gather transaction 
information and use this for other marketing 
purposes 

* Online industry promotes self-regulation over 
privacy legislation 

* However, extent of responsibility taken varies 

— Statements of information use 

— Opt-out selection boxes 

— Online "seals" of privacy principles 

* Most Web sites do not have any privacy policies 
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The Moral Dimensions of Information Systems 


* Technical Solutions 

— The Platform for Privacy Preferences (P3P) 

• Allows Web sites to communicate privacy policies 
to visitor's Web browser - user 

• User specifies privacy levels desired in browser 
setti ngs 

• E.g. "medium" level accepts cookies from first- 
party host sites that have opt-in or opt-out policies 
but rejects third-party cookies that use personally 
identifiable information without an opt-in policy 
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The Moral Dimensions of Information Systems 


THEP3P STANDARD 


Request for Web page 

• Web page 

• Compact P3P policy 

• Pointer to full P3P policy 

User Server 

1. The user with P3P Web browsing software requests a Web page. 

2. The Web server returns thè Web page along with a compact version of thè Web 
site’s policy and a pointer to thè full P3P policy. If thè Web site is not P3P 
compliant, no P3P data are returned. 

3. The user’s Web browsing software compares thè response from thè Web site 
with thè user’s privacy preferences. If thè Web site does not have a P3P policy or 
thè policy does not match thè privacy levels established by thè user, it warns thè 
user or rejects thè cookies from thè Web site. Otherwise, thè Web page loads 
normally. 




FIGURE 4-4 P3P enables Web sites to translate their privacy policies into a standard format that can be read by thè 

user's Web browser software. The browser software evaluates thè Web site's privacy policy to determine 
whether itis compatible with thè user's privacy preferences. 
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The Moral Dimensions of Information Systems 


* Property rights: Intellectual property 

- Intellectual property: Intangible property of any kind 
createci by individuals or corporations 

- Three main ways that protect intellectual property 

1. Trade secret: Intellectual work or product belonging 
to business, not in thè public domain 

2. Copyright: Statutorygrant protecting intellectual 
property from being copied for thè life of thè author, 
plus 70 years 

3. Patents: Grants creator of invention an exclusive 
monopoly on ideas behind invention for 20 years 
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The Moral Dimensions of Information Systems 


* Challenges to intellectual property rights 

- Digital media differentfrom physical media (e.g. 
books) 

• Ease of replication 

• Ease of transmission (networks, Internet) 

• Difficulty in classifying software 

• Compactness 

• Difficulties in establishing uniqueness 

* Digital Millennium Copyright Act (DMCA) 

- Makesit illegalto circumventtechnology-based 
protectionsof copyrighted materials 
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INFORMATION SYSTEMS 

The Moral Dimensions of Information Systems 


* Accountability Liability, Control 

— Computer-related liability problems 

• If software fails, who is responsible? 

- If seen as part of machine that injures or harms, 
software producer and operator may be liable 

- If seen as similar to book, difficult to hold 
author/publisher responsible 

— What should liability be if software seen as Service? 
Would this be similar to telephone systems not 
being liable for transmitted messages? 


28 


© Pearson Education 2012 







w 


Management Information Systems 

CHAPTER 4: ETHICAL AND SOCIAL ISSUES IN 

INFORMATION SYSTEMS 


The Moral Dimensions of Information Systems 


* System Quality: Data Quality and System Errors 

— What is an acceptable, technologically feasible level of 
System quality? 

• Flawless software is economically unfeasible 

— Three principal sources of poor System performance: 

• Software bugs, errors 

• Hardware or facility failures 

• Poor input data quality (most common source of 
business System failure) 
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INFORMATION SYSTEMS 


The Moral Dimensions of Information Systems 


* Quality of life: Equity, access and boundaries 
- Negative social consequencesof systems 

• Balancing power: Although computing power 
decentralizing, key decision-making remains centralized 

• Rapidity of change: Businesses may not have enough 
time to respond to global competition 

* Maintaining boundaries: Computing, Internet use 
lengthens work-day, infringes on family, personal time 

* Dependence and vulnerability: Public and private 
organizations ever more dependenton computer 
systems 


30 


© Pearson Education 2012 







w 


Management Information Systems 

CHAPTER 4: ETHICAL AND SOCIAL ISSUES IN 
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The Moral Dimensions of Information Systems 


* Computer crime and abuse 

— Computer crime: Commission of illegai acts through use 
of compute or against a computer System - computer 
may be object or instrument of crime 

— Computer abuse: Unethical acts, not illegal 

• Spam: High costs for businesses in dealing with spam 

* Employment: 

— Reengineering work resulting in lost jobs 

* Equity and access - thè digitai divide: 

— Certa in ethnic and income groups in thè United States 
less likely to have computers or Internet access 
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The Moral Dimensions of Information Systems 


MONITORING IN THE WORKPLACE 

Read thè Interactive Session and discuss thefollowing questions 

• Which of thè five moral dimensions of information 
systems identified in this text is involved in this 
case? 

• What are thè ethical, social, and politicai issues 
raised by this case? 

• Which of thè ethical principles described in thè text 
are useful for decision making about monitoring 
employees in thè workplace? 
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The Moral Dimensions of Information Systems 


* Health risks: 

— Repetitive stress injury (RSI) 

• Largest source is computer keyboards 

• Carpai Tunnel Syndrome (CTS) 

— Computer vision syndrome (CVS) 

— Technostress 

- Role of radiation, screen emissions, low-level 
electromagnetic fields 
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INFORMATION SYSTEMS 

The Moral Dimensions of Information Systems 


TOO MUCH TECHNOLOGY? 

Read thè Interactive Session and discuss thefollowing questions 

• What are some of thè arguments for and against thè use of 
digitai media? 

• How might thè brain be affected by Constant digitai media 
usage? 

• Do you think these arguments outweigh thè positives of 
digitai media usage? Why or why not? 

• What additional concerns are there for children using digitai 
media? Should children under 8 use computers and celi 
phones? Why or why not? 
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Chapter 5 

IT INFRASTRUCTURE AND 
EMERGING TECHNOLOGIES 

VIDEO CASES 

Case 1: Google and IBM Produce Cloud Computing 
Case 2: IBM Blue Cloud Is Ready-to-Use Computing 
Case 3: What thè Hell is Cloud Computing? 

Case 4: What is AJAX and How Does it Work? 

Case 5: Yahoo's FireEagle Geolocation Service 
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CHAPTER 5: IT INFRASTRUCTURE AND EMERGING TECHNOLOGIES 


Learning Objectives 


* Define IT infrastructure and describe its 
components. 

* Identify and describe thè stages and technology 
drivers of IT infrastructure evolution. 

* Assess contemporary computer hardware platform 
trends. 

* Assess contemporary software platform trends. 

* Evaluate thè challenges of managing IT 
infrastructure and management Solutions. 


2 


© Pearson Education 2012 




Management Information Systems 

CHAPTER 5: IT INFRASTRUCTURE AND EMERGING TECHNOLOGIES 


BART Speeds Up with a New IT Infrastructure 


• Problem: Aging systems no longer able to provide 
information rapidly enough for timely decisions; too 
unreliable for 24/7 operations 

• Solutions: Replaced and upgraded hardware and software 
and used leading-edge technology 

— Grid computing 

— Virtualization 

— Biade servers 

• Demonstrates IT's role in using resources more efficiently; 
reducing computing energy usage, modernizing Services 
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IT Infrastructure 


• IT infrastructure: 

- Set of physical devicesand software required to 
operate enterprise 

- Set of firmwide Services including: 

• Computing platforms providing computing Services 

• Telecommunications Services 

• Data management Services 

• Application software Services 

• Physical facilities management Services 

• IT management, standards, education, research and development 
Services 

- "Service platform" perspective more accurate view 
of value of investments 
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IT Infrastructure 


CONNECTION BETWEEN THE FIRM, IT INFRASTRUCTURE, AND BUSINESS CAPABILITIES 



FIGURE 5-1 The Services a firm is capable of providing to its customers, suppliers, and employees are a direct function 

of its IT infrastructure. IdeaIly, this infrastructure should support thè firm's business and information 
systems strategy. New information technologies have a powerful impact on business and IT strategies, as 
well as thè Services that can be provided to customers. 
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IT Infrastructure 


• Evolution of IT infrastructure 

- General-purpose mainframe & minicomputer era: 1959 to 
present 

• 1958 IBM first mainframes introduced 

• 1965 Less expensive DEC minicomputers introduced 

- Personal computer era: 1981 to present 

• 1981 Introduction of IBM PC 

• Proliferation in 80s, 90s resulted in growth of personal software 

- Client/server era: 1983 to present 

• Desktop clients networked to servers, with processing work split 
between clients and servers 

• Network may be two-tiered or multitiered (N-tiered) 

• Various types of servers (network, application, Web) 


6 


© Pearson Education 2012 




Management Information Systems 

CHAPTER 5: IT INFRASTRUCTURE AND EMERGING TECHNOLOGIES 


IT Infrastructure 


STAGES IN IT 

INFRASTRUCTURE 

EVOLUTION 

Illustrateci here are thè typical 
computing configurations 
characterizing each of thè five 
eras of IT infrastructure 
evolution. 

FIGURE 5-2 
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IT Infrastructure 


* Evolution of IT infrastructure (cont.) 

- Enterprise computing era: 1992 to present 

• Move toward integrating disparate networks, 
applications using Internet standards and enterprise 
applications 

- Cloud Computing: 2000 to present 

• Referstoa model of computing where firms and 
individuals obtain computing power and software 
applications over thè Internet or other network 

• Fastestgrowing form of computing 


8 


© Pearson Education 2012 






Management Information Systems 

CHAPTER 5: IT INFRASTRUCTURE AND EMERGING TECHNOLOGIES 


IT Infrastructure 


STAGES IN IT 
INFRASTRUCTURE 
EVOLUTION (cont.) 

Illustrateci here are thè typical 
computing configurations 
characterizing each of thè five 
eras of IT infrastructure 
evolution. 

FIGURE 5-2 
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IT Infrastructure 


A MULTITIERED CLIENT/SERVER NETWORK (N-TIER) 



FIGURE 5-3 


In a multitiered client/server network, client requests for Service are handled by different levels of servers. 
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IT Infrastructure 


* Technology drivers of infrastructure evolution 

— Moore s law and microprocessing power 

• Computing power doubles every 18 months 

• Nanotechnology: 

- Shrinks size of transistors to size comparable to size 
of a virus 

— Law of Mass Digital Storage 

• The amount of data being stored each year 
doubles 
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IT Infrastructure 


MOORE'S LAW AND 

MICROPROCESSOR 

PERFORMANCE 

Packing over 2 billion 
transistors into a tiny 
microprocessor has 
exponentially increased 
processing power. Processing 
power has increased to over 
500,000 MIPS (millions of 
instructions persecond). 


FIGURE 5-4 


Moore’s Law Means 
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IT Infrastructure 


FALLING COST 
OF CHIPS 

Packing more transistors 
into less space has 
driven down transistor 
cost dramatically as well 
asthe costof thè 
Products in which they 
are used. 

FIGURE 5-5 
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IT Infrastructure 


EXAMPLES OF 
NANOTUBES 

Nanotubes aretinytubes 
about 10,000 times thinner 
than a human hair. They 
consist of rolled up sheets of 
carbon hexagons and ha ve 
potential uses as minuscule 
wires or in ultrasmall electronic 
devices and are very powerful 
conductors of electrical 
current. 

FIGURE 5-6 
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IT Infrastructure 


THE COST OF 
STORING DATA 
DECLINES 
EXPONENTIALLY 
1950-2010 


10,000,000 


1,000,000 


10,000 


Magnetic Data Storage 



Sirice thè first magnetic Storage 
device was used in 1955, thè 
costof storing a kilobyte of 
data has fallen exponentially, 
doubling thè amount of digitai 
Storage for each dollar 
expended every 15 months, on 
average. 
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IT Infrastructure 


* Technology drivers of infrastructure evolution 
(cont.) 

— Metcalfe's Law and network economics 

• Value or power of a network grows 
exponentially as a function of thè number of 
network members 

• As network members increase, more people 
want to use it (demand for network access 
increases) 
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IT Infrastructure 


* Technology drivers of infrastructure evolution 
(cont.) 

- Declining communication costs and thè Internet 

• An estimateci 1.5 billion people worldwide have 
Internet access 

• As communication costs fall toward a very small 
number and approach 0, utilization of 
communication and computing facilities 
explodes 
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IT Infrastructure 


EXPONENTIAL DECLINES IN INTERNET COMMUNICATIONS COSTS 



FIGURE 5-8 One reason for thè growth in thè Internet population is thè rapid decline in Internet connection and overall 

communication costs. The cost per kilobit of Internet access has fallen exponentially since 1995. Digital 
subscriber line (DSL) and cable modems now deliver a kilobit of communication for a retail price of around 
2 cents. 
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IT Infrastructure 


* Technology drivers of infrastructure evolution 
(cont.) 

— Standards and network effects 

• Technology standards: 

- Specifications that establish thè compatibility of 
Products and thè ability to communicate in a 
network 

- Unleash powerful economies of scale and result in 
price declines as manufacturers focus on thè 
Products built to a single standard 
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Infrastructure Components 


* IT Infrastructure has 7 main components 

1. Computer hardware platforms 

2. Operating System platforms 

3. Enterprise software applications 

4. Data management and Storage 

5. Networking/telecommunications platforms 

6. Internet platforms 

7. Consulting System integration Services 
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IT Infrastructure 


THE IT 

INFRASTRUCTURE 

ECOSYSTEM 

There are severi major 
components that must be 
coordinateci to provide thè firm 
with a coherent IT 
infrastructure. Listed here are 
major technologies and 
suppliers for each component. 


FIGURE 5-9 



Data Management 
and Storage 
IBM DB2 
Oracle 
SQL Server 
Sybase 
MySQL 
EMC Systems 


Operating Systems 
Platforms 

Microsoft Windows 
Unix 
Linux 
Mac OS X 
Google Chrome 


IT Infrastructure Ecosystem 


Consultants and 
System Integrators 
IBM 
EDS 

Accenture 


Networking/ 

Telecommunications 

Microsoft Windows Server 
Linux 
Novell 
Cisco 

Alcatel-Lucent 

Nortel 

AT&T, Verizon 


Enterprise Software 
Applications 

(including middleware) 
SAP 
Oracle 
Microsoft 
BEA 


Internet Platforms 

Apache 

Microsoft MS, .NET 
Unix 
Cisco 
Java 
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Infrastructure Components 


* Computer hardware platforms 

- Client machines 

• Desktop PCs, mobile devices - PDAs, laptops 

- Servers 

• Biade servers: ultrathin computersstored in racks 

- Mainframes: 

• IBM mainframe equivalentethousandsof biade 
servers 

- Top chip producers: AMD, Intel, IBM 

- Top firms: IBM, HP, Dell, Sun Microsystems 


22 


© Pearson Education 2012 




Management Information Systems 

CHAPTER 5: IT INFRASTRUCTURE AND EMERGING TECHNOLOGIES 


Infrastructure Components 


* Operating System platforms 

- Operating systems 

• Server level: 75% run Windows; 25% run Unix or Linux 

• Client level: 

— 90% run Microsoft Windows (XP, 2000, CE, etc.) 

— Handheld device OS's (Android, iPhone OS) 

— Cloud computing OS's (Google's Chrome OS) 

* Enterprise software applications 

- Enterprise application providers: SAP and Oracle 

- Middleware providers: BEA 
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Infrastructure Components 


NEW TO THE TOUCH 

Read thè Interactive Session and discuss thefollowing questions 

• What problems does multitouch technology solve? 

* What are thè advantages and disadvantages of a multitouch 
interface? How useful is it? Explain. 

* Describe three business applications that would benefit 
from a multitouch interface. 

• What management, organization, and technology issues 
must be addressed if you or your business was considering 
Systems and computers with multitouch interfaces? 
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Infrastructure Components 


* Data management and Storage 

— Database software: 

• IBM (DB2), Oracle, Microsoft (SQL Server), 
Sybase (Adaptive Server Enterprise), MySQL 

— Physical data Storage: 

• EMC Corp (large-scale systems), Seagate, 
Maxtor, Western Digital 

— Storage area networks (SANs): 

• Connect multiple Storage devices on dedicated 
network 
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Infrastructure Components 


* Networking/telecommunications platforms 

— Telecommunication Services 

• Telecommunications, cable, telephone 
company charges for voice lines and Internet 
access 

• AT&T, Verizon 

— Network operating systems: 

• Windows Server, Novell, Linux, Unix 

— Network hardware providers: 

• Cisco, Alcatel-Lucent, Nortel, Juniper Networks 


26 


© Pearson Education 2012 




Management Information Systems 

CHAPTER 5: IT INFRASTRUCTURE AND EMERGING TECHNOLOGIES 


Infrastructure Components 


* Internet platforms 

— Hardware, software, management Services to 
support company Web sites, (including Web 
hosting Services) intranets, extranets 

- Internet hardware server market: Dell, 
HP/Compaq, IBM 

— Web developmenttools/suites: Microsoft 
(FrontPage, .NET) IBM (WebSphere) Sun (Java), 
independent software developers: Adobe, 
RealMedia 
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Infrastructure Components 


* Consulting and System integration Services 

— Even large firms do not have resources for a full 
range of support for new, complex infrastructure 

— Software integration: ensuring new 
infrastructure works with legacy systems 

— Legacy systems: older TPS created for 
mainframes that would be too costly to replace 
or redesign 

— Accenture, IBM Global Services, EDS, Infosys, 
Wipro 
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Contemporary Hardware Platform Trends 


* The emerging mobile digitai platform 

— Celi phones, smartphones (BlackBerry, iPhone) 

• Have assumed data transmission, Web surfing, 
e-mail and IM duties 

— Netbooks: 

• Small, low-cost lightweight notebooks 
optimized for wireless communication and core 
computing tasks 

— Tablets (iPad) 

— Networked e-readers (Kindle) 


29 


© Pearson Education 2012 




Management Information Systems 

CHAPTER 5: IT INFRASTRUCTURE AND EMERGING TECHNOLOGIES 


Contemporary Hardware Platform Trends 


* Grid computing 

- Connects geographically remote computers into a 
single network to combine processing power and 
create Virtual supercomputer 

- Provides cost savings, speed, agility 

* Virtualization 

- Allows single physical resource to act as multiple 
resources (i.e., run multiple instances of OS) 

- Reduces hardware and power expenditures 

- Facilitates hardware centralization 
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Contemporary Hardware Platform Trends 


* Cloud computing 

- On-demand (utility) computing Services obtained 
over network 

• Infrastructureas a Service 

• Platform as a Service 

• Software as a Service 

- Cloud can be public or private 

- Allows companiesto minimize IT investments 

- Drawbacks: Concernsof security, reliability 
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Contemporary Hardware Platform Trends 


* Green computing 

— Practices and technologiesfor manufacturing, using, 
disposing of computing and networking hardware 

* Autonomie computing 

— Industry-wide effortto develop systems that can configure, 
heal themselves when broken, and protect themselves 
from outside intruders 

— Similar to self-updating antivirus software; Apple and 
Microsoft both use automatic updates 

* High performance, power-saving processors 

— Multi-core processors 
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Contemporary Hardware Platform Trends 


NORDEA GOES GREEN WITH IT 

Read thè Interactive Session and discuss thefollowing questions 

* What business and social problems does data 
center power consumption cause? 

* What Solutions are available for these problems? 
Which are environment-friendly? 

* What are thè business benefits and costs of these 
Solutions? 

* Should all firms move toward green computing? 
Why or why not? 
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Contemporary Software Platform Trends 


* Linux and open-source software 

- Open-source software: Produced by community of 
programmers, free and modifiable by user 

- Linux: Open-source software OS 

• Software for thè Web 

- Java: 

• Object-Oriented programming language 

• Operating System, processor-independent 

- Ajax 

• Asynchronous JavaScript and XML 

• Allows client and server to exchange small pieces of 
data without requiring thè page to be reloaded 
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Contemporary Software Platform Trends 


• Web Services 

— Software components that exchange information using 
Web standards and languages 

— XML: Extensible Markup Language 

• More powerful and flexible than HTML 

• Tagging allows computers to process data automatically 

— SOAP: Simple Object Access Protocol 

• Rules for structuring messages enabling applications to pass data 
and instructions 

— WSDL: Web Services Description Language 

• Framework for describing Web Service and capabilities 

— UDDI: Universal Description, Discovery, and Integration 

• Directory for locating Web Services 
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Contemporary Software Platform Trends 


* SOA: Service-oriented architecture 

- Setof self-contained Services that communicatewith 
each other to create a working software application 

- Software developers reuse these Services in other 
combinations to assemble other applications as 
needed 

• Example: an "invoice Service" to serve whole firm for 
calculating and sending printed invoices 

- Dollar Rent ACar 

• Uses Web Services to link online booking System with 
Southwest Airlines' Web site 
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Contemporary Software Platform Trends 

HOW POLLAR RENTA CAR USES WEB SERVICES 
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FIGURE 5-10 Dollar Rent A Caruses Web Services to provide a standard intermediate layerof software to "talk" to other 

companies' information systems. Dollar Rent A Car can use this set of Web Services to linkto other 
companies' information systems without havingto build a separate linkto eachfirm's systems. 
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Contemporary Software Platform Trends 


* Software outsourcing and cloud Services 
- Three external sourcesfor software: 

1. Software packages and enterprise software 

2. Software outsourcing (domestic or offshore) 

- Domestic: 

» Primarily for middleware, integration Services, software 
support 

- Offshore: 

» Primarily for lower level maintenance, data entry, cali 
centers, although outsourcing for new-program 
development is increasing 
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• Three external sources for software (cont.) 

3. Cloud-based software Services 

• Software as a Service (SaaS) 

• Accessedwith Web browserover Internet 

• Ranges from free or low-cost Services for individuals to 
business and enterprise software 

• Users pay on subscription or per-transaction 

• E.g. Salesforce.com 

• Service Level Agreements(SLAs): formai agreement 
with Service providers 
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Contemporary Software Platform Trends 


CHANGING 
SOURCES OF FIRM 
SOFTWARE 

In 2010, U.S. firms will spend 
over $265 billion on software. 
About 40 percent of that ($106 
billion) will originate outside 
thè firm, eitherfrom enterprise 
software vendors selling 
firmwide applications or 

individuai application Service 
providers leasing or selling 
software modules. Another 10 
percent ($10 billion) will be 
provided by SaaS vendors as an 
online cloud-based Service. 

FIGURE 5-11 
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Contemporary Software Platform Trends 


• Software outsourcing and cloud Services (cont.) 

— Mashups 

• Combinations of two or more online applications, such 
as combining mapping software (Google Maps) with 
locai content 

— Apps 

• Small pieces of software that run on thè Internet, on 
your computer, or on your celi phone 

— iPhone, BlackBerry, Android 

• Generally delivered over thè Internet 
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Management Issues 


* Dealing with platform and infrastructure change 

— As firms shrink or grow, IT needs to be flexible and 
scalable 

— Scalability: 

• Ability to expand to serve larger numbers of users 

— For mobile computing and cloud computing 

• New policies and proceduresfor managing these new 
platforms 

• Contractual agreements with firms running clouds and 
distributing software required 
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Management Issues 


• Management and governance 

- Who Controls IT infrastructure? 

- How should IT department be organized? 

• Central ized 

- Central IT department makes decisions 

• Decentrai ized 

- Business unit IT departments makeown decisions 

- How are costs allocated between 
divisions, departments? 
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Management Issues 


* Making wise infrastructure investments 

- Amount to spend on IT is complex question 

• Rent vs. buy, outsourcing 

- Total cost of ownership (TCO) model 

• Analyzes direct and indirect costs 

• Hardware, software account for only about 20% of TCO 

• Other costs: Installation, training, support, 
maintenance, infrastructure, downtime, space and 
energy 

• TCO can be reduced through use of cloud Services, 
greater centralization and standardization of hardware 
and software resources 
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Management Issues 


* Competitive forces model for IT 
infrastructure investment 

1. Market demand for firm's Services 

2. Firm's business strategy 

3. Firm's IT strategy, infrastructure, and cost 

4. Information technology assessment 

5. Competitorfirm Services 

6. Competitor firm IT infrastructure investments 
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Management Issues 

COMPETITIVE FORCES MODEL FOR IT INFRASTRUCTURE 


Internai Factors 



External Market Factors 


There are six factors you can use to answerthe question, "How much should our firm spend on IT 
infrastructure?" 
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VIDEO CASES 

Case 1: Maruti Suzuki Business Intelligence and Enterprise Databases 
Case 2: Data Warehousing at REI: Understanding thè Customer 
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CHAPTER 6: FOUNDATIONS OF BUSINESS INTELLIGENCE: 
DATABASES AND INFORMATION MANAGEMENT 

Learning Objectives 


• Describe how thè problems of managing data resources in a 
traditional file environment are solved by a database 
management System 

• Describe thè capabilities and value of a database 
management System 

• Apply important database design principles 

• Evaluate tools and technologies for accessing information 
from databases to improve business performance and 
decision making 

• Assess thè role of information policy, data administration, 
and data quality assurance in thè management of a firm's 
data resources 







w 


Management Information Systems 

CHAPTER 6: FOUNDATIONS OF BUSINESS INTELLIGENCE: 
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RR Donnelley Tries to Master Its Data 


• Problem: Explosive growth createci information 
management challenges. 

• Solutions: Use MDM to create an enterprise-wide set of 
data, preventing unnecessary data duplication. 

• Master data management (MDM) enables companies like 
R.R. Donnelley to eliminate outdated, incomplete or 
incorrectly formatted data. 

• Demonstrates IT's role in successful data management. 

• lllustrates digitai technology's role in storing and organizing 
data. 
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Organizing Data in a Traditional File Environment 


* File organization concepts 

- Database: Group of related files 

- File: Group of records of same type 

- Record: Group of related fields 

- Field: Group of characters as word(s) or number 

• Describes an entity (person, place, thing on which we 
store information) 

• Attribute: Each characteristic, or quality, describing 
entity 

— E.g., Attributes Date or Grade belong to entity COURSE 
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Organizing Data in a Traditional File Environment 


THE DATA 
HIERARCHY 

A computer System organizes 
data in a hierarchy that starts 
with thè bit, which represents 
either a 0 or a 1. Bits can be 
grouped to form a byte to 
represent one character, 
number, orsymbol. Bytescan 
be grouped to form a field, 
and related fields can be 
grouped to form a record. 
Related records can be 
collected to form a file, and 
related files can be organized 
into a database. 

FIGURE 6-1 
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Organizing Data in a Traditional File Environment 


• Problems with thè traditional file environment (files 
maintained separately by different departments) 

- Data redundancy: 

• Presence of duplicate data in multiple files 

- Data inconsistency: 

• Same attribute has different values 

- Program-data dependence: 

• When changes in program requires changesto data 
accessed by program 

- Lackof flexibility 

- Poorsecurity 

- Lack of data sharing and availability 




FIGURE 6-2 


Management Information Systems 

CHAPTER6: FOUNDATIONS OF BUSINESS INTELLIGENCE: 
DATABASES AND INFORMATION MANAGEMENT 

Organizing Data in a Traditional File Environment 


TRADITIONAL FILE PROCESSING 
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The use of a traditional approach to file processing encourages each functional area in a corporation to 
develop specialized applications. Each application requires a unique data file that is likely to be a subset of 
thè master file. These subsets of thè master file lead to data redundancy and inconsistency, processing 
inflexibility, and wasted Storage resources. 
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The Database Approach to Data Management 


• Database 

— Serves many applications by centralizing data and 
controlling redundant data 

* Database management System (DBMS) 

— Interfaces between applications and physical data files 
— Separates logicai and physical views of data 
— Solves problems of traditional file environment 

• Controls redundancy 

• Eliminates inconsistency 

• Uncouples programs and data 

• Enables organization to centrally manage data and data security 
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HUMAN RESOURCES DATABASE WITH MULTIPLE VIEWS 



EmployeeJD 

Name 

SSN 

Position 

Date_Hired 

Gross_Pay 

Net_Pay 

Lifejnsurance 

Pension Benefit 



Human Resources 
Database 



Name 

SSN 

Health Care 


Benefits 

View 


Database 

Management 

System 



Name 

SSN 

Gross_Pay 
Net_ Pay 


Payroll 

View 


FIGURE 6-3 A single human resources database provides many different views of data, depending on thè information 

requirements of thè user. Illustrated here are two possible views, one of interest to a benefits specialistand 
one of interest to a member of thè company's payroll department. 
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* Relational DBMS 

- Represent data as two-dimensional tables called relations or 
files 

- Each table contains data on entity and attributes 

* Table: grid of columns and rows 

- Rows (tuples): Records for different entities 

- Fields (columns): Represents attribute for entity 

- Key field: Field used to uniquely identify each record 

- Primary key: Field in table used for key fields 

- Foreign key: Primary key used in second table as look-up field to 
identify records from originai table 




Management Information Systems 

CHAPTER 6: FOUNDATIONS OF BUSINESS INTELLIGENCE: 
DATABASES AND INFORMATION MANAGEMENT 

The Database Approach to Data Management 


RELATIONAL DATABASE TABLES 


SUPPLIER 


Cofumns (Attributes, Fiefds) 



Supplier_Number 

Supplter_Name 

Supplier_Street 

Supp!ier_City 

Supplier_State 

Supplier_Zip 

8259 

CBM Ine. 

74 5 th Avenue 

Dayton 

OH 

45220 

8261 

B. R. Moids 

1277 Gandoiiy Street 

Cleveland 

OH 

49345 

8263 

Jackson Composites 

8233 Micklin Street 

Lexington 

KY 

56723 

8444 

Bryant Corporation 

4315 Mill Drive 

Rochester 

NY 

11344 



Key Field 
(Primarv Kevì 


Rows 

(Records, 

Tuples) 


FIGURE 6-4 A relational database organizes data in thè form of two-dimensional tables. Iliustrated here are tables for 

thè entities SUPPLIER and PART showing how they represent each entity and its attributes. Supplier Number 
is a primary key for thè SUPPLIER table and a foreign key for thè PART table. 
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The Database Approach to Data Management 

RELATIONAL DATABASE TABLES (cont.) 


FIGURE 6-4 
(cont.) 



A relational database organizes data in thè form of two-dimensional tables. Iliustrated here are tables for 
thè entities SUPPLIER and PART showing how they represent each entity and its attributes. Supplier Number 
is a primary key for thè SUPPLIER table and a foreign key for thè PART table. 
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The Database Approach to Data Management 


* Operations of a Relational DBMS 

— Three basic operations used to develop useful 
sets of data 

• SELECT: Creates subset of data of all records that 
meet stated criteria 

• JOIN: Combines relational tablesto provide user 
with more information than available in individuai 
tables 

• PROJECT: Creates subset of columns in table, 
creating tables with only thè information specified 
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THE THREE BASIC OPERATIONS OF A RELATIONAL DBMS 


PART 


SUPPLIER 



Supplier_Number 

Supplier_Name 

Supplier_Street 
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8259 
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8233 Micklin Street 
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KY 

56723 
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4315 Mill Drive 

Rochester 

NY 

11344 



Join by Supplier_Number 





Part_Number 

Part_Name 

Unit_Price 

Supplier_Number 

137 

Door latch 

22.00 

8259 

145 

Side mirror 

12.00 

8444 

150 

Door molding 

6.00 

8263 

152 

Door lock 

31.00 

8259 

155 
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54.00 

8261 

178 

Door handle 

10.00 

8259 




Select Part Number = 137 or 150 
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Supplier_Name 

137 

Door latch 

8259 

CBM Ine. 

150 

Door molding 

8263 

Jackson Components 


Project selected columns 


FIGURE 6-5 The select, join, and project operations enable data from two differenttables to be combined and only 

selected attributes to be displayed. 
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The Database Approach to Data Management 


• Object-Oriented DBMS (OODBMS) 

- Stores data and proceduresas objects 

- Objects can be graphics, multimedia, Java applets 

- Relatively slowcompared with relational DBMSfor 
processing large numbers of transactions 

- Hybrid object-relational DBMS: Provide capabilities 
of both OODBMS and relational DBMS 

* Databases in thè doud 

- Typically lessfunctionalitythan on-premises DBs 

- Amazon Web Services, Microsoft SQL Azure 
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The Database Approach to Data Management 


* Capabilities of Database Management Systems 

— Data definition capability: Specifies structure of database 
content, used to create tables and define characteristics 
of fields 

— Data dictionary: Automated or manual file storing 
definitions of data elements and their characteristics 

— Data manipulation language: Used to add, change, 
delete, retrieve data from database 

• Structured Query Language (SQL) 

• Microsoft Access user tools for generation SQL 

— Many DBMS have report generation capabilities for 
creating polished reports (Crystal Reports) 
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MICROSOFT ACCESS 
DATA DICTIONARY 
FEATURES 


Microsoft Access has a 
rudimentary data dictionary 
capability that displays 
information about thè size, 
format, and other 
characteristics of each field in a 
database. Displayed here is thè 
information maintained in thè 
SUPPLIER table. The small key 
icon tothe leftof 
Supplier_Number indicates 
that it is a key field. 

FIGURE 6-6 
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A field name can be up to 64 characters long, 
induding spaces. Press FI for help on field 
names. 
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The Database Approach to Data Management 


EXAMPLE OF AN SQL QUERY 


SELECT PART.Part_Number, PART.Part_Name, SUPPLIER.Supplier_Number, 

SUPPLIER.Supplier_Name 

FROM PART, SUPPLIER 

WHERE PART.Supplier_Number = SUPPLIER.Supplier_Number AND 
PartNumber =137 OR Part_Number = 150; 


FIGURE 6-7 Illustrateci here are thè SQL statements for a query to select suppliers for parts 137 or 150. They produce a 

list with thè same results as Figure 6-5. 
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AN ACCESS QUERY 


Illustrateci here is how thè 
query in Figure 6-7would be 
constructed using Microsoft 
Access query building 

tools. It shows thè tables, 
fields, and selection criteria 
used forthe query. 

FIGURE 6-8 
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The Database Approach to Data Management 


* Designing Databases 

- Conceptual (logicai) design: Abstract model from business 
perspective 

- Physical design: How database isarranged on direct-access Storage 
devices 

* Design process identifies 

- Relationships among data elements, redundant database elements 

- Most efficient way to group data elements to meet business 
requirements, needs of application programs 

* Normalization 

- Streamlining complex groupings of data to minimize redundant 
data elements and awkward many-to-many relationships 
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AN UNNORMALIZED RELATION FOR ORDER 


ORDER (Belore Normalization) 


! Order. I Order. Pari I Part I Unit_ I | Part„ Supplir Supplier I Supplier Supplier Supplier I Supplier 
Number Date Nuimber Marne Prie© Quantity Number Nanne Street City State Zip 


FIGURE 6-9 An unnormalized relation contains repeating groups. For example, there can be many parts and suppliers 

foreach order. There is only a one-to-one correspondence between Order_Number and Order_Date. 
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NORMALIZED TABLES CREATED FROM ORDER 



SUPPLIER 



Supplier_ 

Number 

Supplier_ 

Name 


Supplier_ 

Street 

Supplier_ 

City 

Supplier_ 

State 

Supplier 

Zip 

1 1 







! Key ! 

i___i 


ORDER 




Order_ 

Number 

Order_ 

Date 


! Key ! 

■___i 


FIGURE 6-10 An unnormalized relation contains repeating groups. For example, there can be many parts and suppliers 

foreach order. There is only a one-to-one correspondence between Order_Number and Order_Date. 
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The Database Approach to Data Management 


* Entity-relationship diagram 

- Used by database designersto documentthe data 
model 

- Illustrates relationships between entities 

* Distributing databases: Storing database in more 
than one place 

- Partitioned: Separate locations store different parts 
of database 

- Replicated: Central database duplicated in entirety at 
different locations 
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AN ENTITY-RELATIONSHIP DIAGRAM 



FIGURE 6-11 This diagram shows thè relationships between thè entities SUPPLIER, PART, LINEJTEM, and ORDER that 

might be used to model thè database in Figure 6-10. 
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Using Databases to Improve Business Performance and Decision Making 


* Very large databases and systems require special 
capabilities, tools 

- To analyze large quantities of data 

- To access data from multiple systems 

• Three key techniques 

1. Data warehousing 

2. Data mining 

3. Tools for accessing internai databases through thè 
Web 
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• Data warehouse: 

— Stores current and historical data from many core 
operational transaction systems 

— Consolidates and standardizes information for use across 
enterprise, but data cannot be altered 

— Data warehouse System will provide query, analysis, and 
reportingtools 

* Data marts: 

— Subset of data warehouse 

— Summarized or highly focused portion of firm's data for 
use by specific population of users 

— Typically focuses on single subject or line of business 
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COMPONENTS OF A DATA WAREHOUSE 
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The data warehouse extracts current and historical data from multiple operational systems inside thè 
organization. These data are combined with data from external sources and reorganized into a centrai 
database designed for management reporting and analysis. The information directory provides users with 
information about thè data available in thè warehouse. 
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Using Databases to Improve Business Performance and Decision 

Making 

* Business Intelligence: 

- Tools for consolidating, analyzing, and providing 
access to vast amounts of data to help users make 
better business decisions 

- E.g., Harrah s Entertainment analyzescustomersto 
develop gambling profiles and identify most 
profitable customers 

- Principle tools include: 

• Software for database query and reporting 

• Online analytical processing (OLAP) 

• Data mining 
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Using Databases to Improve Business Performance and Decision 

Making 

• Online analytical processing (OLAP) 

- Supports multidimensional data analysis 

• Viewing data using multiple dimensions 

• Each aspect of information (product, pricing, cost, 
region, time period) is different dimension 

• E.g., how many washers sold in thè East in June 
compared with other regions? 

- OLAP enables rapid, online answers to ad hoc 
queries 
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MULTIDIMENSIONAL 
DATA MODEL 


The view that is showing is 
product versus region. If you 
rotate thè cube 90 degrees, thè 
face that will show is product 
versus actual and projected 
sales. If you rotate thè cube 90 
degrees again, you will see 
region versus actual and 
projected sales. Otherviews 
are possible. 

FIGURE 6-13 
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Using Databases to Improve Business Performance and Decision 

Making 

* Data mining: 

— More discovery driven than OLAP 

— Finds hidden patterns, relationships in large databases 
and infers rules to predict future behavior 

— E.g., Finding patterns in customer data for one-to-one 
marketing campaigns or to identify profitable customers. 

— Types of information obtainable from data mining 

• Associations 

• Sequences 

• Classification 

• Clustering 

• Forecasting 
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Using Databases to Improve Business Performance and Decision Making 


* Predictiveanalysis 

— Uses data mining techniques, historical data, and 
assumptions about future conditions to predict 
outcomes of events 

— E.g., Probability a customer will respond to an 
offer 

• Text mining 

— Extracts key elements from large unstructured 
data sets (e.g., stored e-mails) 
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Using Databases to Improve Business Performance and Decision Making 


WHAT CAN BUSINESSES LEARN FROM TEXT MINING? 

Read thè Interactive Session and discuss thefollowing questions 

• What challenges does thè increase in unstructured data 
present for businesses? 

• How does text-mining improve decision-making? 

• What kinds of companies are most likely to benefit from text 
mining software? Explain your answer. 

• In what ways could text mining potentially lead to thè 
erosion of personal information privacy? Explain. 
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Using Databases to Improve Business Performance and Decision Making 

* Web mining 

- Discoveryand analysis of useful patternsand 
information from WWW 

• E.g., to understand customer behavior, evaluate effectiveness of 
Web site, etc. 

- Web content mining 

• Knowledge extracted from content of Web pages 

- Web structure mining 

• E.g., links to and from Web page 

- Web usage mining 

• User interaction data recorded by Web server 
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• Databases and thè Web 

- Many companies use Web to make some internai 
databases available to customers or partners 

- Typical configuration includes: 

• Web server 

• Application server/middleware/CGI Scripts 

• Database server (hosting DBM) 

- Advantages of using Web for database access: 

• Ease of use of browser software 

• Web interface requires few or no changes to database 

• Inexpensive to add Web interface to System 
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LINKING INTERNAL DATABASES TO THE WEB 



Client with Web Application Database 

Web browser server server server 


Database 


FIGURE 6-14 


Users access an organization's internai database through thè Web using their desktop PCs and Web browser 
software. 
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Managing Data Resources 


* Establishing an information policy 

- Firm's rules, procedures, roles for sharing, managing, 
standardizingdata 

- Data administration: 

• Firm function responsible for specific policies and procedures to 
manage data 

- Data governance: 

• Policies and processesfor managing availability, usability, integrity, 
and security of enterprise data, especially as it relates to 
government regulations 

- Database administration: 

• Defining, organizing, implementing, maintaining database; 
performed by database design and management group 
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* Ensuringdata quality 

— More than 25% of criticai data in Fortune 1000 
company databases are inaccurate or incomplete 

— Most data quality problems stem from faulty 
input 

— Before new database in place, need to: 

• Identify and correct faulty data 

• Establish better routines for editing data once 
database in operation 
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* Data quality audit: 

- Structured survey of thè accuracy and level of 
completenessof thè data in an information System 

• Survey samples from data files, or 

• Survey end users for perceptions of quality 

* Data cleansing 

- Software to detectand correct data that are 
incorrect, incomplete, improperly formatted, or 
redundant 

- Enforces consistency among different sets of data 
from separate information systems 
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CREDIT BUREAU ERRORS—BIG PEOPLE PROBLEMS 

Read thè Interactive Session and discuss thefollowing questions 

• Assess thè business impact of credit bureaus' data quality 
problems for thè credit bureaus, for lenders, for individuals. 

* Are any ethical issues raised by credit bureaus' data quality 
problems? Explain your answer. 

* Analyze thè people, organization, and technology factors 
responsible for credit bureaus' data quality problems. 

• What can be done to solve these problems? 
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Chapter 7 

TELECOMMUNICATIONS, THE 
INTERNET, 

AND WIRELESS TECHNOLOGY 

VIDEO CASES 

Case 1: Trave!ing thè Internet and Wireless Technology 

Case 2: Unified Communications Systems With Virtual Collaboration: IBM and Forterra 
Instructional Video 1: AT&T Launches Managed Cisco Telepresence Solution 
Instructional Video 2: CNN Telepresence 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

Learning Objectives 


• What are thè principal components of telecommunications 
networks and key networking technologies? 

• What are thè main telecommunications transmission media 
and types of networks? 

• How does thè Internet and Internet technology work and 
how do they support communication and e-business? 

• What are thè principal technologies and standards for 
wireless networking, communication, and Internet access? 

• Why are radio frequency identification (RFID) and wireless 
sensor networks valuable for business? 
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Hyundai Heavy Industries Creates A Wireless Shipyard 


* Problem: Shipbuilding space is too large (4.2 sq mi) 
and complex to track inventory in real-time, limiting 
efficiency 

* Solution: High-speed wireless network built by KT 
Corp, using radio sensors, notebooks mobiles Web 
cams 

* Illustratesi 

- Powerful capabilitiesand Solutions offered by 
contemporary networking technology 

- Use of radio sensortechnologiesto track inventory 
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Telecommunications and Networking in Today's Business World 


• Networking and communication Trends 

- Convergence: 

• Telephone networks and computer networks converging into 
single digitai network using Internet standards 

• E.g. cable companies providing voice Service 

- Broadband: 

• More than 60% U.S. Internet users have broadband access 

- Broadband wireless: 


Voice and data communication as well as Internet access are 
increasingly taking place over broadband wireless platforms 
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Telecommunications and Networking in Today’s Business World 


* What is a computer network? 

- Two or more connectedcomputers 

- Major components in simple network 

• Client computer 

• Server computer 

• Network interfaces (NICs) 

• Connection medium 

• Network operating System 

• Huborswitch 

- Routers 

• Device used to route packets of data through different networks, 
ensuring that data sent gets to thè correct address 
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Telecommunications and Networking in Today's Business World 


COMPONENTS OF A SIMPLE COMPUTER NETWORK 


Server 



PC 


FIGURE 7-1 Illustrateci here is a very simple computer network, consisting of computers, a network operating System 

residing on a dedicated server computer, cable (wiring) connecting thè devices, network interface cards 
(NICs), switches, and a router. 
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Telecommunications and Networking in Today’s Business World 


* Components of networks in large companies 

— Hundreds of locai area networks (LANs) linked to 
firmwide corporate network 

— Various powerful servers 

• Web site 

• Corporate intranet, extranet 

• Backend systems 

— Mobile wireless LANs (Wi-Fi networks) 

— Videoconferencing System 
— Telephone network 
— Wireless celi phones 
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Telecommunications and Networking in Today's Business World 


CORPORATE 

NETWORK 

INFRASTRUCTURE 

Today's corporate network 
infrastructure is a collection of 
many different networks from 
thè public switched telephone 
network, tothe Internet, to 
corporate locai area networks 
linking workgroups, 
departments, or office fioors. 


FIGURE 7-2 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 


Telecommunications and Networking in Today’s Business World 


* Key networking technologies 
- Client/server computing 

• Distributed computing model 

• Clients linked through network controlled by network 
server computer 

• Server sets rules of communication for network and 
provides every Client with an address so others can find 
it on thè network 

• Has largely replaced centralized mainframe computing 

• The Internet: Largest implementation of client/server 
computing 
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AND WIRELESS TECHNOLOGY 


Telecommunications and Networking in Today’s Business World 


* Key networking technologies (cont.) 

- Packetswitching 

• Method of slicing digitai messages into parcels 
(packets), sending packets along different 
communication paths as they become available, and 
then reassembling packets at destination 

• Previous circuit-switched networks required assembly 
of complete point-to-point Circuit 

• Packet switching more efficient use of network's 
Communications capacity 
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Telecommunications and Networking in Today's Business World 


PACKED-SWITCHED NETWORKS AND PACKET COMMUNICATIONS 


Packet Number 
Message Number 
Destination 



Reassembled 

Message 


FIGURE 7-3 Data are grouped into small packets, which are transmitted independently over various Communications 

channels and reassembled attheir final destination. 
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Telecommunications and Networking in Today’s Business World 


* Key networking technologies (cont.) 

- TCP/IP and connectivity 

• Connectivity between computers enabled by protocols 

• Protocols: Rules that govern transmission of information between 
two points 

• Transmission Control Protocol/lnternet Protocol (TCP/IP) 

— Common worldwide standard that is basis for Internet 

• Department of Defense reference model for TCP/IP 

— Four layers 

1. Application layer 

2. Transport layer 

3. Internet layer 

4. Network interface layer 
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Telecommunications and Networking in Today's Business World 


THE TRANSMISSION 
CONTROL PROTOCOL/ 
INTERNET PROTOCOL 
(TCP/IP) REFERENCE 
MODEL 

This figure illustrates thè four 
layers ofthe TCP/IP refe re nce 
model for Communications 

FIGURE 7-4 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 


Telecommunications and Networking in Today’s Business World 


* Signals: digitai vs. analog 

- Modem: Translates digitai signals into analog form 

• Types of networks 

- Local-area networks (LANs) 

• Campus-area networks (CANs) 

• Peer-to-peer 

• Topologies: star, bus, ring 

- Metropolitan and wide-area networks 

• Wide-area networks (WANs) 

• Metropolitan-area networks (MANs) 
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Telecommunications and Networking in Today's Business World 


FUNCTIONS OF THE MODEM 



FIGURE 7-5 A modem is a device that translates digitai signals into analog form (and vice versa) so that computers can 

transmit data over analog networks such as telephone and cable networks. 
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Telecommunications and Networking in Today's Business World 


NETWORK 

TOPOLOGIES 

The three basic network 
topologies are thè star, bus, 
and ring. 


FIGURE 7-6 
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AND WIRELESS TECHNOLOGY 


Telecommunications and Networking in Today’s Business World 


• Physical transmission media 

— Twisted wire (modems) 

- Coaxial cable 

- Fiber optics and optical networks 

• Dense wavelength division multiplexing (DWDM) 

- Wireless transmission media and devices 

• Microwave 

• Satellites 

• Cellular telephones 

- Transmission speed (hertz, bandwidth) 




Management Information Systems 

CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 


Telecommunications and Networking in Today's Business World 


BP'S SATELLITE TRANSMISSION SYSTEM 



FIGURE 7-7 


Communication satellites help BP transferseismic data between oil exploration ships and research centers 
in thè United States. 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

The Global Internet 


* What is thè Internet? 

* Internet Addressing and Architecture 

— The Domain Name System 

• Hierarchical structure 

• Top-level domains 

— Internet Architecture and Governance 

• No formai management: IAB, ICANN, W3C 

— The Future Internet: IPv6 and Internet2 
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The Global Internet 


THE DOMAIN NAME 
SYSTEM 

Domain Name System is a 
hierarchical System with a root 
domain, top-level domains, 
second-level domains, and host 
computers atthe third level. 

FIGURE 7-8 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

The Global Internet 


INTERNET 

NETWORK 

ARCHITECTURE 


The Internet backbone 
connects to regional networks, 
which in turn provide access to 
Internet Service providers, 
large firms, and government 
institutions. Network access 
points (NAPs) and 
metropolitan area exchanges 
(MAEs) are hubs where thè 
backbone intersects regional 
and locai networks and where 
backbone owners connect with 
one another. 

FIGURE 7-9 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

The Global Internet 


THE BATTLE OVER NET NEUTRALITY 

Read thè Interactive Session and discuss thefollowing questions 

• What is network neutrality? Why has thè Internet operateci 
under net neutrality up to this point in time? 

• Who's in favor of net neutrality? Who's opposed? Why? 

• What would be thè impact on individuai users, businesses, 
and government if Internet providers switched to a tiered 
Service model? 

• Are you in favor of legislation enforcing network neutrality? 
Why or why not? 
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The Global Internet 


• Internet Services 

- E-mail 

- Chattingand instant messaging 

- Newsgroups 

- Tel net 

- File Transfer Protocol (FTP) 

- World Wide Web 

- VolP 

- Virtual private network (VPN) 
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The Global Internet 

CLIENT/SERVER COMPUTING ON THE INTERNET 


Client Internet Server 



* Web browser * Web (HTTP) server 

* Other Client 

software • Simple Mail Transfer 

Protocol (SMTP) 

* Domain Marne Serving 
(DMS) utility 


Application 

server 




Web 

pages 



• File Transfer Protocol 
(FTP) 


* 


Network News Transfer 
Protocol (NNTP) 



Mail 

files 



Database 

server 



Back-end 

systems 


Data¬ 
base s 




Sales 


Production 


Accouniing 


HR 


FIGURE 7-10 Client computers running Web browser and other software can access an array of Services on servers over 

thè Internet. These Services may all run on a single server or on multiple specialized servers. 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

The Global Internet 

HOW VOICE OVER IP WORKS 


How are you? 

(0IUÉÌ) 


User 



AHB|£| 


4 C 

rv 



aaa 




Gateway 

Fine, thankyou! 


( X Y Z ) 


Internet 



How are you? 


( Al Bjl C ) 


User 


SEÌa) 

X Y Z 





Gateway 


Fine, thankyou! 

(IEExIH) 



FIGURE 7-11 An VoiP phone cali digitizes and breaks up a voice message into data packets that may travel along different 

routes before being reassembled at thè final destination. A processor nearest thè call's destination, called a 
gateway, arranges thè packets in thè proper order and directs them to thè telephone number of thè 
receiver or thè IP address of thè receiving computer. 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

The Global Internet 


A VIRTUAL PRIVATE 
NETWORK USING 
THE INTERNET 

This VPN is a private network 
of computers linked usinga 
secure "tunnel" connection 
over thè Internet. It protects 
data transmitted over thè 
public Internet by encoding thè 
data and "wrapping" them 
within thè Internet Protocol 
(IP). By adding a wrapper 
around a network messageto 
hide its content, organizations 
can create a private connection 
that travels through thè public 
Internet. 

FIGURE 7-12 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

The Global Internet 


MONITORING EMPLOYEES ON NETWORKS: UNETHICAL OR GOOD BUSINESS? 

Read thè Interactive Session and discuss thefollowing questions 

* Should managers monitor employee e-mail and 
Internet usage? Why or why not? 

* Describe an effective e-mail and Web use policy for 
a company. 

* Should managers inform employees that their Web 
behavior is being monitored? Or should managers 
monitor secretly? Why or why not? 
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The Global Internet 


• The World Wide Web 

- HTML (Hypertext Markup Language): 

• Formats documentsfor display on Web 

- Hypertext Transfer Protocol (HTTP): 

• Communications standard used for transferring Web 
pages 

- Uniform resource locators(URLs): 

• Addressesof Web pages 

- E.g. http://www.megacorp.com/content/features/082602.html 

- Web servers 

• Software for locating and managing Web pages 
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AND WIRELESS TECHNOLOGY 

The Global Internet 


• The World Wide Web (cont.) 

- Search engines 

• Started in early 1990s as relatively simple software 
programs using keyword indexes 

• Today, major source of Internet advertising revenuevia 
search engine marketing, using complexalgorithms and 
page ranking techniquesto locate results 

- Shopping bots 

• Use intelligent agent software for searching Internet for 
shopping information 
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The Global Internet 


HOW GOOGLE 
WORKS 

The Google search engine is 
continuously crawling thè Web, 
indexing thè content of each 
page, calculating its popularity, 
and storingthe pages sothat it 
can respond quickly to user 
requests to see a page. The 
entire process takes about one- 
half second. 

FIGURE 7-13 



6. Results delivered to user, 
10 to a page 



request. Google uses an estimated 
450,000 PCs linked together and 
connected to thè Internet to handle 
incoming requests and produce thè 
results 


5. Small text summaries are prepared 
for each Web page 





4. Using thè PageRank software, thè System 
measures thè "importance" or popularity 
of each page by solving an equation with 
more than 500 million variables and two 
billion terms. These are likely thè "best M 
pages for thè query 



3. 


Request is sent to Google's index 
servers that describe which pages 
contain thè keywords matching 
thè query and where those pages 
are stored on thè document servers 


30 


© Pearson Education 2012 


















Management Information Systems 

CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

The Global Internet 


TOP U.S. WEB SEARCH ENGINES 




FIGURE 7-14 Google is thè most popular search engine on thè Web, handling 72 percent of all Web searches. 
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AND WIRELESS TECHNOLOGY 

The Global Internet 


• Web 2.0 

- Four defining features 

1. Interactivity 

2. Real-time user control 

3. Social participation 

4. User-generated content 

- Technologies and Services behind these features 

• Cloud computing 

• Blogs/RSS 

• Mashups & widgets 

• Wikis 

• Social networks 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

The Global Internet 


• Web 3.0 - thè Semantic Web 

— Effort of W3C to add meaning to existing Web 
— Make searching more relevant to user 

* Other visions 

— More "intelligent" computing 
- 3D Web 
— Pervasive Web 

— Increase in cloud computing, SaaS 

— Ubiquitous connectivity between mobile and other access 
devices 

— Make Web a more seamless experience 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

The Wireless Revolution 


• Cellular systems 

- Competingstandardsfor cellular Service 

• CDMA: United States 

• GSM: Rest of world, plus AT&T and T-Mobile 

- Third-generation (3G) networks 

• Suitable for broadband Internet access 

• 144 Kbps-2Mbps 

- 4G networks 

• Entirely packet-switched 

• 100 Mbps - lGbps 
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The Wireless Revolution 


• Wireless computer networks and Internet access 

- Bluetooth (802.15) 

• Links up to 8 devices in 10-m area 

• Useful for personal networking (PANs) and in business to 
transmit data from handheld devices to other 
transmitters 

- Wi-Fi (802.11) 

• Setof standards: 802.11a, 802.llb, 802.llg, 802.Un 

• Used for wireless LAN and wireless Internet access 

• Use access points: Device with radio receiver/transmitter 
for connecting wireless devices to a wired LAN 
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The Wireless Revolution 


A BLUETOOTH 
NETWORK (PAN) 

Bluetooth enables a variety of 
devices, including celi phones, 
PDAs, wireless keyboards and 
mice, PCs, and printers, to 
intera et wirelessly with each 
other within a s ma II 30-foot 
(10-meter) area. In addition to 
thè links shown, Bluetooth can 
be used to network similar 
devices to send data from one 
PCto another, for example. 

FIGURE 7-15 
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CHAPTER7: TELECOMMUNICATIONS,THE INTERNET, 

AND WIRELESS TECHNOLOGY 

The Wireless Revolution 

AN 802.11 
WIRELESS LAN 

Mobile laptop computers 
equipped with network 
interface cards link to thè 
wired LAN by communicating 
with thè access point. The 
access point uses radio waves 
totransmit network signals 
from thè wired network to thè 
client adapters, which convert 
them into data that thè mobile 
device can understand. The 
client adapter then transmits 
thè data from thè mobile 
device backto thè access 
point, which forwards thè data 
to thè wired network. 

FIGURE 7-16 
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The Wireless Revolution 


• Wireless computer networks and Internet access 

- Wi-Fi (cont.) 

• Hotspots: Access points in public place to provide 
maximum wireless coverage for a specific area 

• Weak security features 

- WiMax (802.16) 

• Wireless access range of 31 miles 

• Require WiMax antennas 

• Sprint Nextel building WiMax network as foundation for 
4G networks 
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* Radio frequency Identification (RFID) 

- Use tiny tags with embedded microchips containing 
data about an item and location, and antenna 

- Tags transmit radio signals over short distances to 
special RFID readers, which send data over network 
to computer for processing 

- Active RFID: Tags have batteries, data can be 
rewritten, range is hundreds of feet, more expensive 

- Passive RFID: Range is shorter, also smaller, less 
expensive, powered by radio frequency energy 
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The Wireless Revolution 


* Radio frequency Identification (RFID) (cont.) 
—Common uses: 

• Automated toll-collection 

• Tracking goods in a supply chain 

- Requires companies to have special 
hardware and software 

— Reduction in cost of tags making RFID 
viable for many firms 
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HOW RFID WORKS 


Radio waves 
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A microchip holds data 
including an identification 
number. The rest of thè tag 
is an antenna that transmits 
data to a reader. 


Mas an antenna that constantly 
transmits. When it senses a tag, 
it wakes it up, interrogates it, 
and decodes thè data. Then it 
transmits thè data to a host System 
over wired or wireiess connections. 


Host computer 



Processes thè data from thè tag 
that have been transmitted by thè 
reader. 


FIGURE 7-17 RFID uses low-powered radio transmitters to read data stored in a tag at distances ranging from 1 inch to 

100 feet. The reader captures thè data from thè tag and sends them over a network to a host computer for 
processing. 
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The Wireless Revolution 


• Wireless sensor networks (WSNs) 

- Networks of hundreds or thousands of 
interconnected wireless devices embedded into 
physical environmentto provide measurements of 
many points over large spaces 

• Devices have built-in processing, Storage, and radio 
frequency sensors and antennas 

• Require low-power, long-lasting batteriesand ability to 
endure in thè field without maintenance 

- Usedto monitor building security, detect hazardous 
substancesin air, monitor environmentalchanges, 

t raffi c, or military activity 
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A WIRELESS SENSOR 
NETWORK 

The small circles represent 
lower-level nodes and thè 
larger circles represent high- 
end nodes. Lower level nodes 
forward data to each other or 
to higher-level nodes, which 
transmit data more rapidlyand 
speed up network 
performance. 


FIGURE 7-18 
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Chapter 8 

SECURING INFORMATION SYSTEMS 


VIDEO CASES 

Case 1: IBM Zone Trusted Information Channel (ZTIC) 
Case 2: Open ID and Web Security 
Instructional Video 1: The Quest for Identity 2.0 
Instructional Video 2: Identity 2.0 
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CHAPTER 8: SECURING INFORMATION SYSTEMS 


Learning Objectives 


* Why are information systems vulnerable to 
destruction, error, and abuse? 

• What is thè business value of security and control? 

* What are thè components of an organizational 
framework for security and control? 

• What are thè most important tools and 
technologies for safeguarding information 
resources? 
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CHAPTER 8: SECURING INFORMATION SYSTEMS 


You’re on Facebook? Watch Out! 


• Facebook - world's largest social network 

• Problem - Identity theft and malicious software 
- Examples: 

• 2009 18-month hacker scam for passwords, resulted in 
Trojan horse download that stole financial data 

• Dee 2008 Koobface worm 

• May 2010 Spam campaigned aimed at stealing logins 

• Illustratesi Types of security attacksfacing consumers 

• Demonstrates: Ubiquity of hacking, malicious software 
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CHAPTER 8: SECURING INFORMATION SYSTEMS 


System Vulnerability and Abuse 


• Security: 

- Policies, proceduresand technical measures used to 
prevent unauthorized access, alteration, theft, or 
physical damage to information systems 

• Controls: 

- Methods, policies, and organizational procedures 
that ensure safety of organization's assets; accuracy 
and reliability of its accountingrecords; and 
operational adherenceto management standards 
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CHAPTER 8: SECURING INFORMATION SYSTEMS 


System Vulnerability and Abuse 


• Why systems are vulnerable 

- Accessibilityof networks 

- Hardware problems (breakdowns, configuration 
errors, damage from improper use or crime) 

- Software problems (programming errors, installation 
errors, unauthorized changes) 

- Disasters 

- Use of networks/computers outside of firm's control 

- Loss and theft of portable devices 
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System Vulnerability and Abuse 

CONTEMPORARYSECURITY CHALLENGES AND VULNERABIUTIES 


Client Communications Corporate 

(User) Lines Servers 




• Unauthorized • Tapping 

access • Sniffing 

• Errors • Message 

alteration 

• Theft and 
fraud 

* Radiation 


* Hacking 

* Viruses and 
worms 

* Theft and fraud 

* Vandalism 

* Denial-of-service 
attacks 




Corporate 

Systems 



bases 


Hardware 

Operating Systems 
Software 


* Theft of data 

* Copying data 

* Alteration of data 

* Hardware failure 

* Software failure 


FIGURE 8-1 The architecture of a Web-based application typically includes a Web client, a server, and corporate 

information systems linked to databases. Each of these components presents security challenges and 
vulnerabilities. Floods, fires, power failures, and other electrical problems can cause disruptions at any point 
in thè network. 
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CHAPTER 8: SECURING INFORMATION SYSTEMS 


System Vulnerability and Abuse 


* Internet vulnerabilities 

- Network open to anyone 

- Size of Internet means abuses can bave wide impact 

- Use of fixed Internet addresseswith cable or DSL 
modems creates fixed targets hackers 

- UnencryptedVOIP 

- E-mail, P2P, IM 

• Interception 

• Attachmentswith malicious software 

• Transmittingtrade secrets 
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System Vulnerability and Abuse 


* Wireless security challenges 

- Radio frequency bands easy to scan 

- SSIDs (service set identifiers) 

• Identify access points 

• Broadcast multiple times 

• Wardriving 

- Eavesdroppersdrive by buildingsand try to detect SSID and gain 
access to network and resources 

- WEP (Wired Equivalent Privacy) 

• Security standard for 802.11; use is optional 

• Uses shared password for both users and access point 

• Users often fail to implement WEP or stronger systems 
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CHAPTER 8: SECURING INFORMATION SYSTEMS 


System Vulnerability and Abuse 


WI-FI SECURITY 
CHALLENGES 

Many Wi-Fi networks canòe 
penetrateci easily by intruders 
using sniffer programs to 
obtain an address to access thè 
resources of a network without 
authorization. 


FIGURE 8-2 
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CHAPTER 8: SECURING INFORMATION SYSTEMS 


System Vulnerability and Abuse 


* Malware (malicious software) 

- Viruses 

• Rogue software program that attaches itself to other 
software programs or data files in order to be executed 

- Worms 

• Independent computer programs that copy themselves 
from one computerto other computers over a network. 

- Trojan horses 

• Software program thatappears to be benign butthen 
does something other than expected. 
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CHAPTER 8: SECURING INFORMATION SYSTEMS 


System Vulnerability and Abuse 


• Malware (cont.) 

- SQL injection attacks 

• Hackers submit data to Web forms that exploits site's 
unprotected software and sends rogue SQL query to 
database 

— Spyware 

• Small programs instali themselvessurreptitiouslyon 
computersto monitor user Web surfing activity and 
serve up advertising 

- Key loggers 

• Record every keystrokeon computerto steal serial 
numbers, passwords, launch Internet attacks 
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System Vulnerability and Abuse 


* Hackers and computer crime 

- Hackers vs. crackers 

- Activities include 

• System intrusion 

• System damage 

• Cybervandalism 

— Intentional disruption, defacement, 
destruction of Web site or corporate 
information System 
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System Vulnerability and Abuse 


* Spoofing 

- Misrepresentingoneself by usingfake e-mail 
addresses or masquerading as someone else 

- Redirecting Web link to address different from 
intended one, with site masquerading as intended 
destination 

• Sniffer 

- Eavesdropping program that monitors information 
traveling over network 

- Enables hackersto steal proprietary information 
such as e-mail, company files, etc. 
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System Vulnerability and Abuse 


• Denial-of-service attacks (DoS) 

- Flooding server with thousandsof false requeststo 
crash thè network. 

* Distributed denial-of-service attacks (DDoS) 

- Use of numerous computersto launch a DoS 

- Botnets 

• Networks of "zombie" PCs infiltrated by bot malware 

• Worldwide, 6 - 24 million computers serve as zombie 
PCs in thousands of botnets 
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System Vulnerability and Abuse 


* Computer crime 

- Defined as "any violations of criminal law that 
involvea knowledgeof computertechnologyfor 
their perpetration, investigation, or prosecution" 

- Computer may be target of crime, e.g.: 

• Breaching confidentiality of protected computerized 
data 

• Accessinga computer System without authority 

- Computer may be instrumentof crime, e.g.: 

• Theft of trade secrets 

• Using e-mail for threats or harassment 
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System Vulnerability and Abuse 


* Identity theft 

- Theft of personal Information (social security id, 
driver's license or credit card numbers) to 
impersonate someone else 

* Phishing 

- Setting up fake Web sites or sending e-mail messages 
that look like legitimate businesses to ask users for 
confidential personal data. 

* Evil twins 

- Wireless networksthat pretend to offer trustworthy 
Wi-Fi connectionsto thè Internet 
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System Vulnerability and Abuse 


* Pharming 

- Redirects users to a bogus Web page, even when 
individuai types correct Web page address into his or 
ber browser 

* Click fraud 

- Occurs when individuai or computer program 
fraudulently clicks on online ad without any 
intention of learning more about thè advertiser or 
makinga purchase 

* Cyberterrorism and Cyberwarfare 


17 


© Pearson Education 2012 




Management Information Systems 

CHAPTER 8: SECURING INFORMATION SYSTEMS 


System Vulnerability and Abuse 


• Internai threats: employees 

- Security threats often originate inside an 
organization 

- Inside knowledge 

- Sloppy security procedures 

• User lack of knowledge 

- Social engineering: 

• Tricking employees into revealing their passwords by 
pretending to be legitimate members of thè company 
in need of information 
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System Vulnerability and Abuse 


* Software vulnerability 

- Commercial software containsflawsthat create 
security vulnerabilities 

• Hidden bugs (program codedefects) 

- Zero defects cannot be achieved because complete testing is 
not possible with large programs 

• Flaws can open networksto intruders 

- Patches 

• Vendors release small pieces of software to repair flaws 

• However exploits often created faster than patches be 
released and implemented 
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System Vulnerability and Abuse 


WHEN ANTIVIRUS SOFTWARE CRIPPLES YOUR COMPUTERS 

Read thè Interactive Session and discuss thefollowing questions 

• What management, organization, and technology factors 
were responsible for McAfee's software problem? 

• What was thè business impact of this software problem, 
both for McAfee and for its customers? 

• If you were a McAfee enterprise customer, would you 
consider McAfee's response to thè problem be acceptable? 
Why or why not? 

• What should McAfee do in thè future to avoid similar 
problems? 
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Business Value of Security and Control 


* Failed computer systems can lead to significant or 
total loss of business function 

* Firms now more vulnerable than ever 

- Confidential personal and financial data 

- Trade secrets, new products, strategies 

* A security breach may cut into firm's market value 
almost immediately 

* Inadequate security and Controls also bring forth 
issues of liability 
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Business Value of Security and Control 


* Legai and regulatory requirements for electronic 

records management and privacy protection 

- HIPAA: Medicai security and privacy rules and 
procedures 

- Gramm-Leach-BlileyAct: Requires financial 
institutions to ensure thè security and confidentiality 
of customer data 

- Sarbanes-OxleyAct: Imposes responsibility on 
companies and their management to safeguard thè 
accuracy and integrity of financial information that is 
used internally and released externally 
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Business Value of Security and Control 


* Electronic evidence 

- Evidencefor white collar crimes often in digitai form 

• Data on computers, e-mail, instant messages, e- 
commercetransactions 

- Proper control of data can save time and money 
when respondingto legai discovery request 

* Computer forensics: 

- Scientificcollection, examination, authentication, 
preservatimi, and analysis of data from computer 
Storage media for use as evidence in court of law 

- Includes recovery of ambient and hidden data 
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Establishing a Framework for Security and Control 


• Information systems Controls 

- Manual and automated Controls 

- General and application Controls 

* General Controls 

- Govern design, security, and use of computer 
programs and security of data files in generai 
throughoutorganization's information technology 
infrastructure. 

- Apply to all computerized applications 

- Combination of hardware, software, and manual 
proceduresto create overall control environment 
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Establishing a Framework for Security and Control 


* Types of generai Controls 

-Software Controls 

- Hardware Controls 
-Computer operations Controls 

- Data security Controls 

- Implementation Controls 

- Administrative Controls 
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Establishing a Framework for Security and Control 


* Application Controls 

- Specific Controls unique to each computerized 
application, such as payroll or order processing 

- Include both automated and manual procedures 

- Ensure that only authorized data are completely and 
accurately processed by that application 

- Include: 

• Input Controls 

• Processing Controls 

• Output Controls 
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Establishing a Framework for Security and Control 

• Risk assessment: Determines level of risk to firm if 
specific activity or process is not properly controlled 

• Types of threat 

• Probability of occurrence during year 

• Potential losses, value of threat 

• Expected annual loss 


EXPOSURE 

PROBABILITY 

LOSS RANGE (AVG) 

EXPECTED 

ANNUAL LOSS 

Power failure 

30% 

$5K - $200K ($102,500) 

$30,750 

Embezzlement 

5% 

$1K - $50K ($25,500) 

$1,275 

User error 

98% 

$200 - $40K ($20,100) 

$19,698 
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Establishing a Framework for Security and Control 


* Security policy 

- Ranksinformation risks, identifiesacceptable 
security goals, and identifies mechanismsfor 
achievingthese goals 

- Drivesother policies 

• Acceptable use policy (AUP) 

- Defines acceptable uses of firm's information resources and 
computing equipment 

• Authorization policies 

- Determine differing levels of user access to information assets 
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Establishing a Framework for Security and Control 


* Identity management 

— Business processes and tools to identify valid 
users of System and control access 

• Identifies and authorizes different categories of 
users 

• Specifies which portion of System users can access 

• Authenticating users and protects identities 

— Identity management systems 

• Captures access rules for different levels of users 
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System Vulnerability and Abuse 


SECURITY PROFILES 

FORAPERSONNEL 

SYSTEM 


Thesetwo examples represent 
two security profiles or data 
security patterns that might be 
found ina personnel System. 
Depending on thè security 
profile, a userwould have 
certain restrictions on access 
to various systems, locations, 
or data in an organization. 

FIGURE 8-3 


SECURITY PROFILE 1 

User: Personnel Dept. Clerk 
Location: Division 1 
Employee Identification 

Codes with This Profile: 00753, 27834, 37665, 44116 


Data Field 

Restrictions 

Type of Access 

All employee data for 

Read and Update 

Division 1 only 


• Medicai history data 

None 

• Salary 

None 

• Pensionable earnings 

None 


SECURITY PROFILE 2 


User: Divisionai Personnel Manager 


Location: Division 1 


Employee Identification 


Codes with This Profile: 27321 


Data Field 

Type of Access 

Restrictions 


All employee data for 

Read Only 

Division 1 only 
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Establishing a Framework for Security and Control 


• Disaster recovery planning: Devises plans for 
restoration of disrupted Services 

• Business continuity planning: Focuses on restoring 
business operations after disaster 

- Both types of plans needed to identify firm's most 
criticai systems 

- Business impact analysis to determine impact of an 
outage 

- Management must determine which systems 
restored first 
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Establishing a Framework for Security and Control 


* MIS audit 

- Examines firms overall security environmentas well 
as Controls governing individuai information systems 

- Reviewstechnologies, procedures, documentation. 
training, and personnel. 

- May even simulate disaster to test response of 
technology, IS staff, other employees. 

- Listsand ranksall control weaknesses and estimates 
probability of their occurrence. 

- Assesses financial and organizational impact of each 
threat 
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System Vulnerability and Abuse 


SAMPLE AUDITORE 
LIST OF CONTROL 
WEAKNESSES 


This chart is a sample page 
from a list of control 
weaknesses that an auditor 
might find in a loan System in a 
locai commercial bank. This 
form helps auditors record and 
evaluate control weaknesses 
and shows thè results of 
discussing those weaknesses 
with management, as well as 
any corrective actions taken by 
management. 

FIGURE 8-4 


Function: Loans 

Prepared by: J. Ericson 

Received by: T. Benson 

Location: Peoria, IL 

Date: June 16, 2011 

Review date: June 28, 2011 

Nature of Weakness 

Chance for Error/Abuse 

Notification to Management 

and Impact 






Yes/ 

Justification 

Report 

Management response 


No 


date 


User accounts with 

Yes 

Leaves System open 

5/10/11 

Eliminate accounts 

missing passwords 


to unauthorized 


without passwords 



outsiders or attackers 

5/10/11 

Ensure only required 

Network configured 

Yes 

Exposes criticai 


directories are 

to allow some 

System files to hostile 


shared and that they 

sharing of System 


parties connected to 


are protected with 

files 


thè network 


strong passwords 

Software patches 

No 

All production programs 



can update 

require management 



production programs 


approvai; Standards and 



without final approvai 


Controls group assigns 



from Standards and 


such cases to a temporary 



Controls group 


production status 
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Technologies and Tools for Protecting Information Resources 


* Identity management software 

- Automates keepingtrack of all users and privileges 

- Authenticates users, protecting identities, controlling 
access 

* Authentication 

- Password systems 

- Tokens 

- Smart cards 

- Biometrie authentication 
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Technologies and Tools for Protecting Information Resources 


* Firewall: 

-Combination of hardware and software 
that prevents unauthorized users from 
accessing private networks 

-Technologies include: 

• Static packet filtering 

• Network address translation (NAT) 

• Application proxy filtering 
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Technologies and Tools for Protecting Information Resources 


A CORPORATE 
FIREWALL 

The firewall is placed between 
thè firm's private network and 
thè public Internet or another 
distrusted network to protect 
against unauthorized 

traffic. 

FIGURE 8-5 


Internet Outer Web Inner Corporate 

firewall server firewall Systems 



LANs 
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Technologies and Tools for Protecting Information Resources 


* Intrusion detection systems: 

- Monitor hot spots on corporate networksto detect 
and deter intruders 

- Examines eventsas they are happening to discover 
attacks in progress 

* Antivirus and antispyware software: 

- Checks computers for presence of malware and can 
often eliminate it as well 

- Require continuai updating 

* Unified threat management (UTM) systems 


37 


© Pearson Education 2012 




Management Information Systems 

CHAPTER 8: SECURING INFORMATION SYSTEMS 


Technologies and Tools for Protecting Information Resources 


* Securing wireless networks 

— WEP security can provide some security by 

• Assigning unique name to network's SSID and 
not broadcasting SSID 

• Using it with VPN technology 

— Wi-Fi Alliance finalized WAP2 specification, 
replacing WEP with stronger standards 

• Continually changing keys 

• Encrypted authentication System with centrai 
server 
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Technologies and Tools for Protecting Information Resources 


• Encryption: 

-Transforming text or data into cipher text 
that cannot be read by unintended 
recipients 

-Two methodsfor encryption on networks 

• Secure Sockets Layer (SSL) and successor 
Transport Layer Security (TLS) 

• Secure Hypertext Transfer Protocol (S- 
HTTP) 
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Technologies and Tools for Protecting Information Resources 


* Two methods of encryption 

— Symmetric key encryption 

• Sender and receiver use single, shared key 

- Public key encryption 

• Uses two, mathematically related keys: Public 
key and private key 

• Sender encrypts message with recipienti 
public key 

• Recipient decrypts with private key 
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Technologies and Tools for Protecting Information Resources 


PUBLIC KEY ENCRYPTION 



FIGURE 8-6 A public key encryption System can be viewed as a series of public and private keys that lock data when they 

are transmitted and unlock thè data when they are received. The sender locates thè recipient's public key in 
a directory and uses it to encrypt a message. The message is sent in encrypted form over thè Internet or a 
private network. When thè encrypted message arrives, thè recipient uses his or her private key to decrypt 
thè data and read thè message. 
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* Digital certificate: 

— Data file used to establish thè identity of users and 
electronic assetsfor protection of online transactions 

— Uses a trusted third party, certification authority (CA), to 
validate a user's identity 

— CA verifies user's identity, Stores information in CA server, 
which generates encrypted digitai certificate containing 
owner ID information and copy of owner's public key 

* Public key infrastructure (PKI) 

— Use of public key cryptography working with certificate 
authority 

— Widely used in e-commerce 
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Technologies and Tools for Protecting Information Resources 


DIGITAL 

CERTIFICATES 


Digital certificates help 
establishthe identity of people 
or electronic assets. They 
protect ordine transactions by 
providing secure, encrypted, 
online communication. 

FIGURE 8-7 


Institution/ 

individuai 

subject 


Reauest 



Certificate 

received 


t 





: 


Internet 


Digital Certificate Serial Number 
Version 
Issuer Name 
Issuance/Expiration Date 
Subject Name 
Subject Public Key 
CA Signature 
Other Information 




Certifica tion 
Authorities 
(CAs) 


Transaction partner: 
online merchant 
or customer 
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Technologies and Tools for Protecting Information Resources 


* Ensuring System availability 

- Online transaction processing requires 100% 
availability, no downtime 

* Fault-tolerant computer systems 

- For continuous availability, e.g. stock markets 

- Contain redundant hardware, software, and power 
supply componentsthat create an environmentthat 
provides continuous, uninterrupted Service 

* High-availability computing 

- Helps recoverquicklyfrom crash 

- Minimizes, does not eliminate downtime 
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Technologies and Tools for Protecting Information Resources 


* Recovery-oriented computing 

- Designing systems that recover quickly with 
capabilitiesto help operators pinpointand correct of 
faults in multi-component systems 

* Controlling network traffic 

- Deep packet inspection (DPI) 

• Video and music blocking 

* Security outsourcing 

- Managed security Service providers (MSSPs) 
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Technologies and Tools for Protecting Information Resources 


* Security in thè cloud 

- Responsibility for security resides with company 
owning thè data 

- Firms must ensure providers provides adequate 
protection 

- Service level agreements (SLAs) 

* Securing mobile platforms 

- Security policiesshould include and cover any special 
requirementsfor mobile devices 

• E.g. updating smart phones with latest security patches, 
etc. 
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Technologies and Tools for Protecting Information Resources 


MWEB BUSINESS: HACKED 

Read thè Interactive Session and discuss thefollowing questions 


• What security and control problems are described in this 
case? 

• What people, organization, and technology factors 
contribute to these problems? 

• How secure is cloud computing? Explain your answer. 

• If you were in charge of your company's information 
systems department, what issues would you want to clarify 
with prospective vendors? 

• Would you entrust your corporate systems to a cloud 
computing provider? Why or why not? 
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Technologies and Tools for Protecting Information Resources 


* Ensuring software quality 

- Software metrics: Objective assessments of System 
in form of quantified measurements 

• Numberof transactions 

• Online responsetime 

• Payroll checks printed per hour 

• Known bugs per hundred lines of code 

- Early and regulartesting 

- Walkthrough: Review of specification or design 
document by small group of qualified people 

- Debugging: Process by which errors are eliminated 
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Learning Objectives 


* Why are information systems vulnerable to 
destruction, error, and abuse? 

• What is thè business value of security and control? 

* What are thè components of an organizational 
framework for security and control? 

• What are thè most important tools and 
technologies for safeguarding information 
resources? 
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You’re on Facebook? Watch Out! 


• Facebook - world's largest social network 

• Problem - Identity theft and malicious software 
- Examples: 

• 2009 18-month hacker scam for passwords, resulted in 
Trojan horse download that stole financial data 

• Dee 2008 Koobface worm 

• May 2010 Spam campaigned aimed at stealing logins 

• Illustratesi Types of security attacksfacing consumers 

• Demonstrates: Ubiquity of hacking, malicious software 
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System Vulnerability and Abuse 


• Security: 

- Policies, proceduresand technical measures used to 
prevent unauthorized access, alteration, theft, or 
physical damage to information systems 

• Controls: 

- Methods, policies, and organizational procedures 
that ensure safety of organization's assets; accuracy 
and reliability of its accountingrecords; and 
operational adherenceto management standards 
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System Vulnerability and Abuse 


• Why systems are vulnerable 

- Accessibilityof networks 

- Hardware problems (breakdowns, configuration 
errors, damage from improper use or crime) 

- Software problems (programming errors, installation 
errors, unauthorized changes) 

- Disasters 

- Use of networks/computers outside of firm's control 

- Loss and theft of portable devices 
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System Vulnerability and Abuse 

CONTEMPORARYSECURITY CHALLENGES AND VULNERABIUTIES 


Client Communications Corporate 

(User) Lines Servers 




• Unauthorized • Tapping 

access • Sniffing 

• Errors • Message 

alteration 

• Theft and 
fraud 

* Radiation 


* Hacking 

* Viruses and 
worms 

* Theft and fraud 

* Vandalism 

* Denial-of-service 
attacks 




Corporate 

Systems 



bases 


Hardware 

Operating Systems 
Software 


* Theft of data 

* Copying data 

* Alteration of data 

* Hardware failure 

* Software failure 


FIGURE 8-1 The architecture of a Web-based application typically includes a Web client, a server, and corporate 

information systems linked to databases. Each of these components presents security challenges and 
vulnerabilities. Floods, fires, power failures, and other electrical problems can cause disruptions at any point 
in thè network. 
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System Vulnerability and Abuse 


* Internet vulnerabilities 

- Network open to anyone 

- Size of Internet means abuses can bave wide impact 

- Use of fixed Internet addresseswith cable or DSL 
modems creates fixed targets hackers 

- UnencryptedVOIP 

- E-mail, P2P, IM 

• Interception 

• Attachmentswith malicious software 

• Transmittingtrade secrets 
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System Vulnerability and Abuse 


* Wireless security challenges 

- Radio frequency bands easy to scan 

- SSIDs (service set identifiers) 

• Identify access points 

• Broadcast multiple times 

• Wardriving 

- Eavesdroppersdrive by buildingsand try to detect SSID and gain 
access to network and resources 

- WEP (Wired Equivalent Privacy) 

• Security standard for 802.11; use is optional 

• Uses shared password for both users and access point 

• Users often fail to implement WEP or stronger systems 
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System Vulnerability and Abuse 


WI-FI SECURITY 
CHALLENGES 

Many Wi-Fi networks canòe 
penetrateci easily by intruders 
using sniffer programs to 
obtain an address to access thè 
resources of a network without 
authorization. 


FIGURE 8-2 
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System Vulnerability and Abuse 


* Malware (malicious software) 

- Viruses 

• Rogue software program that attaches itself to other 
software programs or data files in order to be executed 

- Worms 

• Independent computer programs that copy themselves 
from one computerto other computers over a network. 

- Trojan horses 

• Software program thatappears to be benign butthen 
does something other than expected. 
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System Vulnerability and Abuse 


• Malware (cont.) 

- SQL injection attacks 

• Hackers submit data to Web forms that exploits site's 
unprotected software and sends rogue SQL query to 
database 

— Spyware 

• Small programs instali themselvessurreptitiouslyon 
computersto monitor user Web surfing activity and 
serve up advertising 

- Key loggers 

• Record every keystrokeon computerto steal serial 
numbers, passwords, launch Internet attacks 
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System Vulnerability and Abuse 


* Hackers and computer crime 

- Hackers vs. crackers 

- Activities include 

• System intrusion 

• System damage 

• Cybervandalism 

— Intentional disruption, defacement, 
destruction of Web site or corporate 
information System 
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System Vulnerability and Abuse 


* Spoofing 

- Misrepresentingoneself by usingfake e-mail 
addresses or masquerading as someone else 

- Redirecting Web link to address different from 
intended one, with site masquerading as intended 
destination 

• Sniffer 

- Eavesdropping program that monitors information 
traveling over network 

- Enables hackersto steal proprietary information 
such as e-mail, company files, etc. 
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System Vulnerability and Abuse 


• Denial-of-service attacks (DoS) 

- Flooding server with thousandsof false requeststo 
crash thè network. 

* Distributed denial-of-service attacks (DDoS) 

- Use of numerous computersto launch a DoS 

- Botnets 

• Networks of "zombie" PCs infiltrated by bot malware 

• Worldwide, 6 - 24 million computers serve as zombie 
PCs in thousands of botnets 
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System Vulnerability and Abuse 


* Computer crime 

- Defined as "any violations of criminal law that 
involvea knowledgeof computertechnologyfor 
their perpetration, investigation, or prosecution" 

- Computer may be target of crime, e.g.: 

• Breaching confidentiality of protected computerized 
data 

• Accessinga computer System without authority 

- Computer may be instrumentof crime, e.g.: 

• Theft of trade secrets 

• Using e-mail for threats or harassment 
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System Vulnerability and Abuse 


* Identity theft 

- Theft of personal Information (social security id, 
driver's license or credit card numbers) to 
impersonate someone else 

* Phishing 

- Setting up fake Web sites or sending e-mail messages 
that look like legitimate businesses to ask users for 
confidential personal data. 

* Evil twins 

- Wireless networksthat pretend to offer trustworthy 
Wi-Fi connectionsto thè Internet 
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System Vulnerability and Abuse 


* Pharming 

- Redirects users to a bogus Web page, even when 
individuai types correct Web page address into his or 
ber browser 

* Click fraud 

- Occurs when individuai or computer program 
fraudulently clicks on online ad without any 
intention of learning more about thè advertiser or 
makinga purchase 

* Cyberterrorism and Cyberwarfare 
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System Vulnerability and Abuse 


• Internai threats: employees 

- Security threats often originate inside an 
organization 

- Inside knowledge 

- Sloppy security procedures 

• User lack of knowledge 

- Social engineering: 

• Tricking employees into revealing their passwords by 
pretending to be legitimate members of thè company 
in need of information 
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System Vulnerability and Abuse 


* Software vulnerability 

- Commercial software containsflawsthat create 
security vulnerabilities 

• Hidden bugs (program codedefects) 

- Zero defects cannot be achieved because complete testing is 
not possible with large programs 

• Flaws can open networksto intruders 

- Patches 

• Vendors release small pieces of software to repair flaws 

• However exploits often created faster than patches be 
released and implemented 
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System Vulnerability and Abuse 


WHEN ANTIVIRUS SOFTWARE CRIPPLES YOUR COMPUTERS 

Read thè Interactive Session and discuss thefollowing questions 

• What management, organization, and technology factors 
were responsible for McAfee's software problem? 

• What was thè business impact of this software problem, 
both for McAfee and for its customers? 

• If you were a McAfee enterprise customer, would you 
consider McAfee's response to thè problem be acceptable? 
Why or why not? 

• What should McAfee do in thè future to avoid similar 
problems? 
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CHAPTER 8: SECURING INFORMATION SYSTEMS 


Business Value of Security and Control 


* Failed computer systems can lead to significant or 
total loss of business function 

* Firms now more vulnerable than ever 

- Confidential personal and financial data 

- Trade secrets, new products, strategies 

* A security breach may cut into firm's market value 
almost immediately 

* Inadequate security and Controls also bring forth 
issues of liability 
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Business Value of Security and Control 


* Legai and regulatory requirements for electronic 

records management and privacy protection 

- HIPAA: Medicai security and privacy rules and 
procedures 

- Gramm-Leach-BlileyAct: Requires financial 
institutions to ensure thè security and confidentiality 
of customer data 

- Sarbanes-OxleyAct: Imposes responsibility on 
companies and their management to safeguard thè 
accuracy and integrity of financial information that is 
used internally and released externally 
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Business Value of Security and Control 


* Electronic evidence 

- Evidencefor white collar crimes often in digitai form 

• Data on computers, e-mail, instant messages, e- 
commercetransactions 

- Proper control of data can save time and money 
when respondingto legai discovery request 

* Computer forensics: 

- Scientificcollection, examination, authentication, 
preservatimi, and analysis of data from computer 
Storage media for use as evidence in court of law 

- Includes recovery of ambient and hidden data 
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Establishing a Framework for Security and Control 


• Information systems Controls 

- Manual and automated Controls 

- General and application Controls 

* General Controls 

- Govern design, security, and use of computer 
programs and security of data files in generai 
throughoutorganization's information technology 
infrastructure. 

- Apply to all computerized applications 

- Combination of hardware, software, and manual 
proceduresto create overall control environment 
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Establishing a Framework for Security and Control 


* Types of generai Controls 

-Software Controls 

- Hardware Controls 
-Computer operations Controls 

- Data security Controls 

- Implementation Controls 

- Administrative Controls 
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Establishing a Framework for Security and Control 


* Application Controls 

- Specific Controls unique to each computerized 
application, such as payroll or order processing 

- Include both automated and manual procedures 

- Ensure that only authorized data are completely and 
accurately processed by that application 

- Include: 

• Input Controls 

• Processing Controls 

• Output Controls 
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Establishing a Framework for Security and Control 

• Risk assessment: Determines level of risk to firm if 
specific activity or process is not properly controlled 

• Types of threat 

• Probability of occurrence during year 

• Potential losses, value of threat 

• Expected annual loss 


EXPOSURE 

PROBABILITY 

LOSS RANGE (AVG) 

EXPECTED 

ANNUAL LOSS 

Power failure 

30% 

$5K - $200K ($102,500) 

$30,750 

Embezzlement 

5% 

$1K - $50K ($25,500) 

$1,275 

User error 

98% 

$200 - $40K ($20,100) 

$19,698 
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Establishing a Framework for Security and Control 


* Security policy 

- Ranksinformation risks, identifiesacceptable 
security goals, and identifies mechanismsfor 
achievingthese goals 

- Drivesother policies 

• Acceptable use policy (AUP) 

- Defines acceptable uses of firm's information resources and 
computing equipment 

• Authorization policies 

- Determine differing levels of user access to information assets 
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Establishing a Framework for Security and Control 


* Identity management 

— Business processes and tools to identify valid 
users of System and control access 

• Identifies and authorizes different categories of 
users 

• Specifies which portion of System users can access 

• Authenticating users and protects identities 

— Identity management systems 

• Captures access rules for different levels of users 
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System Vulnerability and Abuse 


SECURITY PROFILES 

FORAPERSONNEL 

SYSTEM 


Thesetwo examples represent 
two security profiles or data 
security patterns that might be 
found ina personnel System. 
Depending on thè security 
profile, a userwould have 
certain restrictions on access 
to various systems, locations, 
or data in an organization. 

FIGURE 8-3 


SECURITY PROFILE 1 

User: Personnel Dept. Clerk 
Location: Division 1 
Employee Identification 

Codes with This Profile: 00753, 27834, 37665, 44116 


Data Field 

Restrictions 

Type of Access 

All employee data for 

Read and Update 

Division 1 only 


• Medicai history data 

None 

• Salary 

None 

• Pensionable earnings 

None 


SECURITY PROFILE 2 


User: Divisionai Personnel Manager 


Location: Division 1 


Employee Identification 


Codes with This Profile: 27321 


Data Field 

Type of Access 

Restrictions 


All employee data for 

Read Only 

Division 1 only 



30 


© Prentice Hall 2011 










Management Information Systems 

CHAPTER 8: SECURING INFORMATION SYSTEMS 


Establishing a Framework for Security and Control 


• Disaster recovery planning: Devises plans for 
restoration of disrupted Services 

• Business continuity planning: Focuses on restoring 
business operations after disaster 

- Both types of plans needed to identify firm's most 
criticai systems 

- Business impact analysis to determine impact of an 
outage 

- Management must determine which systems 
restored first 
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Establishing a Framework for Security and Control 


* MIS audit 

- Examines firms overall security environmentas well 
as Controls governing individuai information systems 

- Reviewstechnologies, procedures, documentation. 
training, and personnel. 

- May even simulate disaster to test response of 
technology, IS staff, other employees. 

- Listsand ranksall control weaknesses and estimates 
probability of their occurrence. 

- Assesses financial and organizational impact of each 
threat 
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System Vulnerability and Abuse 


SAMPLE AUDITORE 
LIST OF CONTROL 
WEAKNESSES 


This chart is a sample page 
from a list of control 
weaknesses that an auditor 
might find in a loan System in a 
locai commercial bank. This 
form helps auditors record and 
evaluate control weaknesses 
and shows thè results of 
discussing those weaknesses 
with management, as well as 
any corrective actions taken by 
management. 

FIGURE 8-4 


Function: Loans 

Prepared by: J. Ericson 

Received by: T. Benson 

Location: Peoria, IL 

Date: June 16, 2011 

Review date: June 28, 2011 

Nature of Weakness 

Chance for Error/Abuse 

Notification to Management 

and Impact 






Yes/ 

Justification 

Report 

Management response 


No 


date 


User accounts with 

Yes 

Leaves System open 

5/10/11 

Eliminate accounts 

missing passwords 


to unauthorized 


without passwords 



outsiders or attackers 

5/10/11 

Ensure only required 

Network configured 

Yes 

Exposes criticai 


directories are 

to allow some 

System files to hostile 


shared and that they 

sharing of System 


parties connected to 


are protected with 

files 


thè network 


strong passwords 

Software patches 

No 

All production programs 



can update 

require management 



production programs 


approvai; Standards and 



without final approvai 


Controls group assigns 



from Standards and 


such cases to a temporary 



Controls group 


production status 
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Technologies and Tools for Protecting Information Resources 


* Identity management software 

- Automates keepingtrack of all users and privileges 

- Authenticates users, protecting identities, controlling 
access 

* Authentication 

- Password systems 

- Tokens 

- Smart cards 

- Biometrie authentication 
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Technologies and Tools for Protecting Information Resources 


* Firewall: 

-Combination of hardware and software 
that prevents unauthorized users from 
accessing private networks 

-Technologies include: 

• Static packet filtering 

• Network address translation (NAT) 

• Application proxy filtering 
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Technologies and Tools for Protecting Information Resources 


A CORPORATE 
FIREWALL 

The firewall is placed between 
thè firm's private network and 
thè public Internet or another 
distrusted network to protect 
against unauthorized 

traffic. 

FIGURE 8-5 


Internet Outer Web Inner Corporate 

firewall server firewall Systems 



LANs 
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Technologies and Tools for Protecting Information Resources 


* Intrusion detection systems: 

- Monitor hot spots on corporate networksto detect 
and deter intruders 

- Examines eventsas they are happening to discover 
attacks in progress 

* Antivirus and antispyware software: 

- Checks computers for presence of malware and can 
often eliminate it as well 

- Require continuai updating 

* Unified threat management (UTM) systems 
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Technologies and Tools for Protecting Information Resources 


* Securing wireless networks 

— WEP security can provide some security by 

• Assigning unique name to network's SSID and 
not broadcasting SSID 

• Using it with VPN technology 

— Wi-Fi Alliance finalized WAP2 specification, 
replacing WEP with stronger standards 

• Continually changing keys 

• Encrypted authentication System with centrai 
server 
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Technologies and Tools for Protecting Information Resources 


• Encryption: 

-Transforming text or data into cipher text 
that cannot be read by unintended 
recipients 

-Two methodsfor encryption on networks 

• Secure Sockets Layer (SSL) and successor 
Transport Layer Security (TLS) 

• Secure Hypertext Transfer Protocol (S- 
HTTP) 
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Technologies and Tools for Protecting Information Resources 


* Two methods of encryption 

— Symmetric key encryption 

• Sender and receiver use single, shared key 

- Public key encryption 

• Uses two, mathematically related keys: Public 
key and private key 

• Sender encrypts message with recipienti 
public key 

• Recipient decrypts with private key 
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Technologies and Tools for Protecting Information Resources 


PUBLIC KEY ENCRYPTION 



FIGURE 8-6 A public key encryption System can be viewed as a series of public and private keys that lock data when they 

are transmitted and unlock thè data when they are received. The sender locates thè recipient's public key in 
a directory and uses it to encrypt a message. The message is sent in encrypted form over thè Internet or a 
private network. When thè encrypted message arrives, thè recipient uses his or her private key to decrypt 
thè data and read thè message. 


41 


© Prentice Hall 2011 























Management Information Systems 

CHAPTER 8: SECURING INFORMATION SYSTEMS 


Technologies and Tools for Protecting Information Resources 


* Digital certificate: 

— Data file used to establish thè identity of users and 
electronic assetsfor protection of online transactions 

— Uses a trusted third party, certification authority (CA), to 
validate a user's identity 

— CA verifies user's identity, Stores information in CA server, 
which generates encrypted digitai certificate containing 
owner ID information and copy of owner's public key 

* Public key infrastructure (PKI) 

— Use of public key cryptography working with certificate 
authority 

— Widely used in e-commerce 
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Technologies and Tools for Protecting Information Resources 


DIGITAL 

CERTIFICATES 


Digital certificates help 
establishthe identity of people 
or electronic assets. They 
protect ordine transactions by 
providing secure, encrypted, 
online communication. 

FIGURE 8-7 


Institution/ 

individuai 

subject 


Reauest 



Certificate 

received 


t 





: 


Internet 


Digital Certificate Serial Number 
Version 
Issuer Name 
Issuance/Expiration Date 
Subject Name 
Subject Public Key 
CA Signature 
Other Information 




Certifica tion 
Authorities 
(CAs) 


Transaction partner: 
online merchant 
or customer 



43 


© Prentice Hall 2011 






















































Management Information Systems 

CHAPTER 8: SECURING INFORMATION SYSTEMS 


Technologies and Tools for Protecting Information Resources 


* Ensuring System availability 

- Online transaction processing requires 100% 
availability, no downtime 

* Fault-tolerant computer systems 

- For continuous availability, e.g. stock markets 

- Contain redundant hardware, software, and power 
supply componentsthat create an environmentthat 
provides continuous, uninterrupted Service 

* High-availability computing 

- Helps recoverquicklyfrom crash 

- Minimizes, does not eliminate downtime 
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Technologies and Tools for Protecting Information Resources 


* Recovery-oriented computing 

- Designing systems that recover quickly with 
capabilitiesto help operators pinpointand correct of 
faults in multi-component systems 

* Controlling network traffic 

- Deep packet inspection (DPI) 

• Video and music blocking 

* Security outsourcing 

- Managed security Service providers (MSSPs) 
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Technologies and Tools for Protecting Information Resources 


* Security in thè cloud 

- Responsibility for security resides with company 
owning thè data 

- Firms must ensure providers provides adequate 
protection 

- Service level agreements (SLAs) 

* Securing mobile platforms 

- Security policiesshould include and cover any special 
requirementsfor mobile devices 

• E.g. updating smart phones with latest security patches, 
etc. 
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Technologies and Tools for Protecting Information Resources 


HOW SECURE ISTHE CLOUD? 

Read thè Interactive Session and discuss thefollowing questions 

• What security and control problems are described in this 
case? 

• What people, organization, and technology factors 
contribute to these problems? 

• How secure is cloud computing? Explain your answer. 

• If you were in charge of your company's information 
systems department, what issues would you want to clarify 
with prospective vendors? 

• Would you entrust your corporate systems to a cloud 
computing provider? Why or why not? 


47 


© Prentice Hall 2011 








Management Information Systems 

CHAPTER 8: SECURING INFORMATION SYSTEMS 


Technologies and Tools for Protecting Information Resources 


* Ensuring software quality 

- Software metrics: Objective assessments of System 
in form of quantified measurements 

• Numberof transactions 

• Online responsetime 

• Payroll checks printed per hour 

• Known bugs per hundred lines of code 

- Early and regulartesting 

- Walkthrough: Review of specification or design 
document by small group of qualified people 

- Debugging: Process by which errors are eliminated 
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Chapter 9 

ACHIEVING OPERATIONAL 
EXCELLENCE AND CUSTOMER 
INTIMACY: ENTERPRISE 
APPLICATIONS 

VIDEO CASES 

Case 1: Sinosteel Strengthens Business Management with ERP Applications 

Case 2: Ingram Micro and H&R Block Get Close to Their Customers 

Instructional Video 1: Zara's" Wearing Today's Fashions With Supply Chain Management 
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CHAPTER 9: ACHIEVING OPERATIONAL EXCELLENCE AND 
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Learning Objectives 


* How do enterprise systems help businesses achieve 
operational excellence? 

* How do supply chain management systems 
coordinate planning, production, and logistics with 
suppliers? 

* How do customer relationship management 
systems help firms achieve customer intimacy? 

* What are thè challenges posed by enterprise 
applications? 

* How are enterprise applications used in platforms 
for new cross-functional Services? 
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Cannondale Learns to Manage a Global Supply Chain 


• Problem - Managing parts in a constantly changing 
product line with suppliers in many countries 

* Solution - Replace legacy MRPS with Kinaxis on- 
demand Rapid Response software Service 

— Allows both Cannondale and suppliers to see up-to-date 
information; faster customer response; reduced 
inventory; reduced cycle and lead times 

* Illustratesi Need for enterprise-wide System for 
coordinating supply chain 

• Demonstrates: Use of cloud Services as solution for 
implementing enterprise applications 
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Enterprise Systems 


Enterprise Systems 

- Also called "enterprise resource planning (ERP) 
systems" 

- Suite of integrated software modules and a 
common centrai database 

- Collects data from many divisions of firm for use 
in nearly all of firm's internai business activities 

- Information entered in one process is 
immediately available for other processes 
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Enterprise Systems 


• Enterprise Software 

- Built around thousands of predefined business processes that 
reflect best practices 

• Finance/accounting: General ledger, accounts payable, etc. 

• Human resources: Personnel administration, payroll, etc. 

• Manufacturing/production: Purchasing, shipping, etc. 

• Sales/marketing: Order processing, billing, sales planning, etc. 

- To implement, firms: 

• Select functions of System they wish to use 

• Map business processes to software processes 

— Use software's configuration tablesfor customizing 
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Enterprise Systems 


HOW ENTERPRISE 
SYSTEMS WORK 

Enterprise systems feature a 
set of integrateci software 
modules and a centrai 
database that enables data to 
be shared by many different 
business processes and 
functional areas throughout 
thè enterprise. 

FIGURE 9-1 


Sales & 
Marketing 


• Orders 

• Sales forecasts 

• Return requests 

• Price changes 


Finance & 
Accounting 


• Cash on hand 

• Accounts receivable 

• Customer credit 

• Revenue 


1J 

r 






k A 




centraiizea 

Database 



I 

r 





Human 

Resources 


• Hours worked 

• Labor cost 


Job skills 


Manufacturing & 
Production 


• Materials 

• Production schedules 

• Shipment dates 

• Production capacity 

• Purchases 
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CUSTOMER INTIMACY: ENTERPRISE APPLICATIONS 


Enterprise Systems 


* Business value of enterprise systems 

- Increase operational efficiency 

— Provide firm wide information to support 
decision making 

— Enable rapid responses to customer requests for 
information or products 

— Include analytical tools to evaluate overall 
organizational performance 
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Supply Chain Management Systems 


* Supply chain: 

- Network oforganizations and processesfor: 

• Procuring raw materials 

• Transforming them into products 

• Distributing thè products 

* Upstream supply chain: 

— Firm's suppliers, suppliers' suppliers, processes for 
managing relationships with them 

* Downstream supply chain: 

— Organizations and processes responsible for delivering 
products to customers 
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Supply Chain Management Systems 


NIKE'S SUPPLY CHAIN 


f 


Upstream 





Tier 3 Tier 2 Tier I 

Suppliers Suppliers Suppliers 


FIGURE 9-2 


This figure iIlustrates thè major entities in Nike's supply chain and thè flow of information upstream and 
downstream to coordinate thè activities involved in buying, making, and moving a product. Shown here is a 
simplified supply chain, with thè upstream portion focusing only on thè suppliers for sneakers and sneaker soles. 
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Supply Chain Management Systems 


• Information and supply chain management 

- Inefficienciescut into a company's operating costs 

• Can waste up to 25% of operating expenses 

- Just-in-timestrategy: 

• Components arrive as they are needed 

• Finished goods shipped after leaving assembly line 

- Safety stock 

• Buffer for lack of flexibility in supply chain 

- Bullwhipeffect 

• Information about product demand gets distorted as it 
passes from one entity to next across supply chain 
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Supply Chain Management Systems 


THE BULLWHIP EFFECT 


f 


Upstream 


ì 






Tier 3 Tier 2 Tier 1 

Suppliers Suppliers Suppliers 



Downstream 



4 




FIGURE 9-3 Inaccurate information can cause minor fluctuations in demand for a product to be amplified as one moves 

further back in thè supply chain. Minor fluctuations in retail sales fora product can create excess inventory for 
distributors, manufacturers, and suppliers. 


11 


© Pearson Education 2012 


































































Management Information Systems 

CHAPTER 9: ACHIEVING OPERATIONAL EXCELLENCE AND 
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Supply Chain Management Systems 


* Supply chain management software 

- Supply chain planning systems 

• Model existing supply chain 

• Demand planning 

• Optimize sourcing, manufacturing plans 

• Establish inventory levels 

• Identifyingtransportation modes 

- Supply chain execution systems 

• Manage flow of products through distribution centers 
and warehouses 
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Supply Chain Management Systems 


DP WORLD TAKES PORT MANAGEMENT TO THE NEXT LEVELWITH RFID 

Read thè Interactive Session and discuss thefollowing questions 

• Why is port management so important at DP World? What 
business processes are affected by thè terminal operatore' ability 
or inability to handle thè port? 

• What management, organization, and technology factors were 
responsiblefor DP World's problems with port management? 

• How did implementingthe RFID software change thè way DP 
World ran its business? 

• Describe two decisions that were improved by implementing thè 
RFID System? 
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Supply Chain Management Systems 


* Global supply chain issues 

- Global supply chainstypicallyspan greater 
geographicdistancesand time differences 

- More complex pricing issues (locai taxes, 
transportation, etc.) 

- Foreigngovernmentregulations 

* Internet helps companies manage many aspects of 
global supply chains 

- Sourcing, transportation, Communications, 
international finance 
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Supply Chain Management Systems 


* Supply chain management systems 

- Push-based model (build-to-stock) 

• Schedules based on best guesses of demand 

- Pull-based model (demand-driven) 

• Customerorders trigger events in supply chain 

- Sequential supply chains 

• Information and materials flow sequentially from 
company to company 

- Concurrent supply chains 

• Information flows in many directions simultaneously 
among members of a supply chain network 
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Supply Chain Management Systems 


THE BULLWHIP EFFECT 


Push-Based Model 



Supply to 
forecast 


Manufacturer 


Distributor 

■■■■ — ! l 





Production based Inventory based 
on forecasts on forecasts 


Stock based Purchase what 
on forecasts is on shelves 


Pull-Based Model 


Supplier 



Supply to 
order 


Manufacturer 



Distributor 


Retailer 


Produce to Automatically Automatically 
order replenish replenish stock 

warehouse 


Customer 


Customer 

orders 


FIGURE 9-4 


The difference between push- and pull-based models is summarized by thè slogan, "Make what we sell, not 
sell what we make." 
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Supply Chain Management Systems 


* Business value of SCM systems 

- Match supply to demand 

- Reduce inventory levels 

- Improve delivery Service 

- Speed producttime to market 

- Use assets more effectively 

- Reduced supply chain costs lead to increased 
profitability 

- Increased sales 
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Supply Chain Management Systems 


THE FUTURE 
INTERNET-DRIVEN 
SUPPLY CHAIN 


The future Internet-driverì 
supply chain operates like a 
digitai logistics nervous System. 
It provides multidirectional 
communication among firms, 
networks of firms, and e- 
marketplaces sothatentire 
networks of supply chain 
partners can immediately 
adjust inventories, orders, and 
capacities. 

FIGURE 9-5 
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Customer Relationship Management Systems 


* Knowing thè customer 

- In large businesses, too many customersand too 
many ways customers interact with firm 

* Customer relationship management (CRM) systems 

- Capture and integrate customer data from all over 
thè organization 

- Consolidate and analyze customer data 

- Distribute customer information to various systems 
and customer touch points across enterprise 

- Provide single enterprise view of customers 
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Customer Relationship Management Systems 


CUSTOMER 
RELATIONSHIP 
MANAGEMENT (CRM) 


CRM systems examine 
customers from a multifaceted 
perspective. These systems use 
a set of integrated applications 
to address all aspects of thè 
customer relationship, 
including customer Service, 
sales, and marketing. 


FIGURE 9-6 
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Customer Relationship Management Systems 


* CRM software 

- CRM packages range from niche tools to large-scale 
enterprise applications 

- More comprehensive have modules for: 

• Partner relationship management (PRM) 

- Integrating lead generation, pricing, promotions, order 
configurations, and availability 

- Tools to assess partners' performances 

* Employee relationship management (ERM) 

- E.g. Setting objectives, employee performance management, 
performance-based compensation, employee training 




Management Information Systems 

CHAPTER 9: ACHIEVING OPERATIONAL EXCELLENCE AND 
CUSTOMERINTIMACY: ENTERPRISE APPLICATIONS 


Customer Relationship Management Systems 


* CRM packages typically include tools for: 

- Sales force automation (SFA) 

• E.g. sales prospect and contact information, and sales 
quote generation capabilities 

- Customer Service 

• E.g. assigning and managing customerservice requests; 
Web-based self-service capabilities 

- Marketing 

• E.g. capturing prospect and customerdata, scheduling 
and tracking direct-marketing mailings or e-mail 




Management Information Systems 

CHAPTER 9: ACHIEVING OPERATIONAL EXCELLENCE AND 
CUSTOMER INTIMACY: ENTERPRISE APPLICATIONS 


Customer Relationship Management Systems 


HOW CRM 
SYSTEMS SUPPORT 
MARKETING 

Customer relationship 
management software 
provides a single point for 
users to manage and evaluate 
marketing campaigns across 
multiple channels, including 
e-mail, direct mail, telephone, 
thè Web, and wireless 
messages. 

FIGURE 9-7 
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Customer Relationship Management Systems 


CRM SOFTWARE 
CAPABILITIES 

The major CRM software 
Products support business 
processes in sales, Service, and 
marketing, integrating customer 
information from many different 
sources. Included are support for 
both thè operational and 
analytical aspects of CRM. 

FIGURE 9-8 
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Customer Relationship Management Systems 


CUSTOMER LOYALTY MANAGEMENT PROCESS MAP 


Receive 

Service 

request 


Obtain 

customer 

information 


Yes 


Customer 

information 

available? 



Score 

customer 




Provide special 
offers and Service 


'..3 
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database 
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best agent 


Resolve 
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FIGURE 9-9 This process map shows how a best practicefor promoting customer loyalty through customer Service 

would be modeled by customer relationship management software. The CRM software helps firms identify 
high-value customers for preferential treatment. 
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Customer Relationship Management Systems 


* Operational CRM: 

- Customer-facingapplications 

• E.g. sales force automation, cali center and customer 
Service support, and marketing automation 

* Analytical CRM: 

- Analyze customer data output from operational CRM 
applications 

- Based on data warehouses populated by operational 
CRM systems and customer touch points 

• Customer lifetime value (CLTV) 
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Customer Relationship Management Systems 


ANALYTICAL CRM DATA WAREHOUSE 


Channels 


Cali center 
Web site 
Wireless 
Field sales 
Direct mail 
E-mail 
Retail store 
Partner 


Other sources 


Legacy systems 
Demographic data 
Third-party data 
Marketing campaign 
data 


Customer data 





OLAP 

Data mining 
Other data 
analysis tools 


Profitable customers 
Market segments 
Customer profiles 
Churn rates 


FIGURE 9-10 Analytical CRM uses a customer data warehouse and tools to analyze customer data collected from thè 

firm's customer touch points and from other sources. 
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Customer Relationship Management Systems 


* Business value of CRM 

- Increased customer satisfaction 

- Reduceddirect-marketingcosts 

- More effective marketing 

- Lower costs for customer acquisition/retention 

- Increased sales revenue 

- Reduce churn rate 

• Number of customers who stop using or purchasing 
Products or Services from a company. 

• Indicator of growth or decline of firm's customer base 
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Enterprise Applications: New Opportunities and Challenges 


* Highly expensive to purchase and implement 
- $3.5 millionto over $12 million 

* Technological changes 

* Business process changes 

* Organizational changes 

* Switching costs, dependence on software vendors 

* Data standardization, management, cleansing 
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Enterprise Applications: New Opportunities and Challenges 


• Next-generation enterprise applications 

- Move is to make applications more flexible, Web- 
enabled, integrateci with other systems 

- Enterprise suites 

• Software to enable CRM, SCM, and enterprise systems 
work together and with suppliers and Client systems 

• Utilize Web Services, SOA 

- Open source & on-demand Solutions 

- Mobile compatible; Web 2.0 capabilities 

- Complementary analytics products 
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Enterprise Applications: New Opportunities and Challenges 


ENTERPRISE APPLICATIONS MOVE TO THE CLOUD 

Read thè Interactive Session and discuss thefollowing questions 

• What types of companies are most likely to adopt cloud- 
based ERP and CRM software Services? Why? What 
companies might not be well-suited for this type of 
software? 

• What are thè advantages and disadvantages of using cloud- 
based enterprise applications? 

• What management, organization, and technology issues 
should be addressed in deciding whether to use a 
conventional ERP or CRM System versus a cloud-based 
version? 
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Enterprise Applications: New Opportunities and Challenges 


* Service platform: 

-Integrates multiple applicationsto deliver 
a seamless experience for all parties 

• E.g. Order-to-cash process 

- Portai software 

• Used to integrate information from 
enterprise applicationsand legacy 
systems and present it as if comingfrom 
a single source 
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Enterprise Applications: New Opportunities and Challenges 


ORDER-TO-CASH 

SERVICE 

Order-to-cash is a composite 
process that integrates data 
from individuai enterprise 
systems and legacyfinancial 
applications. The process must 
be modeled and translated into 
a software System using 
application integration tools. 


FIGURE 9-11 
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Chapter 10 

E-COMMERCE: DIGITAL MARKETS, 
DIGITAL GOODS 


VIDEO CASES 

Case 1: M-Commerce: The Past, Present, and Future 
Case 2: Ford AutoXchange B2B Marketplace 




Management Information Systems 

CHAPTER10: E-COMMERCE: DIGITAL MARKETS, DIGITAL GOODS 


Learning Objectives 


• What are thè unique features of e-commerce, digitai 
markets, and digitai goods? 

• What are thè principal e-commerce business and revenue 
models? 

• How has e-commerce transformed marketing? 

• How has e-commerce affected business-to-business 
transactions? 

• What is thè role of m-commerce in business and what are 
thè most important m-commerce applications? 

• What issues must be addressed when building an 
e-commerce Web site? 
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4F00D: Burgers Go Social 


• Problem - Differentiate a burger restauranti 
Services in crowded marketplace (Manhattan) 

* Solution - Utilize social networking and 
crowdsourcing for marketing and Services 

- Orderingvia iPad, online 

- Customers can create and name own sandwiches 

- Twitter, Facebook, Foursquare integration 

* Illustratesi Use of information systems to create 
new products and Services 

• Demonstrates: Use of social networking 
technologies as marketing tool 




Management Information Systems 

CHAPTER 10: E-COMMERCE: DIGITAL MARKETS, DIGITAL GOODS 


E-commerce and thè Internet 


• E-commerce today: 

— Use of thè Internet and Web to transact 
business; digitally enabled transactions 

— Began in 1995 and grew exponentially, stili 
growing even in a recession 

— Companies that survived thè dot-com bubble 
burst and now thrive 

— E-commerce revolution is stili in its early 
stages 
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E-commerce and thè Internet 

THE GROWTH OF E-COMMERCE 



FIGURE 10-1 Retail e-commerce revenues grew 15-25 percent per year until thè recession of 2008-2009, when they 

slowed measurably. In 2010, e-commerce revenues are growing again at an estimateci 12 percent annually. 
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E-commerce and thè Internet 


• Why e-commerce is different - 8 unique features 
1. Ubiquity 

• Internet/Web technology available everywhere: 
work, home, etc., anytime. 

• Effect: 

— Marketplace removed from temporal, geographic 
locations to become "marketspace" 

— Enhanced customerconvenience and reduced 
shopping costs 
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E-commerce and thè Internet 


* 8 unique features (cont.) 

2. Global reach 

• The technology reaches across national 
boundaries, around Earth 

• Effect: 

— Commerce enabled across cultural and national 
boundaries seamlessly and without modification 

— Marketspace includes, potentially, billions of 
consumers and millions of businesses worldwide 
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E-commerce and thè Internet 


* 8 unique features (cont.) 

3. Universal standards 

• One set of technology standards: Internet 
standards 

• Effect: 

- Disparate computer systems easily communicate with each 
other 

- Lower market entry costs—costs merchants must pay to bring 
goods to market 

- Lower consumers' search costs—effort required to find 
suitable products 
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E-commerce and thè Internet 


* 8 unique features (cont.) 

4. Richness 

• Supports video, audio, and text messages 

• Effect: 

— Possible to deliver rich messages with text, audio, 
and video simultaneously to large numbers of 
people 

— Video, audio, and text marketing messages can be 
integrated into single marketing message and 
consumer experience 
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E-commerce and thè Internet 


* 8 unique features (cont.) 

5. Interactivity 

• The technology works through interaction with 
thè user 

• Effect: 

— Consumers engaged in dialog that dynamically 
adjusts experience to thè individuai 

— Consumer becomes co-participant in process of 
delivering goods to market 
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E-commerce and thè Internet 


* 8 unique features (cont.) 

6. Information density 

• Large increases in information density—thè 
total amount and quality of information 
available to all market participants 

• Effect: 

— Greater price transparency 
— Greater cost transparency 

— Enables merchantsto engagé in price discrimination 
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E-commerce and thè Internet 


* 8 unique features (cont.) 

7. Personalization/Customization 

• Technology permits modification of messages, 
goods 

• Effe et 

— Personalized messages can be sent to individuals as 
well as groups 

— Products and Services can be customized to 
individuai preferences 
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E-commerce and thè Internet 


* 8 unique features (cont.) 

8. Social technology 

• The technology promotes user content 
generation and social networking 

• Effe et 

— New Internet social and business models enable 
user content creation and distribution, and support 
social networks 
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E-commerce and thè Internet 


* Key concepts in e-commerce 

- Digital markets reduce 

• Information asymmetry 

• Search costs 

• Transaction costs 

• Menu costs 

- Digital markets enable 

• Price discrimination 

• Dynamic pricing 

• Disintermediation 
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E-commerce and thè Internet 


THE BENEFITS OF DISINTERMEDIATION TO THE CONSUMER 


Manufacturer 

Distributor 


Retailer 






Manufacturer 


Retailer 


Manufacturer 


Customer 


Customer 


Customer 


Cost per 
Sweater 

$ 48.50 


$ 40.34 


$ 20.45 


FIGURE 10-2 The typical distribution channel has severaI intermediary layers, each of which addstothe final cost of a 

product, such as a sweater. Removing layers lowers thè final costto thè consumer. 
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E-commerce and thè Internet 


* Key concepts in e-commerce 

- Digital goods 

• Goods that can be delivered over a digitai network 

— E.g. Music tracks, video, software, newspapers, books 

• Cost of producing first unit almost entire cost of 
product: marginai cost of 2nd unit is about zero 

• Costs of delivery over thè Internet very low 

• Marketing costs remain thè same; pricing highly 
variable 

• Industries with digitai goods are undergoing 
revolutionary changes (publishers, record labels, etc.) 
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E-commerce: Business and Technology 


• Types of e-commerce 


• Business-to-consumer (B2C) 


• Business-to-business (B2B) 

• Consumer-to-consumer (C2C) 


Mobile commerce (m-commerce) 
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E-commerce: Business and Technology 


* E-commerce business models 

— Portai 
— E-tailer 

— Content Provider 
— Transaction Broker 

- Market Creator 

- Service Provider 

— Community Provider 
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E-commerce: Business and Technology 


LOCATION-BASED MARKETING AND ADVERTISING 

Read thè Interactive Session and discuss thefollowing questions 

• Based on your reading in this chapter, how would you 
characterize 02's business model? 

• If 02 is to have a revenue model, which of thè revenue 
models described in this chapter would work? 

• What considerations do 02 need to make when targeting 
potential customers? 

• What other types of businesses might benefit from this type 
of location-based marketing? 
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E-commerce: Business and Technology 


* E-commerce revenue models 


1. Advertising 

2. Sales 

3. Subscription 

4. Free/Freemium 

5. Transaction Fee 

6. Affiliate 
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E-commerce: Business and Technology 


* Most popular Web 2.0 Service: social networking 

— Social networking sites sell banner ads, user preference 
information, and music, videos and e-books 

• Social shopping sites 

— Swap shopping ideas with friends (Kaboodle, ThisNext) 

• Wisdom of crowds/crowdsourcing 

— Large numbers of people can make betterdecisions about 
topics and products than a single person 

* Prediction markets: 

— Peer-to-peer betting markets on specific outcomes 
(elections, sales figures, designs for new products) 
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E-commerce: Business and Technology 


FACEBOOK: MANAGING YOUR PRIVACY FORTHEIR PROFIT 


Read thè Interactive Session and discuss thefollowing questions 


* What concepts in thè chapter are illustrated in this case? 

* Describe thè weaknesses of Facebook's privacy policies and 
features. What management, organization, and technology factors 
have contributed to those weaknesses? 

* List and describe some of thè options that Facebook managers 
have in balancing privacy and profitability. How can Facebook 
better safeguard user privacy? What would be thè impact on its 
profitability and business model? 

* Do you anticipate that Facebook will be successful in developing a 
business model that monetizes their site traffic? Why or why not? 
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E-commerce: Business and Technology 


* E-commerce marketing 

— Internet provides marketers with new ways of 
identifying and communicating with customers 

— Longtail marketing: Ability to reach a large 
audience inexpensively 

— Behavioral targeting: Tracking online behavior of 
individuals on thousands of Web sites 

— Advertising formats include search engine 
marketing, display ads, rich media, and e-mail 
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E-commerce: Business and Technology 

WEB SITE VISITOR TRACKING 


Click 1 


Click 6 




Click 2 





Click 3 il 





Click 4 

II 




Click 5 ! 


The shopper clicks on thè home page. The store can teli that thè 
shopper arrived from thè Yahoo! portai at 2:30 PM (which might 
help determine staffing for customer Service centers) and how 
long she lingered on thè home page (which might indicate 
trouble navigating thè site). 


The shopper clicks on blouses, clicks to select a woman’s white 
biouse, then clicks to view thè same item in pink. The shopper 
clicks to select this item in a size 10 in pink and clicks to place 
it in her shopping cart. This information can help thè store 
determine which sizes and colors are most popular. 


From thè shopping cart page, thè shopper clicks to dose thè 
browser to leave thè Web site without purchasing thè biouse. 
This action could indicate thè shopper changed her mind or that 
she had a problem with thè Web site’s checkout and payment 
process. Such behavior might signal that thè Web site was not 
well designed. 


FIGURE 10-3 E-commerce Web sites have tools to track a shopper's every step through an online store. Close 

examination of customer behavior at a Web site selling women's clothing shows what thè store might learn 
at each step and what actions it could take to increase sales. 
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E-commerce: Business and Technology 


WEBSITE 

PERSONALIZATION 

Firms can create unique 
personalized Web pages that 
display content or ads for 
Products or Services of special 
interest to individuai users, 
improving thè customer 
experience and creating 
additional value. 


FIGURE 10-4 


User 


Web 

site 


Based on your portfolio 
and recent market trends, here are 
some recommendations. 


Welcome back, Steve P. Munson. 
Check out these recommended 
titles: One Minute Manager 
Leading Change 
Results-Based Leadership 


Sarah, 

Here are thè items you want 
to bid on: Halogen reading lamp 
Portable reading lamp 
LED book reading lamp 
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E-commerce: Business and Technology 


HOWAN 
ADVERTISING 
NETWORK SUCH 
AS DOUBLECLICK 
WORKS 


Advertising networks 
have become 
controversial among 
privacy advocates 
because of their ability 
to track individuai 
consumers across thè 
Internet. 

FIGURE 10-5 


MERCHANT SITE 


ADVERTISING NETWORK 



Doubleclick follows consumer from 
site to site through use of Web bugs 


0 Consumer 
requests Web 
page from ad 
network 
member site 


▼ 


Q Merchant server connects 
to Doubleclick ad server 


0 Ad server selects 
and serves an 
appropriate 
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E-commerce: Business and Technology 


* Business-to-business e-commerce 
- Electronic data interchange(EDI) 

• Computer-to-computerexchange of standard 
transactions such as invoices, purchase orders 

• Major industries have EDI standards that define 
structure and information fields of electronic 
documentsfor that industry 

• More companies increasingly moving away from private 
networks to Internet for linking to other firms 

— E.g. Procurement: Businessescan now use Internet to locate 
most low-cost supplier, search online catalogs of supplier 
Products, negotiate with suppliers, place orders, etc. 


27 


© Pearson Education 2012 





Management Information Systems 

CHAPTER10: E-COMMERCE: DIGITAL MARKETS, DIGITAL GOODS 


E-commerce: Business and Technology 

ELECTRONIC DATA INTERCHANGE (EDI) 


Supplier 

Systems 


Shippìng data 


Payment data 


Production/inventory 
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,_j 


FIGURE 10-6 Companies use EDI to automate transactions for B2B e-commerce and continuous inventory replenishment. 

Suppliers can automatically send data about shipments to purchasing firms. The purchasing firms can use 
EDIto provide production and inventory requirements and payment data to suppliers. 
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E-commerce: Business and Technology 


* Business-to-business e-commerce (cont.) 

— Private industriai networks (private exchanges) 

• Large firm using extranet to link to its suppliers, 
distributors and other key business partners 

• Owned by buyer 

• Permits sharing of: 

- Product design and development 
— Marketing 

— Production scheduling and inventory management 

- Unstructuredcommunication (graphics and e-mail) 
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E-commerce: Business and Technology 


A PRIVATE 

INDUSTRIAL 

NETWORK 

A private industriai network, 
also known as a private 
exchange, links a firm to its 
suppliers, distributors, and 
other key business partners for 
efficient supply chain 
management and other 
collaborative commerce 
activities. 


FIGURE 10-7 
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E-commerce: Business and Technology 


• Business-to-business e-commerce (cont.) 

- Net marketplaces (e-hubs) 

• Single market for many buyers and sellers 

• Industry-owned or owned by independent intermediary 

• Generate revenue from transaction fees, other Services 

• Use prices establishedthrough negotiation, auction, 
RFQs, or fixed prices 

• May focus on direct or indirect goods 

• May be vertical or horizontal marketplaces 
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E-commerce: Business and Technology 


A NET 

MARKETPLACE 

Net marketplaces areonline 
marketplaces where multiple 
buyers can purchase from 
multiple sellers. 


FIGURE 10-8 
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E-commerce: Business and Technology 


• Business-to-business e-commerce (cont.) 

- Exchanges 

• Independently owned third-party Net marketplaces 

• Connect thousands of suppliers and buyers for spot 
purchasing 

• Typically provide vertical markets for direct goods for 
single industry (food, electronics) 

• Proliferated during early years of e-commerce; many 
have failed 

— Competitive bidding drove prices down and did not offer long- 
term relationships with buyers or Services to make lowering 
prices worthwhile 
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The Mobile Digital Platform and Mobile E-commerce 


• M-commerce 

-Although m-commerce represents small 
fraction of total e-commerce transactions, 
revenue has been steadily growing 

• Location-based Services 

• Banking and financial Services 

• Wireless advertising and retailing 

• Games and entertainment 
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The Mobile Digital Platform and Mobile E-commerce 

CONSOLIDATED MOBILE COMMERCE REVENUES 



FIGURE 10-9 Mobile e-commerce is thè fastestgrowing type of B2C e-commerce although it represents only a small 

part of all e-commerce in 2010. 
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Building an E-commerce Web Site 


* Assembling a team with thè skills required to 
make decisions about: 

— Technology 
— Site design 

— Social and information policies 

— Hardware, software, and telecommunications 
infrastructure 

• Customer s demands should drive thè site's 
technology and design 
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Building an E-commerce Web Site 


• Business decisions drive thè technology - not thè 
re verse 

- Business objectives 

• Capabilities thè site should have 

• E.g. executea transaction payment 

- Systemfunctionality 

• Technological capability to achieve this objective 

• E.g. a shopping cart or other payment System 

- Information requirements 

• E.g. secure credit card clearing, multiple payment 
options 
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Building an E-commerce Web Site 


* Alternatives in building thè Web site 

— Completely in-house 
— Mixed responsibility 

— Completely outsourced 

• Co-location 

* Web site budgets 

— Several thousand to millions / year 

- 50% of a budget is System maintenance and 
content creation 
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The Mobile Digital Platform and Mobile E-commerce 

CHOICES IN BUILDING AND HOSTING WEB SITES 


BUILDING THE SITE 


In-house 


In-house 


HOSTING 
THE SITE 


Outsource 


-1 

COMPLETELY IN-HOUSE I 

Build: In 
Host: In 



Outsource 


MIXED RESPONSIBILITY 
Build: Out 
Host: In 


COMPLETELY OUTSOURCED 

Build: Out 
Host: Out 


FIGURE 10-10 You have a number of alternatives to consider when building and hosting an e-commerce site. 
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The Mobile Digital Platform and Mobile E-commerce 


COMPONENTS OF A WEB SITE BUDGET 


System 
maintenance 
35 % 


Content design 
and development 
15 % 


Hardware 

10 % 



Software 

8 % 


System 
development 
22 % 


Telecommunications 

10 % 


FIGURE 10-11 
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Chapter 11 

MANAGING KNOWLEDGE 


VIDEO CASES 

Case 1: L'Oréal: Knowledge Management Using Microsoft SharePoint 
Case 2: IdeaScale Crowdsourcing: Where Ideas Come to Life 
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CHAPTER11: MANAGING KNOWLEDGE 


Learning Objectives 


* What is thè role of knowledge management and 
knowledge management programs in business? 

* What types of systems are used for enterprise-wide 
knowledge management and how do they provide 
value for businesses? 

• What are thè major types of knowledge work 
systems and how do they provide value for firms? 

• What are thè business benefits of using intelligent 
techniques for knowledge management? 
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P&G Moves from Paper to Pixels for Knowledge Management 


• Problem: Document-intensive research and development 
dependent on paper records 

• Solutions: Electronic document management System Stores 
research information digitally 

• eLab Notebook documentum management software creates 
PDFs, enables digitai signatures, embeds usage rights, 
enables digitai searching of library 

• Demonstrates IT's role in reducing cost by making 
organizational knowledge more easily available 

• lllustrates how an organization can become more efficient 
and profitable through content management 
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CHAPTER11: MANAGING KNOWLEDGE 


The Knowledge Management Landscape 


• Knowledge management systems among fastest 
growing areas of software investment 

• Information economy 

— 55% U.S. labor force: knowledge and information workers 

— 60% U.S. GDP from knowledge and information sectors 

* Substantial part of a firm's stock market value is 
related to intangible assets: knowledge, brands, 
reputations, and unique business processes 

* Well-executed knowledge-based projects can 
produce extraordinary ROI 
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The Knowledge Management Landscape 


* Important dimensions of knowledge 

- Knowledge is a firm asset 

• Intangible 

• Creation of knowledge from data, information, requires 
organizational resources 

• As it is shared, experiences network effects 

- Knowledge has differentforms 

• May be explicit (documented) or tacit (residing in minds) 

• Know-how, craft, skill 

• Howtofollow procedure 

• Knowing why things happen (causality) 
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The Knowledge Management Landscape 


* Important dimensions of knowledge (cont.) 

- Knowledge has a location 

• Cognitive event 

• Both social and individuai 

• "Sticky" (hard to move), situated (enmeshed in firm's 
culture), contextual (works only in certain situations) 

— Knowledge is situational 

• Conditional: Knowingwhen to apply procedure 

• Contextual: Knowing circumstancesto use certain tool 
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The Knowledge Management Landscape 


* To transform information into knowledge, firm must 
expend additional resources to discover patterns, 
rules, and contexts where knowledge works 

* Wisdom: 

— Collective and individuai experienceof applying knowledge 
to solve problems 

— Involves where, when, and howto apply knowledge 

* Knowing how to do things effectively and efficiently 
in ways others cannot duplicate is prime source of 
profit and competitive advantage 

— E.g., Having a unique build-to-order production System 
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The Knowledge Management Landscape 


* Organizational learning 

-Process in which organizations learn 

• Gain experience through collection of 
data, measurement, trial and errar, and 
feedback 

• Adjust behaviorto reflect experience 

-Create new business processes 

—Change patterns of management decision 
making 
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CHAPTER11: MANAGING KNOWLEDGE 


The Knowledge Management Landscape 


• Knowledge management: Set of business processes 
developed in an organization to create, store, 
transfer, and apply knowledge 

• Knowledge management value chain: 

- Each stage adds value to raw data and information as 
they are transformed into usable knowledge 

1. Knowledge acquisition 

2. Knowledge Storage 

3. Knowledge dissemination 

4. Knowledge application 
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CHAPTER11: MANAGING KNOWLEDGE 


The Knowledge Management Landscape 


* Knowledge management value chain 

1. Knowledge acquisition 

• Documenting tacit and explicit knowledge 

- Storing documents, reports, presentations, best 
practices 

- Unstructured documents (e.g., e-mails) 

— Developing online expert networks 

• Creating knowledge 

• Tracking data from TPS and external sources 
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The Knowledge Management Landscape 


* Knowledge management value chain (cont.) 

2. Knowledge Storage 

• Databases 

• Document management systems 

• Role of management: 

- Support development of planned knowledge Storage systems 

— Encourage development of corporate-wide schemasfor 
indexing documents 

— Reward employees for taking time to update and store 
documents properly 
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The Knowledge Management Landscape 


* Knowledge management value chain (cont.) 

3. Knowledge dissemination 

• Portals 

• Push e-mail reports 

• Search engines 

• Collaboration tools 

• A deluge of information? 

-Training programs, informai networks, and shared 
management experience help managers focus 
attention on important information 
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The Knowledge Management Landscape 


* Knowledge management value chain (cont.) 

4. Knowledge application 

• To provide return on investment, organizational 
knowledge must become systematic part of 
management decision making and become 
situated in decision-support systems 

— New business practices 

- New products and Services 

- New markets 
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The Knowledge Management Landscape 

THE KNOWLEDGE MANAGEMENT VALUE CHAIN 


Knowledge Business Value Chain 



Knowledge Management Systems 




Information System Activities 


Data and 

Acquire 

Store 

Disseminate 

Apply 

Information 

Knowledge discovery 

Document management 

Intranet portals 

Decision support 

Acquisition 

Data mining 

systems 

Push e-mail reports 

systems 

Collecting 

Neural networks 

Knowledge databases 

Search engines 

Enterprise 

Storing 

Disseminating 

Genetic algorithms 
Knowledge workstations 
Expert knowledge 
networks 

Expert systems 

Collaboration 

applications 


Management and Organizational Activities 

| Knowledge culture Organizational routines Training 

Communities of Organizational culture Informai networks 

Feedback practice Organizational 

m Personal networks culture 

Organizational 

practices/routines 


New IT-based business 
processes 
New products and 
Services 
New markets 


FIGURE 11-1 Knowledge management today involves both information systems activities and a host of enabling 

management and organizational activities. 
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CHAPTER11: MANAGING KNOWLEDGE 


The Knowledge Management Landscape 


• New organizational roles and responsibilities 

- Chief knowledge officer executives 

- Dedicated staff / knowledge managers 

- Communitiesof practice (COPs) 

• Informai social networks of professionals and 
employees within and outside firm who have similar 
work-related activities and interests 

• Activities include education, online newsletters, sharing 
experiences and techniques 

• Facilitate reuse of knowledge, discussion 

• Reduce learning curves of new employees 
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The Knowledge Management Landscape 


* 3 major types of knowledge management systems: 

1. Enterprise-wide knowledge management systems 

• General-purpose firm-wide efforts to collect, store, 
distribute, and apply digitai contentand knowledge 

2. Knowledge work systems (KWS) 

• Specialized systems built for engineers, scientists, other 
knowledge workers charged with discovering and 
creating new knowledge 

3. Intelligenttechniques 

• Diverse group of techniques such as data mining used 
for various goals: discovering knowledge, distilling 
knowledge, discovering optimal Solutions 
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The Knowledge Management Landscape 


MAJOR TYPES OF KNOWLEDGE MANAGEMENT SYSTEMS 



Enterprise-Wide Knowledge 
Management Systems 


Knowledge Work Systems 


Intelligent Techniques 


General-purpose, integrateci, 
fi rm wide efforts to collect, sto re, 
disseminate, and use digitai 
content and knowledge 

Enterprise content management System 
Collaboration tools 
Learning management systems 
Knowledge network systems 


Specialized workstations and 
systems that enabte sctentìsts, 
engineers, and other knowledge 
workers to create and discover 
new knowledge 

(CAD) 

3-D virtualization 
Virtual reality 
Investment workstations 


Tools for di scove ring pattern s 
and applying knowledge to 
discrete deci sio ns and knowledge 
domains 

Data mining 
Neural networks 
Export systems 
Case-based reasoning 
Fuzzy logie 
Genette algorithms 
Intelligent agents 


FIGURE 11-2 There are three major categories of knowledge management systems, and each can be broken down 

further into more specializedtypes of knowledge management systems. 
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CHAPTER11: MANAGING KNOWLEDGE 


Enterprise-Wide Knowledge Management Systems 


• Three major types of knowledge in enterprise 

1. Structured documents 

• Reports, presentations 

• Formai rules 

2. Semistructured documents 

• E-mails, videos 

3. Unstructured,tacit knowledge 

* 80% of an organization s business content is 
semistructured or unstructured 
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Enterprise-Wide Knowledge Management Systems 


* Enterprise content management systems 

-Help capture, sto re, retrieve, distribute, 
preserve 

• Documents, reports, best practices 

• Semistructured knowledge (e-mails) 

— Bring in external sources 

• Newsfeeds, research 

-Tools for communication and collaboration 
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Enterprise-Wide Knowledge Management Systems 


AN ENTERPRISE CONTENT MANAGEMENT SYSTEM 



Create/Capture 

Tag 

Store/Retrieve 

Manage/Review 

Distribute/Publish 



Unified repository 



• Reports/presentations 

• Best practices 

• Memos 

• Digital slides 

• E-mail 

• Graphics 

• Video 

• News feeds 


FIGURE 11-3 An enterprise content management System has capabilities forclassifying, organizing, and managing 

structured and semistructured knowledge and making itavailablethroughout thè enterprise. 
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CHAPTER11: MANAGING KNOWLEDGE 


Enterprise-Wide Knowledge Management Systems 


* Enterprise content management systems 

— Key problem - Developing taxonomy 

• Knowledge objects must be tagged with 
categories for retrieval 

— Digital asset management systems 

• Specialized content management systems for 
classifying, storing, managing unstructured 
digitai data 

• Photographs, graphics, video, audio 
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Enterprise-Wide Knowledge Management Systems 


* Knowledge network systems 

- Provide online directory of corporate experts in 
well-defined knowledge domains 

— Use communication technologies to make it easy 
for employees to find appropriate expert in a 
company 

— May systematize Solutions developed by experts 
and store them in knowledge database 

• Best-practices 

• Frequently asked questions (FAQ) repository 
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Enterprise-Wide Knowledge Management Systems 


AN ENTERPRISE 
KNOWLEDGE 
NETWORK SYSTEM 

A knowledge network maintainsa 
database of firm experts, as well as 
accepted Solutions to known problems, 
and then facilitates thè communication 
between employees looking for 
knowledge and experts who havethat 
knowledge. Solutions created in this 
communication are then added to a 
database of Solutions in thè form of 
FAQs, best practices, or other 
documents. 

FIGURE 11-4 
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Enterprise-Wide Knowledge Management Systems 


* Portai and collaboration technologies 

- Enterprise knowledge portals: Access to external 
and internai information 

• News feeds, research 

• Capabilities for e-mail, chat, videoconferencing, 
discussion 

- Use of consumer Web technologies 

• Blogs 

• Wikis 

• Social bookmarking 
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Enterprise-Wide Knowledge Management Systems 


* Learning management systems 

- Providetoolsfor management, delivery,tracking, 
and assessment of various types of employee 
learning and training 

- Support multiple modes of learning 

• CD-ROM, Web-based classes, online forums, live 
instruction, etc. 

- Automates selectionand administrationof courses 

- Assemblesand delivers learning content 

- Measures learning effectiveness 
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Knowledge Work Systems 


* Knowledge work systems 

— Systems for knowledge workers to help create new 
knowledge and integrate that knowledge into business 

* Knowledge workers 

— Researchers, designers, architects, scientists, engineers 
who create knowledge for thè organization 

— Three key roles: 

1. Keeping organization current in knowledge 

2. Serving as internai consultants regarding their areas of 
expertise 

3. Acting as change agents, evaluating, initiating, and 
promoting change projects 
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Knowledge Work Systems 


* Requirements of knowledge work systems 

— Substantial computing power for graphics, 
complex calculations 

— Powerful graphics and analytical tools 

— Communications and document management 

— Access to external databases 

— User-friendly interfaces 

— Optimized for tasks to be performed (design 
engineering, financial analysis) 
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Knowledge Work Systems 


REQUIREMENTSOF 
KNOWLEDGE WORK 
SYSTEMS 

Knowledge work systems 
requi re strong links to 
externaI knowledge bases 
in addition to specialized 
hardware and software. 

FIGURE 11-5 


Extemal 

knowledge 

base 


Hardware platform: knowledge workstation 


SOFTWARE 

Graphics -> Visualization 
Modeling -> Simulation 
Document management 
Communications 

1 


▼ 


User 

interface 
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CHAPTER11: MANAGING KNOWLEDGE 


Knowledge Work Systems 


* Examples of knowledge work systems 

- CAD (computer-aided design): 

• Creation of engineering or architectural designs 

- Virtual reality systems: 

• Simulate real-life environments 

• 3-D medicai modelingfor surgeons 

• Augmented reality (AR) systems 

• VRML 

- Investment workstations: 

• Streamline investment process and consolidate 
internai, external data for brokers, traders, portfolio 
managers 
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Knowledge Work Systems 


AUGMENTED REALITY: REALITY GETS BETTER 

Read thè Interactive Session and discuss thefollowing questions 

* What is thè difference between Virtual reality and 
augmented reality? 

* Why is augmented reality so appealing to 
marketers? 

* What makes augmented reality useful for reai 
estate shopping applications? 

* Suggest some other knowledge work applications 
for augmented reality 
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Intelligent Techniques 


* Intelligent techniques: Used to capture individuai 
and collective knowledge and to extend knowledge 
base 

— To capture tacit knowledge: Expert systems, case-based 
reasoning, fuzzy logie 

— Knowledge discovery: Neural networksand data mining 

— Generating Solutions to complex problems: Genetic 
algorithms 

— Automating tasks: Intelligent agents 

* Artificial intelligence (Al) technology: 

— Computer-based systems that emulate human behavior 
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Intelligent Techniques 


• Expert systems: 

- Capture tacit knowledge in very specific and limited 
domain of human expertise 

- Capture knowledge of skilled employees as set of 
rules in software System that can be used by others 
in organization 

- Typically perforiti limited tasks that may take a few 
minutes or hours, e.g.: 

• Diagnosing malfunctioning machine 

• Determining whether to grant credit for loan 

- Used for discrete, highly structured decision-making 
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Intelligent Techniques 


RULESIN AN 
EXPERT SYSTEM 

An expert System contains 
a number of rules to be 
followed. The rules are 
interconnected; thè 
number of outcomes is 
known in advance and is 
limited; there are multiple 
paths to thè same 
outcome; and thè System 
can consider multiple rules 
at a single time. The rules 
illustrated are for simple 
credit-granting expert 
systems. 

FIGURE 11-6 


A ~> B 

If INC > 50,000 
Ask about car 
payments 
Else EXIT 


B ~> C 

If car payment < 10% of income 
Ask about mortgage payment 
Else EXIT 


C --> D 

If mortgage payment < 20% of 

income 

Grant credit 

Else EXIT 



D --> E 

If D, ask about 
years employed 


E ~> F 

If years > = 4 
Grant 10,000 line 
Else do G 



1 G --> H 1 

H ~> F 

If years < 4 

If other debt < 5% of income 

Ask about H 1 

Do F 

other debt 

Else do 1 
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Intelligent Techniques 


• How expert systems work 

- Knowledge base: Set of hundreds or thousands of 
rules 

- Inference erigine: Strategy used to search knowledge 
base 

• Forward chaining: Inference engine begins with 
information entered by user and searches knowledge 
base to arrive at conclusion 

* Backward chaining: Begins with hypothesis and asks 
user questions until hypothesis is confirmed or 
disproved 
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Intelligent Techniques 

INFERENCE ENGINES IN EXPERT SYSTEMS 


Income Rules 


If INC >$100,000 
then lite ins 


If INC > $50,000 and 
$100,000 then term ins 


Reai Estate Rules 


If REstate 

then further 
contact 





If REstate > $1,000,000 
then send FinAdv 



If sales rep or term ins 
or FinAdv 

then search dbase 




FIGURE 11-7 An inference engine works by searchingthrough thè rules and "firing" those rules that aretriggered byfacts 

gathered and entered by thè user. Basically, a collection of rules is similarto a series of nested IF statements 
in a traditional software program; however, thè magnitude of thè statements and degree of nesting are 
much greater in an expert System. 
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Intelligent Techniques 


* Successful expert systems 

— Con-Way Transportation built expert System to automate 
and optimize planning of overnight shipment routes for 
nationwide freight-trucking business 

* Most expert systems deal with problems of 
classification 

— Have relatively few alternative outcomes 
— Possible outcomes are known in advance 

* Many expert systems require large lengthy, and 
expensive development and maintenance efforts 

— Hiring or training more experts may be less expensive 
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Intelligent Techniques 


• Case-based reasoning (CBR) 

- Descriptions of past experiences of human specialists (cases), 
stored in knowledge base 

- System searches for cases with problem characteristics similar 
to new one, finds closest fit, and applies Solutions of old case 
to new case 

- Successful and unsuccessful applications are grouped with case 

- Stores organizational intelligence: Knowledge base is 
continuously expanded and refined by users 

- CBR found in 

• Medicai diagnostic systems 

• Customer support 
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Intelligent Techniques 


HOW CASE-BASED 
REASONING WORKS 

Case-based reasoning represents 
knowledge as a database of past 
cases and their Solutions. The 
System uses a six-step process to 
generate Solutions to new problems 
encountered by thè user. 

FIGURE 11-8 


User describes 
thè problem 


System searches 
2. database for similar 

cases 



Case 

database 


3. 


System asks user 
additional questions 
to narrow search 



4. 



6 . 

System modifies thè 
solution to better fit 
thè problem 


System finds closest 
fit and retrieves 
solution 


System Stores 
problem and 
successful solution 
in thè database 


NO 



YES 
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Intelligent Techniques 


• Fuzzy logie systems 

— Rule-based technology that represents imprecision used 
in linguistic categories (e.g., "cold," "cool") that represent 
range of values 

— Describe a particular phenomenon or process 

linguistically and then represent that description in a 
small number of flexible rules 

— Provides Solutions to problems requiring expertise that is 
difficult to represent with IF-THEN rules 

• Autofocus in carri e ras 

• Detecting possible medicai fraud 

• Sendai's subway System acceleration Controls 
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Intelligent Techniques 

FUZZY LOGIC FOR TEMPERATURE CONTROL 


Noriri 



Temperature 


FIGURE 11-9 The membership functions forthe input called temperature are in thè logie of thè thermostat to control thè 

room temperature. Membership functions help translate linguistic expressions such as warm into numbers 
thatthe computer can manipulate. 
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Intelligent Techniques 


• Neural networks 

- Find patterns and relationships in massive amounts of data too 
complicated for humans to analyze 

- "Learn" patterns by searching for relationships, building 
models, and correcting over and over again 

- Humans "train" network by feeding it data inputs for which 
outputsare known, to help neural network learn solution by 
example 

- Used in medicine, Science, and business for problems in 
pattern classification, prediction, financial analysis, and control 
and optimization 

- Machine learning: Related Al technology allowing computers to 
learn by extracting information using computation and statistica! 
methods 
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Intelligent Techniques 


ALBASSAMI'S JOB IS NOT FEASIBLE WITHOUT I.T. 

Read thè Interactive Session and discuss thefollowing questions 

• Describe thè System that Albassami uses to ship 
clients' cars . 

• What kind of valuable information does thè System 
provide? 

• How did implementing thè Shipping Information 
System address thè needs of Albassami? 
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Intelligent Techniques 

HOW A NEURAL NETWORK WORKS 


Data 

• Age 

• Income 

• Purchase 
history 

• Frequency of 
purchases 

• Average 
purchase 
size 


Input Layer 


Hidden Layer 


Output Layer 



Results 

Valid 

purchase 


Fraudulent 

purchase 


FIGURE 11-10 A neural network uses rules it "learns" from patterns in data to construct a hidden layerof logie. The hidden 

layerthen processes inputs, classifying them based on thè experience of thè model. In this example, thè 
neural network has been trained to distinguish between valid and fraudulent credit card purchases 
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Intelligent Techniques 


* Genetic algorithms 

— Useful for finding optimal solution for specific problem by 
examining very large number of possible Solutions for 
that problem 

— Conceptually based on process of evolution 

• Search among solution variables by changing and 
reorganizing component parts using processes such as 
inheritance, mutation, and selection 

— Used in optimization problems (minimization of costs, 
efficient scheduling, optimal jet engine design) in which 
hundreds or thousands of variables exist 

— Able to evaluate many solution alternatives quickly 
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Intelligent Techniques 

THE COMPONENTS OF A GENETIC ALGORITHM 



A population of 
chromosomes 


1 

2 

3 

4 

5 


Length 

Width 

Long 

Wide 

Short 

Narrow 

Long 

Narrow 

Short 

Medium 

Long 

Medium 


Decoding of 
chromosomes 


Weight 

Fitness 

Light 

55 

Heavy 

49 

Heavy 

36 

Light 

61 

Very light 

74 


Evaiuation of 
chromosomes 


FIGURE 11-11 This example illustrates an initial population of "chromosomes," each representing a different solution. The 

genetic algorithm uses an iterative process to refine thè initial Solutions so that thè better ones, those with 
thè higher fitness, are more likelyto emerge asthe best solution. 
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Intelligent Techniques 


* Hybrid Al systems 

-Genetic algorithms, fuzzy logie, neural 
networks, and expert systems integrated 
into single application to take advantage 
of best features of each 

- E.g., Matsushita "neurofuzzy" washing 
machine that combines fuzzy logie with 
neural networks 


46 


© Pearson Education 2012 







w 


Management Information Systems 

CHAPTER11: MANAGING KNOWLEDGE 


Intelligent Techniques 


* Intelligent agents 

- Work in background to carry out specific, repetitive, 
and predictabletasksfor user, process, or application 

- Use limited built-in or learned knowledge base to 
accomplish tasks or make decisionson user's behalf 

• Deleting junke-mail 

• Finding cheapestairfare 

- Agent-based modeling application: 

• Systems ofautonomous agents 

• Model behavior of consumers, stock markets, and 
supply chains; used to predict spread of epidemics 
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Intelligent Techniques 

INTELLIGENT AGENTS IN P&G'S SUPPLY CHAIN NETWORK 


Supplier 



Distributor 


1. Software agents 
schedule deliveries 
from suppliers. If a 
supplier can't deliver 
on time, agents 
negotiate with other 
suppliers to create an 
alternative delivery 
schedule. 


Production 

facility 


Retail 

store 



Retail 

store 


3. Software agents schedule 
shipments from distributors 
to retailers, giving priority to 
retailers whose inventories are 
low. If a shipment to a retailer 
is delayed, agents find an 
alternative trucker. 


2. Software agents collect real-time 
sales data on each P&G product 
from multiple retail Stores. They 
relay thè data to P&G production 
for replenishing orders and to sales 
and marketing for trend analysis. 


FIGURE 11-12 Intelligent agents are helping P&G shorten thè replenishment cycles for products, such as a box of Tide. 
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Chapter 12 

ENHANCING DECISION MAKING 


VIDEO CASES 

Case 1: Antivia: Community-based Collaborative Business Intelligence 
Case 2: IBM and Cognos: Business Intelligence and Analyticsfor Improved Decision 
Making 




Management Information Systems 

CHAPTER12: ENHANCING DECISION MAKING 


Learning Objectives 


• What are thè different types of decisions and how does thè 
decision-making process work? 

• How do information systems support thè activities of 
managers and management decision making? 

• How do business intelligence and business analytics support 
decision making? 

• How do different decision-making constituencies in an 
organization use business intelligence? 

• What is thè role of information systems in helping people 
working in a group make decisions more efficiently? 
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CHAPTER12: ENHANCING DECISION MAKING 


What to Sell? What Price to Charge? Ask thè Data 


• Problem: Chain retailers such as Starbucks Duane 
Reade need to determine what products will sell at 
what prices at different locations 

* Solutions: Business analytics software to analyze 
patterns in sales data, create pricing profiles and 
buyer profiles for different regions, locales, even 
times of day 

• Demonstrates thè use of business intelligence and 
analysis systems to improve sales and profits 

* lllustrates how information systems improve 
decision making 
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CHAPTER12: ENHANCING DECISION MAKING 


Decision Making and Information Systems 


* Business value of improved decision making 

- Improving hundreds of thousands of "small" decisions 
adds up to large annual value for thè business 

* Types of decisions: 

- Unstructured: Decision maker must provide 
judgment, evaluation, and insight to solve problem 

- Structured: Repetitive and routine; involve definite 
procedure for handling so they do not have to be 
treated each time as new 

- Semistructured: Only part of problem has clear-cut 
answer provided by accepted procedure 
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CHAPTER12: ENHANCING DECISION MAKING 


Decision Making and Information Systems 


* Senior managers: 

— Make many unstructured decisions 
— E.g. Should we enter a new market? 

* Middle managers: 

— Make more structured decisions but these may include 
unstructured components 

— E.g. Why is order fulfillment report showing decline in 
Minneapolis? 

* Operational managers, rank and file employees 

— Make more structured decisions 
— E.g. Does customer meet criteria for credit? 
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Decision Making and Information Systems 


INFORMATION REQUIREMENTSOF KEY DECISION-MAKING GROUPS IN A FIRM 


Decision Characteristics 


Unstructured 


Senior 

Management 


Semistructured 


Middle Management 


Structured 


Operational Management 
Individuai Employees and Teams 


Examples of Decisions 


Decide entrance or exit 
from markets 
Approve capitai budget 
Decide long-term goals 

Design a marketing pian 
Develop a departmental 
budget 

Design a new corporate 
Web site 


Determine overtime 
eligibility 

Restock inventory 
Offer credit to customers 
Determine special offers 
to customers 


FIGURE 12-1 Senior managers, middle managers, operational managers, and employees have differenttypes of decisions 

and information requirements. 
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CHAPTER12: ENHANCING DECISION MAKING 


Decision Making and Information Systems 


• The 4 stages of thè decision making process 

1. Intelligence 

• Discovering, identifying, and understandingthe 
problems occurring in thè organization 

2. Design 

• Identifying and exploring Solutions to thè problem 

3. Choice 

• Choosing among solution alternatives 

4. Implementation 

• Making chosen alternative work and continuing to 
monitor how well solution is working 
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Decision Making and Information Systems 


STAGES IN DECISION 
MAKING 

The decision-making process is 
broken down intofour stages. 

FIGURE 12-2 
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CHAPTER12: ENHANCING DECISION MAKING 


Decision Making and Information Systems 


• Information systems can only assist in some of thè 
roles played by managers 

• Classical model of management: 5 functions 

- Planning, organizing, coordinating, deciding, and 
controlling 

• More contemporary behavioral models 

- Actual behavior of managers appears to be less 
systematic, more informai, less reflective, more 
reactive, and less well organized than in classical 
model 
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Decision Making and Information Systems 


* Mintzberg s 10 managerial roles 

- Interpersonal roles 

1. Figurehead 

2. Leader 

3. Liaison 

- Informational roles 

4. Nerve center 

5. Disseminator 

6. Spokesperson 

- Decisional roles 

7. Entrepreneur 

8. Disturbance handler 

9. Resource allocator 

10. Negotiator 
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Decision Making and Information Systems 


• Three main reasons why investments in information 
technology do not always produce positive results 

1. Information quality 

• High-quality decisions require high-quality information 

2. Management filters 

• Managers have selective attention and have variety of 
biases that reject information that does not conform to 
prior conceptions 

3. Organizational inertia and politics 

• Strong forces within organizations resist making 
decisions calling for major change 
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Decision Making and Information Systems 


• High velocity automated decision making 

- Made possiblethrough computer algorithms 
preciselydefiningstepsfor a highly structured 
decision 

- Humans taken out of decision 

- E.g. High-speedcomputertrading programs 

• Trades executed in 30 milliseconds 

• Responsible for "Flash Crash" of 2010 

- Require safeguards to ensure proper operation and 
regulation 
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CHAPTER12: ENHANCING DECISION MAKING 


Business Intelligence in thè Enterprise 


* Business intelligence 

- Infrastructure for coNecting,storing,analyzingdata 
produced by business 

- Databases, data warehouses, data marts 

* Business analytics 

- Tools and techniquesfor analyzingdata 

- OLAP, statistics, models, data mining 

* Business intelligence vendors 

- Create business intelligence and analytics purchased 
by firms 
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Business Intelligence in thè Enterprise 


* Six elements in thè business intelligence 
environment 

1. Data from thè business environment 

2. Business intelligence infrastructure 

3. Business analytics toolset 

4. Managerial users and methods 

5. Delivery platform - MIS, DSS, ESS 

6. User interface 
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CHAPTER 12: ENHANCING DECISION MAKING 


Business Intelligence in thè Enterprise 

BUSINESS INTELLIGENCE AND ANALYTICS FOR DECISION SUPPORT 



Business Intelligence 
Infrastructure 




Data from 
Business 

Environment 

w 

Databases 

Data Warehouses 

Business Analytics 
Tool set 



Cali centers 

Data Marts 

S tatistical models 

Managerial Users and 
Methods 

Web site 

Mobile devices 

Blogs 


Data minino 




OLAP 

Production reports 

Business strategy 
Performance management 

Stores 



Balanced scorecard 

Suppliers 

Government 

User Interface 

R eports 

Platform 

Forecasts 


em ployees 

Dashboards 

Se orecards 

MIS 




Desktop ^- 

DSS 

^_ j 


Mobile 

/ 




Web portai 

Social media 

EIS 




Business intelligence and analytics requires a strong database foundation, a set of analytic tools, and an 
involved management team that can ask intelligent questions and analyze data. 
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Business Intelligence in thè Enterprise 


* Business intelligence and analytics capabilities 

- Goal is to deliver accurate real-time information to 
decision-makers 

- Mainfunctionalitiesof Bl systems 

1. Production reports 

2. Parameterized reports 

3. Dashboards/scorecards 

4. Ad hoc query/search/report creation 

5. Drill down 

6. Forecasts,scenarios, models 
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Business Intelligence in thè Enterprise 


• Business intelligence users 

- 80% are casual users relyingon production reports 

- Senior executives 

• Use monitoring functionalities 

- Middle managers and analysts 

• Ad-hocanalysis 

- Operational employees 

• Prepackaged reports 

• E.g. sales forecasts, customersatisfaction, loyalty and 
attrition, supply chain backlog, employee productivity 
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Business Intelligence in thè Enterprise 

BUSINESS INTELLIGENCE USERS 


Power Users: 

Producers 

(20% of employees) 

IT developers 


Super users 


Business analysts 


Artalytical modelers 


Capabilities 


Production Reports 


Parameterized Reports 


Dashboards/Scorecards 


Ad hoc queries; Drilli down 
Search/OLAP 


Forecasts; What if 
Analysis; statistica! models 


Casual Users: 

Consumers 

(80% of employees) 

Customers/Suppliers 
Operational employees 

Senior managers 

Managers/Staff 

Business analysts 


FIGURE 12-4 Casual users are consumers of Bl output, while intense power users are thè producers of reports, new 

analyses, models, and forecasts. 
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CHAPTER12: ENHANCING DECISION MAKING 


Business Intelligence in thè Enterprise 


* Examples of Bl applications 

- Predictiveanalytics 

• Use patterns in data to predict future behavior 

• E.g. Credit card companies use predictive analytics to 
determine customers at risk for leaving 

- Data visualization 

• Help users see patterns and relationships that would be 
difficult to see in text lists 

- Geographic information systems (GIS) 

• Ties location-related data to maps 
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Business Intelligence in thè Enterprise 


* Management strategies for developing Bl and BA 
capabilities 

- Two main strategies 

1. One-stop integrateci solution 

- Hardware firms sell software that run optimally on their 
hardware 

- Makes firm dependent on single vendor - switching costs 

2. Multiple best-of-breed solution 

- Greater flexibility and independence 

- Potential difficulties in integration 
— Must deal with multiple vendors 
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Business Intelligence in thè Enterprise 


DATA-DRIVEN SCHOOLS 

Read thè Interactive Session and discuss thefollowing questions 

• Identify and describe thè problem discussed in thè case. 

• How do business intelligence systems provide a solution to 
this problem? What are thè inputs and outputs of these 
systems? 

• What management, organization, and technology issues 
must be addressed by this solution? 

• How successful is this solution? Explain your answer. 

• Should all school districts use such a data-driven approach to 
education? Why or why not? 
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Business Intelligence Constituencies 


* Operational and middle managers 

— Monitor day to day business performance 
— Make fairly structured decisions 

- Use MIS 

* "Super user" and business analysts 

- Use more sophisticated analysis 
— Create customized reports 

- Use DSS 
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Business Intelligence Constituencies 


9 Decision support systems 

- Use mathematica! or analytical models 

- Allow varied types of analysis 

• "What-if" analysis 

• Sensitivity analysis 

• Backward sensitivity analysis 

• Multidimensional analysis / OLAP 

— E. g. pivot tables 
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Business Intelligence Constituencies 

SENSITIVITY ANALYSIS 


Total fixed costs 

19000 






Variable cost per unit 

Average sales price 

3 






Contribution margin 

14 






Break-even point 

1357 









Variable Cost per Unit 



Sales 

1357 

2 

3 

4 

5 

6 

Price 

1 A. 

1583 

1727 

1900 

2111 

2375 


1 

1462 

1583 

1727 

1900 

2111 


16 

1357 

1462 

1583 

1727 

1900 


§ 

1267 

1357 

1462 

1583 

1727 


• 0 

1188 

1267 

1357 

1462 

1583 


FIGURE 12-5 This table displays thè results of a sensitivity analysis of thè effect of changing thè sales price of a necktie 

and thè cost per unit on thè product's break-even point. It answers thè question, "What happens to thè 
break-even point ifthe sales price and thè costto make each unit increases or decreases?" 
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Business Intelligence Constituencies 


A PIVOT TABLE THAT 
EXAMINES CUSTOMER 
REGIONAL 
DISTRIBUTION AND 
ADVERTISING SOURCE 


In this pivot table, we 
are able to examine 
where an online 
training company's 
customers come from 

in terms of region and 
advertising source. 

FIGURE 12-6 
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CHAPTER12: ENHANCING DECISION MAKING 


Business Intelligence Constituencies 


* Decision-support for senior management 

- Help executivesfocus on important performance 
information 

- Balanced scorecard method: 

• Measures outcomes on four dimensions: 

1. Financial 

2. Business process 

3. Customer 

4. Learning & growth 

• Key performance indicators (KPIs) measure each 
dimension 
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Business Intelligence Constituencies 


THE BALANCED 

SCORECARD 

FRAMEWORK 


In thè balanced 
scorecard framework, 
thè firm's strategie 
objectives are 
operationalized along 
four dimensions: 
financial, business 
process, customer, and 
learning and growth. 
Each dimension is 
measured using several 
KPIs. 


FIGURE 12-7 


Financial 

• Cash flow 

• Return on investment 

• Financial result 

• Return on capitai employed 

• Return on equity 


Customers 

• Delivery performance 

• Quality performance 

• Customer satisfaction 

• Customer loyalty 

• Customer retention 


Learning and Growth 

• Investment rate 

• lllness rate 

• Internai promotions % 

• Employee turnover 

• Gender ratios 


Firm Strategy 
and 

Objectives 


Business Processes 

• Number of activities 

• Process execution time 

• Accident ratios 

• Resource efficiency 

• Equipment downtime 
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Business Intelligence Constituencies 


• Decision-support for senior management (cont.) 

— Business performance management (BPM) 

• Translates firm's strategies (e.g. differentiation, low- 
cost producer, scope of operation) into operational 
targets 

• KPIs developed to measure progress towards targets 

— Data for ESS 

• Internai data from enterprise applications 

• External data such as financial market databases 

• Drill-down capabilities 
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Business Intelligence Constituencies 


PI LOTI NG VALERO WITH REAL-TIME MANAGEMENT 

Read thè Interactive Session and discuss thè following questions 


• What management, organization, and technology issues had to be 
addressed when developing Valero's dashboard? 

• What measures of performance do thè dashboards display? Give 
examples of several management decisions that would benefit 
from thè information provided by Valero's dashboards. 

• What kinds of information systems are required by Valero to 
maintain and operate its refining dashboard? 

• How effective are Valero's dashboards in helping management 
pilot thè company? Explain your answer. 

• Should Valero develop a dashboard to measure thè many factors 
in its environmentthat it does not control? Why or why not? 
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Business Intelligence Constituencies 


* Group Decision Support Systems (GDSS) 

— Interactive System to facilitate solution of unstructured 
problems by group 

— Specialized hardware and software; typically used in 
conference rooms 

• Overhead projectors, display screens 

• Software to collect, rank, edit participant ideas and responses 

• May require facilitator and staff 

— Enables increasing meeting size and increasing 
productivity 

— Promotes collaborative atmosphere, guaranteeing 
anonymity 

— Uses structured methods to organize and evaluate ideas 
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Chapter 13 

BUILDING INFORMATION SYSTEMS 


VIDEO CASES 

Case 1: IBM: Business Process Management in a Service-Oriented Architecture 
and Managing Projects 

Case 2: Rapid Application Development With Appcelerator 

Instructional Video 1: Salesforce and Google: Developing Sales Support Systems with 
Online Apps 
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CHAPTER13: BUILDING INFORMATION SYSTEMS 


Learning Objectives 


• How does building new systems produce 
organizational change? 

• What are thè core activities in thè systems 
development process? 

• What are thè principal methodologies for modeling 
and designing systems? 

• What are thè alternative methods for building 
information systems? 

• What are new approaches for System building in thè 
digitai firm era? 
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CHAPTER13: BUILDING INFORMATION SYSTEMS 


CIMB Group Redesigns Its Account Opening Process 


• Problem: Financial Services provider CIMB group 
wanted to improve efficiency in business processes, 
specifically process of opening accounts at branch 

* Solutions: ARIS BPM tool used to identify 25 areas 
for improving efficiency. Utilized Malaysia's 
government ID smart card to automate inputting 
customer data, reducing time spent by 50% 

• Demonstrates thè use of information systems to 
streamline and redesign business processes 

* lllustrates first key step in building new System - 
analysis 
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CHAPTER13: BUILDING INFORMATION SYSTEMS 


Systems as Planned Organizational Change 


* Structural organizational changes enabled by IT 

1. Automation 

• Increases efficiency 

• Replaces manual tasks 

2. Rationalization of procedures 

• Streamlines standard operating procedures 

• Often found in programs for making continuous 
quality improvements 

- Total quality management (TQM) 

- Six sigma 
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Systems as Planned Organizational Change 


* Structural organizational changes enabled by IT 

3. Business process redesign 

• Analyze, simplify, and redesign business 
processes 

• Reorganize workflow, combine steps, eliminate 
repetition 

4. Paradigm shifts 

• Rethink nature of business 

• Define new business model 

• Change nature of organization 
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Systems as Planned Organizational Change 


ORGANIZATIONAL 
CHANGE CARRIES 
RISKS AND 
REWARDS 

The most common forms of 
organizational change are 
automation and rationalization. 
These relatively slow-moving 
and slow-changing strategies 
present modest returns but 
little risk. Fasterand more 
comprehensive change—such 
as redesign and paradigm 
shifts—carries high rewards 
but offers substantial chances 
of fai Iure. 

FIGURE 13-1 
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CHAPTER13: BUILDING INFORMATION SYSTEMS 


Systems as Planned Organizational Change 


• Business process management (BPM) 

- Variety of tools, methodologiesto analyze, design, 
optimize processes 

- Used by firms to manage business process redesign 

* Steps in BPM 

1. Identify processes for change 

2. Analyze existing processes 

3. Design thè new process 

4. Implement thè new process 

5. Continuousmeasurement 
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Systems as Planned Organizational Change 


AS-IS BUSINESS PROCESS FOR PURCHASING A BOOK FROM A PHYSICAL BOOKSTORE 
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book 


Take book 
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Go to 
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No 
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Return to 
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Purchase 

book 


No 


Yes 
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about ordering 


Able to 
order? 


Take book 
ho me 
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order 
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book 
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FIGURE 13-2 


Purchasing a book from a physical bookstore requires many steps to be performed by both thè seller and 
thè customer. 
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CHAPTER 13: BUILDING INFORMATION SYSTEMS 


Systems as Planned Organizational Change 

REDESIGNED PROCESS FOR PURCHASING A BOOK ONLINE 



FIGURE 13-3 Using Internet technology makes it possible to redesign thè process for purchasing a hook sothat it requires 

fewer steps and consumes fewer resources. 
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CHAPTER13: BUILDING INFORMATION SYSTEMS 


Systems as Planned Organizational Change 


• Variety of tools for BPM, to 

— Identify and document existing processes 

• Identify inefficiencies 

— Create models of improved processes 

— Capture and enforce business rules for performing 
processes 

— Integrate existing systems to support process 
improvements 

— Verify that new processes bave improved 

— Measure impact of process changes on key business 
performance indicators 
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Systems as Planned Organizational Change 


CAN BUSINESS PROCESS MANAGEMENT MAKE A DIFFERENCE? 

Read thè Interactive Session and discuss thefollowing questions 

• Why are large companies such as AmerisourceBergen and 
Diebold good candidates for business process management? 

• What were thè business benefits for each company from 
redesigning and managing their business processes? 

• How did BPM change thè way these companies ran their 
businesses? 

• What might be some of thè problems with extending BPM 
software across a large number of business processes? 

• What companies stand to gain thè most by implementing 
BPM? 
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CHAPTER13: BUILDING INFORMATION SYSTEMS 


OverView of Systems Development 


* Systems development: 

- Activitiesthat go into producingan information 
System solution to an organizational problem or 
opportunity 

1. Systems analysis 

2. Systems design 

3. Programming 

4. Testing 

5. Conversion 

6. Production and maintenance 
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OverView of Systems Development 


THE SYSTEMS 

DEVELOPMENT 

PROCESS 

Building a System can be 
broken down intosixcore 
activities. 

FIGURE 13-4 
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CHAPTER13: BUILDING INFORMATION SYSTEMS 


OverView of Systems Development 


* Systems analysis 

- Analysis of problem to be solved by new System 

• Defining thè problem and identifying causes 

• Specifying Solutions 

- Systems proposai report identifies and examines alternative 
Solutions 

• Identifying information requirements 

- Includesfeasibilitystudy 

• Is solution feasible and good investment? 

• Is required technology, skill available? 
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OverView of Systems Development 


* System analysis (cont.) 

— Establishing information requirements 

• Who needs what information, where, when, 
and how 

• Define objectives of new/modified System 

• Detail thè functions new System must perform 

— Faulty requirements analysis is leading cause of 
systems failure and high systems development 
cost 
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OverView of Systems Development 


• Systems design 

- Describes System specificationsthat will deliver 
functions identified during systems analysis 

- Should address all managerial, organizational and 
technological components of System solution 

- Role of end users 

• User information requirements drive System building 

• Users must have sufficient control over design process to 
ensure System reflects their business priorities and 
information needs 

• Insufficient user involvement in design effort is major cause 
of System failure 
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OverView of Systems Development 


OUTPUT 

PROCESSING 

DOCUMENTATION 

Medium 

Computations 

Operations documentation 

Content 

Program modules 

Systems documents 

Timing 

Required reports 

User documentation 

INPUT 

Timing ofoutputs 

CONVERSION 

Origins 

MANUAL PROCEDURES 

Transfer files 

Flow 

What activities 

Initiate new procedures 

Data entry 

Who performs them 

Select testing method 

USER INTERFACE 

When 

How 

Where 

Cut over to new System 

Simplicity 

TRAINING 

Efficiency 

Select training techniques 

Logic 

CONTROLS 

Develop training modules 

Feedback 

Input Controls (characters, limit, reasonableness) 

Identify training facilities 

Errors 

Processing Controls (consistency, record counts) 

ORGANIZATION AL CHANGES 

DATABASE DESIGN 

Output Controls (totals, samples of output) 

Task redesian 

Logicai data model 

Procedural Controls (passwords, special forms) 

Job redesign 

Volume and speed 

SECURITY 

Process design 

requi rements 

Access Controls 

Organization structure design 

File organization and 

Catastrophe plans 

Reporting relationships 

design 

Record specifications 

Audit trails 
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OverView of Systems Development 


• Programming: 

- System specificationsfrom design stage are 
translated into software program code 

• Testing 

- Ensures System produces right results 

- Unit testing: Tests each program in System separately 

- System testing: Test functioning of System as a whole 

- Acceptance testing: Makes sure System is ready to be 
used in production setting 

- Test pian: All preparations for series of tests 
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OverView of Systems Development 

A SAMPLE TEST PLAN TO TEST A RECORD CHANGE 


Procedure 

Address and Maintenance 
“Record Change Series” 

Test Series 2 


Prepared By: 

Date: 

Version: 



Test 

Ref. 

Condition 

T ested 

Special Requirements 

Expected 

Results 

Output 

On 

Next 

Screen 

2.0 

Change records 






2.1 

Change existing 
record 

Key field 


Not allowed 



2.2 

2.3 

2.4 

Change nonexistent 
record 

Change deleted 
record 

Make second 
record 

Other fields 

Deleted record must 
be available 

Change 2.1 above 

“Invalid key” 
message 

“Deleted” 

message 

OK if valid 

Transaction 

file 

V45 

2.5 

Insert record 



OK if valid 

Transaction 

file 

V45 

2.6 

Abort during 
change 

Abort 2.5 


No change 

Transaction 

file 

V45 


FIGURE 13-5 When developing a test pian, it is imperative to include thè various conditions to be tested, thè 

requirements for each condition tested, and thè expected results. Test plans require input from both end 
users and information systems specialists. 
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OverView of Systems Development 


* Conversion 

- Process of changing from old System to new System 

- Four mairi strategies 

1. Parallel strategy 

2. Direct cutover 

3. Pilotstudy 

4. Phased approach 

- Requires end-user training 

- Finalization of detailed documentation showing how 
System works from technical and end-user 
standpoint 
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OverView of Systems Development 


* Production and maintenance 

- System reviewed to determine if revisions needed 

- May include post-implementation audit document 

- Maintenance 

• Changesin hardware, software, documentation, or 
procedures to a production System to correct errors, 
meet new requirements, or improve processing 
efficiency 

— 20% debugging, emergency work 

— 20% changes to hardware, software, data, reporting 

— 60% of work: User enhancements, improving documentation, 
recoding for greater processing efficiency 
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OverView of Systems Development 


SUMMARYOF SYSTEMS DEVELOPMENT ACTIVITIES 

CORE ACTIVITY 

DESCRIPTION 

Systems analysis 

Identify problem(s) 

Specify Solutions 

Establish information requirements 

Systems design 

Create design specifications 

Programming 

Translate design specifications into 
code 

Testing 

Unit test 

Systems test 

Acceptance test 

Conversion 

Pian conversion 

Prepare documentation 

Train users and technical staff 

Production and 
maintenance 

Operate thè System 

Evaluate thè System 

Modify thè System 
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OverView of Systems Development 


* Most prominent methodologies for modeling and 
designing systems: 

1. Structured methodologies 

2. Object-Oriented development 

* Structured methodologies 

- Structured: Techniques are step-by-step, progressive 

- Process-oriented: Focusing on modeling processes 
or actions that manipulate data 

- Separate data from processes 
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OverView of Systems Development 


• Data flow diagram: 

— Primary tool for representing system's component 
processes and flow of data between them 

— Offers logicai graphic model of Information flow 

— High-level and lower-level diagrams can be used to break 
processes down into successive layers of detail 

• Data dictionary: Defines contents of data flows and data Stores 

• Process specifications: Describe transformation occurring 
within lowest level of data flow diagrams 

• Structure chart: Top-down chart, showing each level of design, 
relationshipto otherlevels, and place in overall design structure 
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OverView of Systems Development 


DATA FLOW DIAGRAM FOR MAIL-IN UNIVERSITY REGISTRATION SYSTEM 


Student 


Requested-courses 


Confirmation- 

letter 


3.0 


1.0 


Verify 

availability 


Open-courses 


L 


Accepted/ 

rejected- 

selections 


Course file 


2.0 


Enroll 

student 


Course- 

details 


Course-enrollment 


Student-details 


Student master file 


Confirm 
registration 


Registration 


FIGURE 13-6 The System has three processes: Verify availability (1.0), Enroll student (2.0), and Confirm registration (3.0). 

The name and content of each of thè data flows appear adjacentto eacharrow. There isone external entity 
in this System: thè student. There are two data Stores: thè student master file and thè course file. 
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OverView of Systems Development 

HIGH-LEVEL STRUCTURE CHART FOR A PAYROLL SYSTEM 



FIGURE 13-7 This structure chart shows thè highest or most abstract level of design for a payroll System, providing an 

overview of thè enti re System. 
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OverView of Systems Development 


* Object-Oriented development 

- Object is basic unit of systems analysis and design 

• Object: 

- Combines data and thè processes that operate on those data 

- Data encapsulated in object can be accessed and modified 
only by operations, or methods, associated with that object 

- Object-Oriented modeling based on concepts of class 
and inheritance 

• Objects belong to a certain class and have features of that 
class 

• May inherit structures and behaviors of a more generai, 
ancestor class 
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OverView of Systems Development 


CLASSANO 

INHERITANCE 

This figure illustrates how 
classes inheritthe common 
features of their superclass. 


FIGURE 13-8 
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OverView of Systems Development 


• Object-Oriented development 

- More iterative and incrementai than traditional 
structured development 

• Systemsanalysis: Interactions between System and users 
analyzed to identify objects 

• Design phase: Describes how objects will behave and 
interact; grouped into classes, subclasses and hierarchies 

• Implementation: Some classes may be reused from existing 
library of classes, others created or inherited 

- Because objects are reusable, object-oriented 
development can potentially reduce time and cost of 
development 
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OverView of Systems Development 


* Computer-aided software engineering (CASE) 

- Software tools to automate development and reduce 
repetitive work, including 

• Graphics facilities for producing charts and diagrams 

• Screen and report generators, reporting facilities 

• Analysis and checking tools 

• Data dictionaries 

• Code and documentation generators 

- Support iterative design by automating revisions and 
changesand providingprototypingfacilities 

- Require organizational discipline to be used effectively 
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Alternative Systems Building Approaches 


* Alternative Systems-Building Methods 

-Traditional systems life-cycle 
-Prototyping 
- End-user development 
-Application software packages 
-Outsourcing 
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Alternative Systems Building Approaches 


* Traditional systems lifecycle: 

- Oldestmethod for building information systems 

- Phased approach divides development into formai 
stages 

• Follows "waterfall" approach: Tasks in one stage finish 
before another stage begins 

- Maintainsformai division of labor between end users 
and information systems specialists 

- Emphasizes formai specificationsand paperwork 

- Stili used for building large complex systems 

- Can be costly,time-consuming, and inflexible 
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Alternative Systems Building Approaches 


• Prototyping 

- Buildingexperimental System rapidly and 
inexpensivelyfor end usersto evaluate 

- Prototype: Working but preliminary version of 
information System 

• Approved prototype serves as tempiate for final System 

- Steps in prototyping 

1. Identify user requirements 

2. Develop initial prototype 

3. Use prototype 

4. Revise and enhance prototype 
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Alternative Systems Building Approaches 


THE PROTOTYPING 
PROCESS 

The process of developing a prototype 
canòe broken down intofoursteps. 
Because a prototype can be developed 
quickly and inexpensively, systems 
builders cangothrough several 
iterations, repeating steps 3 and 4, to 
refine and enhance thè prototype before 
arriving atthe final operational one. 


FIGURE 13-9 


YES 




i 


Operational 

prototype 





Develop a 
working 
prototype 


T 


Use thè 
prototype 



Revise and 
enhance thè 
prototype 


Step 1 


Step 2 


Step 3 


Step 4 
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Alternative Systems Building Approaches 


* Advantages of prototyping 

- Useful if some uncertaintyin requirements or design 
Solutions 

- Often used for end-user interface design 

- More likely to fulfill end-user requirements 

* Disadvantages 

- May gloss over essential steps 

- May not accommodate large quantitiesof data or 
large number of users 

• May not undergo full testingor documentation 
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Alternative Systems Building Approaches 


• End-user development: 

- Uses fourth-generation languages to allow end-users 
to develop systems with little or no help from 
technical specialists 

- Fourth generation languages: Less procedural than 
conventional programming languages 

• PC software tools 

• Query languages 

• Report generators 

• Graphics languages 

• Application generators 

• Application software packages 

• Very high-level programming languages 
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Alternative Systems Building Approaches 


• End-user development (cont.): 

- Advantages: 

• More rapid completion of projects 

• High-level of user involvement and satisfaction 

- Disadvantages: 

• Not designed for processing-intensive applications 

• Inadequate management and control, testing, 
documentation 

• Loss of control over data 

- Managing end-user development 

• Require cost-justificationof end-user System projects 

• Establish hardware, software, and quality standards 
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Alternative Systems Building Approaches 


* Application software packages 

- Savetime and money 

- Many offer customizationfeatures: 

• Software can be modified to meet unique requirements without 
destroying integrity of package software 

- Evaluation criteria for systems analysis include: 

• Functions provided bythe package, flexibility, user friendliness, 
hardware and software resources, database requirements, 
installation and maintenance efforts, documentation, vendor 
quality, and cost 

- Requestfor Proposai (RFP) 

• Detailed list of questions submitted to packaged-software vendors 

• Used to evaluate alternative software packages 
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Alternative Systems Building Approaches 


* Outsourcing 

- Several types 

* Cloud and SaaS providers 

- Subscribing companies use software and computer hardware 
provided by vendors 

• External vendors 

- Hired to design, create software 

- Domestic outsourcing 

» Driven by firms need for additional skills, resources, 
assets 

- Offshore outsourcing 

» Driven by cost-savings 
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Alternative Systems Building Approaches 


* Outsourcing (cont.) 

— Advantages 

• Allows organization flexibility in IT needs 
- Disadvantages 

• Hidden costs, e.g. 

- Identifying and selecting vendor 
— Transitioning to vendor 

• Opening up proprietary business processes to 
third party 
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Alternative Systems Building Approaches 

TOTAL COST OF OFFSHORE OUTSOURCING 







iyr 


2. Transition costs 

3. Layoffs & retention 


4. Lost productivity/cultural issues 


5- 


6. Managing thè contract 



•IctiziiiL 


TSlM a1iaT*1ìì 




URCING 


3% 



6 % 


Outstanding 
Contract ($) 

'CO)bestcase 110,000,000 


Total cost of outsourcing (TCO) worst case 10,000,000 


tonai 
st ($) 

20,000 


200,000 

300,000 


300,000 


100,000 


600,000 


1,520,000 

Additional 
Cost ($) 

1,520,000 


5,700,000 


$ 10 , 000 , 000 

Worst Case 


2% 



27% 


10 % 


10 % 


Total Cost ($) 
11,520,000 


15,700,000 


Additional 
Cost ($) 

200,000 


300,000 

500,000 


2,700,000 


1,000,000 


1 , 000,000 


5,700,000 

Additional 

Cost 

15.2% 


57.0% 


FIGURE 13-10 If a firm spends $10 million on offshore outsourcing contracts, that company will actually spend 15.2 

percent in extra costs even under thè best-case scenario. In thè worst-case scenario, where there is a 
dramatic drop in productivity along with exceptionally high transition and layoff costs, a firm can expect to 
pay up to 57 percent in extra costs on top of thè $10 million outlay for an offshore contract. 
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Application Development for thè Digital Firm 


* Rapid application development (RAD) 

— Process of creating workable Systems in a very short 
period ottime 

— Utilizes techniques such as: 

• Visual programming and othertools for building 
graphical user interfaces 

• Iterative prototyping of key System elements 

• Automation of program code generation 

• Close teamwork among end users and information 
Systems specialists 
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Application Development for thè Digital Firm 


* Joint application design (JAD) 

— Used to accelerate generation of information 
requirements and to develop initial systems 
design 

— Brings end users and information systems 
specialists together in interactive session to 
discuss system's design 

— Can significantly speed up design phase and 
involve users at intense level 
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Application Development for thè Digital Firm 


* Agile development 

- Focuseson rapid delivery of working software by 
breaking large project into several small sub-projects 

- Subprojects 

• Treated as separate, complete projects 

• Completed in short periods ottime using iteration and 
continuous feedback 

- Emphasizes face-to-face communication over written 
documents, allowing collaboration and faster 
decision making 
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Application Development for thè Digital Firm 


• Component-based development 

- Groups of objects that provide software for common 
functions (e.g., online ordering) and can be combined to 
create large-scale business applications 

- Web Services 

• Reusable software components that use XML and open Internet 
standards (platform independent) 

• Enable applications to communicate with no custom 
programming required toshare data and Services 

• Can engagé other Web Services for more complex transactions 

• Using platform and device-independent standards can result in 
significant cost-savings and opportunities for collaboration with 
other companies 
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Chapter 14 

MANAGING PROJECTS 


VIDEO CASES 

Case 1 Mastering thè Hype Cycle: How to Adopt thè Right Innovation at thè Right Time 

Case 2: NASA: Project Management Challenges 

Instructional Video 1: Software Project Management in 15 Minutes 
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Learning Objectives 


• What are thè objectives of project management and why is 
it so essential in developing information systems? 

• What methods can be used for selecting and evaluating 
information systems projects and aligning them with thè 
firm's business goals? 

• How can firms assess thè business value of information 
systems projects? 

• What are thè principal risk factors in information systems 
projects? 

• What strategies are useful for managing project risk and 
System implementation? 
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"Opening Happiness ' with a New Project Management System 


• Problem: Coke Bottling's existing project 
management software unable to deliver needed 
reports projects running over budget, past schedule 

* Solutions: Microsoft Office Enterprise Project 
Management (EPM) Solution, integrated with existing 
network and software, to allow online, centralized 
project management 

• Demonstrates use of information systems and 
accurate data to manage projects effectively 

* lllustrates need for organizational and management 
change to ensure success of new technology 
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CHAPTER14: MANAGING PROJECTS 


The Importance of Project Management 


• Runaway projects and System failure 

• Runaway projects: 30% - 40% IT projects 

- Exceed schedule, budget 

- Fail to perforiti as specified 

• Types of System failure 

- Fail to capture essential business requirements 

- Fail to provide organizational benefits 

- Complicated, poorly organized user interface 

- Inaccurate or inconsistent data 
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The Importance of Project Management 

CONSEQUENCES OF POOR PROJECT MANAGEMENT 



Cost overruns 
Time slippage 

Technical shortfalls impairing performance 
Failure to obtain anticipateci benefits 


FIGURE 14-1 Without proper management, a Systems development project takes longer to complete and most often 

exceeds thè allocated budget. The resulting information System most likely is technically inferior and may 
not be ableto demonstrate any benefits to thè organization. 
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The Importance of Project Management 


* Project management 

- Activities include planning work, assessing risk, 
estimating resources required, organizingthe work, 
assigningtasks, controlling project execution, 
reporting progress, analyzing results 

- Five major variables 

1. Scope 

2. Time 

3. Cost 

4. Quality 

5. Risk 
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Selecting Projects 


* Management structure for information systems 
projects 

- Hierarchy in largefirms 

• Corporate strategie planning group 

- Responsible for firm's strategie pian 

• Information systems steering committee 

- Reviews and approves plans for systems in all divisions 

• Project management group 

- Responsible for overseeing specific projects 

• Project team 

- Responsible for individuai systems project 
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The Importance of Project Management 


MANAGEMENT 
CONTROL OF 
SYSTEMS PROJECTS 

Each level of management in 
thè hierarchy is responsible for 
specific aspects of systems 
projects, and this structure 
helps give priority to thè most 
important systems projects for 
thè organization. 


FIGURE 14-2 
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CHAPTER14: MANAGING PROJECTS 


Selecting Projects 


• Information systems pian: 

- Identifies systems projects that will deliver most 
business value, links developmentto business pian 

- Road map indicating direction of systems 
development, includes: 

• Purpose of pian 

• Strategie business pian rationale 

• Current systems/situation 

• New developmentsto consider 

• Management strategy 

• Implementation pian 

• Budget 
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Selecting Projects 


* In order to pian effectively, firms need to inventory 
and document existing software, hardware, systems 

* To develop effective information systems pian, 
organization must have clear understanding of both 
long-term and short-term information requirements 

* Strategie analysis or criticai success factors (CSF) 
approach 

- Sees information requirements as determined by a 
small numberof criticai success factors 

- Auto industry CSFs might include styling, quality, cost 
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Selecting Projects 


* Criticai success factors 

- Principal method: 

• Interviews with 3-4 top managers to identify goals and 
resulting CSFs 

• Personal CSFs aggregated into small number of firm CSFs 

• Systems built to deliver information on CSFs 

- Suitablefor top management, building DSS and ESS 

- Disadvantages: 

• No clear methods for aggregation of CSFs into firm CSFs 

• Confusion between individuai and organizational CSFs 

• Bias towards top managers 
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Selecting Projects 


USING CSFs TO 
DEVELOP SYSTEMS 

The CSF approach relies on 
interviews with key managers 
to identify their CSFs. 

Individuai CSFs are aggregated 
to develop CSFs for thè enti re 
firm. Systems canthen be built 
to deliver information on 

these CSFs. 

FIGURE 14-3 
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CHAPTER14: MANAGING PROJECTS 


Selecting Projects 


* Portfolio analysis 

- Used to evaluate alternative System projects 

- Inventoriesall of thè organization's information 
systems projects and assets 

- Each System has profile of risk and benefit 

• High-benefit, low risk 

• High-benefit, high risk 

• Low-benefit, low risk 

• Low-benefit, high risk 

- To improve return on portfolio, balance risk and 
return from systems investments 
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Selecting Projects 


A SYSTEM 
PORTFOLIO 

Companies should examine 
their portfolio of projects in 
terms of potential benefits and 
likely risks. Certain kinds of 
projects should be avoided 
altogether and others 
developed rapidly. There is no 
ideal mix. Companies in 
different industries have 
different profiles. 

FIGURE 14-4 
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CHAPTER14: MANAGING PROJECTS 


Selecting Projects 


• Scoring models 

• Used to evaluate alternative System projects, especially when many 
criteria exist 

• Assigns weights to various features of System and calculates 
weightedtotals 


CRITERIA 

WEIGHT 

SYSTEM A % 

SYSTEM A 
SCORE 

SYSTEM B % 

SYSTEM B 
SCORE 

Online order entry 

4 

67 

268 

73 

292 

Customer credit check 

3 

66 

198 

59 

177 

Inventory check 

4 

72 

288 

81 

324 

Warehouse receiving 

2 

71 

142 

75 

150 






mm 

GRAND TOTALS 



3128 


3300 


15 


© Pearson Education 2012 


























w 


Management Information Systems 

CHAPTER 14: MANAGING PROJECTS 


Establishing thè Business Value of Information Systems 


* Information System costs and benefits 

- Tangible benefits: 

• Can be quantified and assigned monetary value 

• Systems that dispiace labor and save space: 

- Transaction and clerical systems 

- Intangible benefits: 

• Cannot be immediately quantified but may lead to 
quantifiable gains in thè long run 

- E.g., more efficient customer Service, enhanced decision 
making 

• Systems that influence decision making: 

- ESS, DSS, collaborative work systems 
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Establishing thè Business Value of Information Systems 


* Capital budgetingfor Information systems 
- Capital budgeting models: 

• Measure value of investing in long-term capitai investment 
projects 

• Rely on measures thè firm's 

— Cash outflows 

» Expenditures for hardware, software, labor 
- Cash inflows 

» Increased sales 
» Reduced costs 


• There are various capitai budgeting models used for IT 
projects: Payback method, accounting rate of return on 
investment, net present value, internai rate of return (IRR) 
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Establishing thè Business Value of Information Systems 


* Reai options pricing models (ROPM) 

— Can be used when future revenue streams of IT projects 
are uncertain and up-front costs are high 

— Use concept of options valuation borrowed from financial 
industry 

— Gives managers flexibility to stage IT investment or test 
thè waters with small pilot projects or prototypes to gain 
more knowledge about risks before investing in entire 
implementation 

• Limitations of financial models 

— Do not take into account social and organizational 
dimensions that may affect costs and benefits 
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CHAPTER14: MANAGING PROJECTS 


Managing Project Risk 


* Dimensions of project risk 

— Level of project risk influenced by: 

• Project size 

- Indicateci by cost, time, number of organizational 
units affected 

— Organizational complexity also an issue 

• Project structure 

— Structured, defined requirements run lower risk 

• Experience with technology 
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Managing Project Risk 


* Change management 

- Requiredfor successful System building 

- New information systems have powerful behavioral 
and organizational impact 

• Changes in how information is used often lead to new 
distributions of authority and power 

• Internai organizational change breeds resistance and 
opposition 
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Managing Project Risk 


• Implementation 

- All organizational activities working toward 
adoption, management, and routinization of an 
innovation 

* Change agent: One role of systems analyst 

- Redefinesthe configurations, interactionsjob 
activities, and power relationshipsof organizational 
groups 

- Catalystfor entire change process 

- Responsiblefor ensuringthatall parties involved 
accept changes created by new System 
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Managing Project Risk 


* Role of end users 

- With high levelsof user involvement 

• System more likely to conform to requirements 

• Users more likely to accept System 

* User-designer communication gap: 

- Users and information systems specialists 

• Different backgrounds, interests, and priorities 

• Different loyalties, priorities, vocabularies 

• Different concerns regarding a new System 
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Managing Project Risk 


* Management support and commitment 

• Positive perception by both users and 
technical staff 

• Ensuressufficientfundingand resources 

• Enforcement of required organizational 
changes 
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Managing Project Risk 


• Very high failure rate among enterprise application 
and BPR projects (up to 70% for BPR) 

- Poor implementation and change management 
practices 

• Employee's concerns about change 

• Resistance by key managers 

• Changing job functions, career paths, recruitment practices 

* Mergers and acquisitions 

- Similarly high failure rate of integration projects 

- Merging of systems of two companies requires: 

• Considerable organizational change 

• Complex systems projects 
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Managing Project Risk 


* Controlling risk factors 

- First step in managing project risk involves 
identifying nature and level of risk of project 

- Each project can then be managed with tools and 
risk-management approaches geared to level of risk 

- Managing technicalcomplexity 

• Internai integration tools 

— Project leaders with technical and administrative experience 
— Highly experienced team members 

- Frequent team meetings 

- Securing of technical experience outsidefirm if necessary 
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Managing Project Risk 

A GANTTCHART 


HRIS COMBINED PLAN-HR 



Who 


2010 2011 

Oct NovDec Jan Feb MarAprMayJun Jul Aug SepOct NovDec 


2012 
Jan Feb 



DATA ADMINiSTRATION SECURITY 


QMF security review/setup 
Security orientation 
QMF security maintenance 
Data entry sec. profiìes 
Data entry sec. views est. 
Data entry security profiies 


20 

EF 

TP 

2 

EF 

JA 

35 

TP 

GL 

4 

EF 

TP 

12 

EF 

TP 

65 

EF 

TP 



DATA DICTIONARY 
Orientation sessions 
Data dictionary design 
DD prod. coordn-query 
DD prod. coordn-!ive 
Data dictionary cleanup 
Data dictionary maini 


1 

32 

20 

40 

35 

35 


EF 

EFWV 

GL 

EF GL 
EF GL 
EF GL 


FIGURE 14-5 The Gantt Chart in this figure shows thè task, person-days, and initials of each responsible person, as well as 

thè start and finish dates for each task. The resource summary provides a good manager with thè total 
person-days for each month and for each person working on thè project to manage thè project successfully. 
The project described here is a data administration project. 
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Managing Project Risk 

A GANTT CHART (cont.) 


HRIS COMBINED PLAN-HR 


Da 


Who 


2010 2011 

Oct NovDec Jan Feb MarAprMayJun dui Aug SepOct NovDec 


2012 
Jan Feb 



PROCEDURES REVISION 
DESIGN PREP 


Work fiows (old) 

Payroll data fiows 

HRIS P/R model 

P/R interface orìent mtg. 

P/R interface coordn. 1 
P/R interface coordn. 2 
Benefits interfaces (old) 

Benefits interfaces (new f!ow) 
Benefits communication strategy 
New work flow model 
Posn, data entry fiows 


10 

31 

11 

6 

15 

8 

5 

8 

3 

15 

14 


PK JL 
JL PK 
PK JL 
PK JL 
PK 
PK 
JL 
JL 

PK JL 
PK JL 
WV JL 



FIGURE 14-5 The Gantt chart in this figure shows thè task, person-days, and initials of each responsible person, as well as 

thè start and finish dates for each task. The resource summary provides a good manager with thè total 
person-days for each month and for each person working on thè project to manage thè project successfully. 
The project described here is a data administration project. 
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Managing Project Risk 

A GANTT CHART (cont.) 






2010 


2011 











2012 

HRIS COMBINED PLAN-HR 


Da 

Who 

Oct NovDec 

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dee 

Jan Feb Mar 

RESOURCE SUMMARY 
Edith Farteli 

5.0 


EF 

2 

21 

24 

24 

23 

22 

22 

27 

34 

34 

29 

26 

28 

19 

14 




Woody Vinton 

5.0 


WV 

5 

17 

20 

19 

12 

10 

14 

10 

2 







4 

3 


Charles Pìerce 

5.0 


CP 


5 

11 

20 

13 

9 

10 

7 

6 

8 

4 

4 

4 

4 

4 




Ted Leurs 

5.0 


TL 


12 

17 

17 

19 

17 

14 

12 

15 

16 

2 

1 

1 

1 

1 




Toni Cox 

5.0 


TC 

1 

11 

10 

11 

11 

12 

19 

19 

21 

21 

21 

17 

17 

12 

9 




Patricia Knopp 

5.0 


PC 

7 

23 

30 

34 

27 

25 

15 

24 

25 

16 

11 

13 

17 

10 

3 

3 

2 


Jane Lawton 

5.0 


JL 

1 

9 

16 

21 

19 

21 

21 

20 

17 

15 

14 

12 

14 

8 

5 




David Holloway 

5.0 


DH 

4 

4 

5 

5 

5 

2 

7 

5 

4 

16 

2 








Diane O'Neill 

5.0 


DO 

6 

14 

17 

16 

13 

11 

9 

4 











Joan Albert 

5.0 


JA 

5 

6 



7 

6 

2 

1 




5 

5 

1 





Marie Marcus 

5.0 


MM 

15 

7 

2 

1 

1 














Don Stevens 

5.0 


DS 

4 

4 

5 

4 

5 

i 













Casual 

5.0 


CASL 


3 

4 

3 



4 

7 

9 

5 

3 

2 







Kathy Mendez 

5,0 


KM 


1 

5 

16 

20 

19 

22 

19 

20 

18 

20 

11 

2 






Anna Borden 

5.0 


AB 





9 

10 

16 

15 

11 

12 

19 

10 

7 

1 





Gail Lorìng 

5.0 


GL 


3 

6 

5 

9 

10 

17 

18 

17 

10 

13 

10 

10 

7 

17 




UNASSIGNED 

0.0 


X 










9 



236 

225 

230 

14 

13 


Co-op 

5,0 


CO 


6 

4 




2 

3 

4 

4 

2 

4 

16 



216 

178! 


Casual 

5,0 


CAUL 








3 

3 

3 









TOTAL DAYS 



49 

147 

176 

196 

194 

174 

193 

195 

190 

181 

140 

125 

358 

288 

284 

237 

196 

12 
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Managing Project Risk 


A PERT CHART 


Select Hosting Service 

2 

1 day 

1/19/11 

1/20/11 


Design Web site 

1 

10 days 

1/8/11 

1/18/11 


Write HTML 

3 

20 days 

1/19/11 

2/7/11 


Finalize Code 

5 

6 days 

2/8/11 

2/14/11 


Test 

6 

10 days 

2/15/11 

2/25/11 


Create Art Work 

^ 4 

10 days 

1/19/11 

1/29/11 


FIGURE 14-6 


This is a simplified PERT Chart for creating a small Web site. It shows thè ordering of project tasks and thè 
relationship of a taskwith preceding and succeeding tasks. 
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CHAPTER 14: MANAGING PROJECTS 


Managing Project Risk 


• Increasing user involvement and overcoming user 
resistance 

- External integration tools consist of ways to link work of 
implementation team to users at all organizational levels 

• Active involvement of users 

• Implementation team's responsiveness to users 

- User resistance to organizational change 

• Users may believe change is detrimental to their interests 

• Counterimplementation: Deliberate strategy to thwart 
implementation of an information System or an innovation in an 
organization 

- E.g., increased error rates, disruptions, turnover, sabotage 
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Managing Project Risk 


* Strategies to overcome user resistance 

— User participation 

- User education and training 

— Management edicts and policies 

— Incentives for cooperation 

— Improvement of end-user interface 

— Resolution of organizational problems prior to 
introduction of new System 
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Managing Project Risk 


* Designing for thè organization 

- Information System projects must address ways in 
which organization changes with new System 

• Procedural changes 

• Jobfunctions 

• Organizational structure 

• Power relationships 

• Work structure 

- Ergonomics: Interaction of people and machines in 
work environment 

• Design ofjobs 

• Health issues 

• End-user interfaces 
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Managing Project Risk 


DST SYSTEMS SCORES WITH SCRUM AND APPLICATION LIFE CYCLE MANAGEMENT 

Read thè Interactive Session and discuss thè following questions 

* What were some of thè problems with DST Systems' old 
software development environment? 

* How did Scrum development help solve some of those 
problems? 

* What other adjustments did DST make to be able to use 
Scrum more effectively in its software projects? 

* What management, organization, and technology issues had 
to be addressed? 
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Managing Project Risk 


* Organizational impact analysis 

— How System will affect organizational strutture, 
attitudes, decision making, operations 

* Sociotechnical design 

— Addresses human and organizational issues 

• Separate sets of technical and social design 
Solutions 

• Final design is solution that best meets both 
technical and social objectives 


34 


© Pearson Education 2012 







w 


Management Information Systems 

CHAPTER14: MANAGING PROJECTS 


Managing Project Risk 


* Project management software 

- Can automate many aspects of project management 

- Capabilitiesfor 

• Defining, ordering, editing tasks 

• Assigning resourcesto tasks 

• Tracking progress 

- Microsoft Project 2010 

• Most widely used project management software 

• PERT, Gantt Charts, criticai path analysis 

- Increase in SaaS, open-source project management 
software 
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Managing Project Risk 


MOTOROLATURNS TO PROJECT PORTFOLIO MANAGEMENT 

Read thè Interactive Session and discuss thefollowing questions 

• What are some of thè challenges Motorola faces as a 
business? Why is project management so criticai at this 
company? 

• What features of HP PPM were most useful to Motorola? 

• What management, organization, and technology factors 
had to be addressed before Motorola could implement and 
successfully use HP PPM? 

• Evaluate thè business impact of adopting HP PPM at 
Motorola. 
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ANAGING THE DIGITAL FIRM, 12™ EDITION GLOBAL EDITION 


Chapter 15 

MANAGING GLOBAL SYSTEMS 


VIDEO CASES 

Case 1 Daum Runs Oracle Apps on Linux 

Case 2: Monsanto Uses Cisco and Microsoft to Manage Globally 




Management Information Systems 

CHAPTER15: MANAGING GLOBAL SYSTEMS 


Learning Objectives 


• What major factors are driving thè internationalization of 
business? 

• What are thè alternative strategies for developing global 
businesses? 

• How can information systems support different global 
business strategies? 

• What are thè challenges posed by global information 
systems and management Solutions for these challenges? 

• What are thè issues and technical alternatives to be 
considered when developing International information 
systems? 
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3M: Sticky Film And Scratchy Things That Sell Around The World 


• Problem: 3M s many divisions and thousands of locai 
operations use separate information systems, 
managers unable to access timely data 

* Solution: SAP's Business Suite Applications to replace 
all legacy software around thè world, rolling out thè 
enterprise software in phased and modular stages 

• Demonstrates: The need for global firms to have 
International systems for monitoring thè business 

* Illustratesi The use of enterprise software suite to 
minimize integration problems 
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CHAPTER15: MANAGING GLOBAL SYSTEMS 


The Growth of International Information Systems 


• Global economie System and global world order 
driven by advanced networks and information 
systems 

• Growth of International trade has radically altered 
domestic economies around thè globe 

• For example production of many high-end 
electronic produets parceled out to multiple 
countries 

- E.g., Hewlett-Packard laptop computer 
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The Growth of International Information Systems 


AN HP LAPTOP'S PATH TO MARKET 



0HOUSTONX 


•^s^JAPAN^ 


CHINA 


(j TAIWAN^ 


SINGAP 


CANADA 






FIGURE 15-1 


HP and other electronics companies assign distribution and production of their products to a number of 
different countries. 
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CHAPTER15: MANAGING GLOBAL SYSTEMS 


The Growth of International Information Systems 


* Strategy when building international systems 

1. Understand global environment 

• Business drivers pushing your industry toward global competition 

• Inhibitors creating management challenges 

2. Develop corporate strategy for competition 

• How firm should respond to global competition 

3. Develop organization structure and division of labor 

• Where will production, marketing, sales, etc., be located 

4. Consider management issues 

• Design of business procedures, reengineering, managing change 

5. Considertechnologyplatform 
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The Growth of International Information Systems 


INTERNATIONAL 
INFORMATION SYSTEMS 
ARCHITECTURE 


The major dimensions for developing an 
international information systems 
architecture are thè global environment, 
thè corporate global strategies, thè 
structure of thè organization, thè 
management and business processes, 
and thè technology platform. 

FIGURE 15-2 


Global Environment: 
Business Drivers and Challenges 


Corporate Global Strategies 


Organization Structure 


Management and Business 

Processes 


Technology Platform 
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The Growth of International Information Systems 


* Global business drivers: 

— General cultural factors lead toward internationalization 
and result in specific business globalization factors 


GENERAL CULTURAL FACTORS SPECIFIC BUSINESS FACTORS 


Global communication and 

transportation technologies 

Development of global culture 

Emergence of global social norms 

Politicai stability 

Global knowledge base 


Global markets 

Global production and operations 
Global coordination 
Global workforce 
Global economies of scale 
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CHAPTER 15: MANAGING GLOBAL SYSTEMS 


The Growth of International Information Systems 


* Challenges and obstacles to global business 
systems 

— General cultural challenges 

• Cultural particularism 

- Regionalism, nationalism, language differences 

• Social expectations: 

- Brand-name expectations, work hours 

• Politicai laws 

- Transborder data flow 

- Transborder data and privacy laws, commercial 
regulations 
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The Growth of International Information Systems 


* Challenges to global business systems (cont.) 

— Specific challenges 

• Standards 

- Different EDI, e-mail, telecommunication standards 

• Reliability 

- Phone networks not uniformly reliable 

• Speed 

- Different data transfer speeds, many slower than U.S. 

• Personnel 

- Shortages of skilled consultants 
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The Growth of International Information Systems 


* State of thè art 

- Most companies have inherited patchwork 
international systems using 1960s-era batch-oriented 
reporting, manual entry of data from one legacy 
System to another, and little online control and 
communication 

- Significantdifficultiesin buildingappropriate 
international architectures 

• Planning a System appropriate to firm's global strategy 

• Structuring organization of systems and business units 

• Solving implementation issues 

• Choosing right technical platform 
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Organizing International Information Systems 


* Global strategies and business organization 

- Three main kindsof organizationalstructure 

• Centralized: In thè home country 

• Decentralized/dispersed: To locai foreign units 

• Coordinated: All units participate as equals 

- Four main global strategies 

• Domesticexporter 

• Multinational 

• Franchisers 

• Transnational 
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Organizing International Information Systems 


GLOBAL BUSINESS AND STRATEGY 



Production 

Centralized 

Dispersed 

Coordinated 

Coordinated 

Finance/ 

Accounting 

Centralized 

Centralized 

Centralized 

Coordinated 

Sales/ 

Marketing 

Mixed 

Dispersed 

Coordinated 

Coordinated 

Human 

Resources 

Centralized 

Centralized 

Coordinated 

Coordinated 

Strategie 

Management 

Centralized 

Centralized 

Centralized 

Coordinated 
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Organizing International Information Systems 


* Global systems to fit thè strategy 

- Configuration, management, and development of 
systems tend to follow global strategy chosen 

- Four main types of systems configuration 

1. Centralized: Systems development and operation occur 
totallyat domestic home base 

2. Duplicated: Development occurs at home base but 
operations are handed over to autonomous units in 
foreign locations 

3. Decentralized: Each foreign unit designs own Solutions 
and systems 

4. Networked: Development and operations occur in 
coordinated fashion across all units 
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Organizing International Information Systems 

GLOBAL STRATEGY AND SYSTEMS CONFIGURATIONS 



FIGURE 15-3 The large Xs show thè dominant patterns, and thè small Xs show thè emerging patterns. For instance, 

domestic exporters rely predominantly on centralized systems, butthere is continuai pressure and some 
development of decentralized systems in locai marketing regions. 
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CHAPTER15: MANAGING GLOBAL SYSTEMS 


Organizing International Information Systems 


* To develop a global company and information 
systems support structure: 

1. Organize value-adding activities along lines of 
comparative advantage 

• E.g., Locate functions where they can best be performed, for least 
cost and maximum impact 

2. Develop and operate systems units at each level of 
corporate activity—ragionai, national, and International 

3. Establish at world headquarters: 

• Single office responsible for development of international systems 

• Global CIO position 
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Managing Global Systems 


* Principle management challenges in 
developingglobal systems 

— Agreeing on common user requirements 
- Introducing changes in business processes 
— Coordinating application development 
— Coordinating software releases 
— Encouraging locai users to support global systems 
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Managing Global Systems 


* Typical scenario: Disorganization on a global scale 

— Traditional multinational consumer-goods company based 
in U.S. and operating in Europe would like to expand into 
Asian markets 

— World headquarters and strategie management in U.S. 

• Only centrally coordinateci System is financial Controls and reporting 

— Separate regional, national production and marketing 
centers 

— Foreign divisions have separate IT systems 

— E-mail systems are incompatible 

— Each production facility uses different ERP System, different 
hardware and database platforms, etc. 


18 


© Pearson Education 2012 




Management Information Systems 

CHAPTER15: MANAGING GLOBAL SYSTEMS 


Managing Global Systems 


* Global systems strategy 

- Share only core systems 

• Core systemssupport functionality criticai to firm 

- Partially coordinate systems that share some key 
elements 

• Do not have to be totally common across national 
boundaries 

• Locai variation desirable 

- Peripheral systems 

• Need to suit locai requirements only 
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Managing Global Systems 


LOCAL, REGIONAL, 
AND GLOBAL 
SYSTEMS 

Agency and other coordination 
costs increase as thè firm 
moves from locai option 
systems toward regional and 
global systems. However, 
transaction costs of 
participating in global markets 
probably decrease as firms 
develop global systems. A 
sensible strategy is to reduce 
agency costs by developing 
only a few core global systems 
that are vital for global 
operations, leaving other 
systems in thè hands of 
regional and locai units. 

FIGURE 15-4 
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CHAPTER 15: MANAGING GLOBAL SYSTEMS 


Managing Global Systems 


1. Define core business processes 

2. Identify core Systems to coordinate centrally 

3. Choose an approach 

- Piecemeal and grand design approaches tend to fail 

- Evolve transnational applications incrementallyfrom existing 
applìcatìons 

4. Make benefits clear 

- Global flexibìlity 

- Gaìns ìnefflcìency 

- Global markets and larger customer base unleash new economìes of 
scale at production facilities 

- Optimizing corporate funds over much larger capitai base 
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Managing Global Systems 


• The management solution: Implementation 

- Agreeingon common user requirements 

• Short list of core business processes 

• Develop common language, understanding of common 
elements and unique locai qualities 

- Introducingchangesin business processes 

• Success depends on legitimacy, authority, ability to 
involve users in change design process 

- Coordinating applications development 

• Coordinate change through incrementai steps 

• Reduce set of transnational systems to bare minimum 
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Managing Global Systems 


FONTERRA: MANAGING THE WORLD'S MILK TRADE 

Read thè Interactive Session and discuss thè following questions 


• Describe thè various capabilities of SAP GTS. How does using this 
software help Fonterra manage its export trade? What 
quantifiable benefits does this System provide? 

• How would you characterize Fonterra's global business strategy 
and structure (review Table 15-3)? What kind of a global business 
is it? Has Fonterra's structure and strategy shaped its uses of SAP 
GTS? Would a transnational company choose a different solution? 

• What influence does thè global business environment have on 
firms like Fonterra, and how does that influence their choice of 
Systems? 
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CHAPTER15: MANAGING GLOBAL SYSTEMS 


Managing Global Systems 


• The management solution (cont.) 

- Coordinating software releases 

• Institute procedures to ensure all operating units 
update at thè same time 

- Encouraging locai users to support global systems 

• Cooptation: Bringing thè opposition into design and 
implementation process without giving up control over 
direction and nature of thè change 

- Permit each country unit to develop one transnational 
application 

- Develop new transnational centers of excellence 
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Technology Issues and Opportunities for Global Value Chains 


• Technology challenges of global systems 

- Computing platforms and systems integration 

• How new core systems will fit in with existing suite of 
applications developed around globe by different 
divisions 

• Standardization: Data standards, interfaces, software, etc. 

- Connectivity 

• Internet does not guarantee any level of Service 

• Many firms use private networks and VPNs 

• Low penetration of PCs, outdated infrastructures in 
developing countries 
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Technology Issues and Opportunities for Global Value Chains 

INTERNET PENETRATION BY REGION 



FIGURE 15-5 


The percentage of thè total population usingthe Internet in developing countries is much smallerthan in 
thè United States and Europe, but thè fastestgrowth is in Asia. 
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Technology Issues and Opportunities for Global Value Chains 


• Technology challenges of global systems (cont.) 

- Software 

• Integrating new systems with old 

• Human interface design issues, languages 

• Software localization: converting software to operate in 
second language 

• Most important software applications: 

- TPSand MIS 

- Increasingly, SCM and enterprise systems tostandardize 
business processes 

- Applications that enhance productivity of international teams 
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Managing Global Systems 


HOW CELL PHONES SUPPORT ECONOMIC DEVELOPMENT 

Read thè Interactive Session and discuss thefollowing questions 

• What strategies are celi phone companìes using to 'dose thè digitai 
divide' and market phones to thè poorest segment of thè world's 
population? 

• Why do economists predictthat widespread celi phone usage in 
developing countries would have an unprecedented effect on thè growth 
of those countries? 

* What are some examples of how celi phones might increase quality of 
life for residents of developing countries? 

* Doyou believethat celi phones will proliferate widely through Africa and 
Asia? Why or why not? 
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This work is protected by United States copyright laws and is provided solely 
for thè use of instructors in teaching their courses and assessing student 
learning. Dissemination or sale of any part of this work (induding on thè 
World Wide Web) will destroy thè integrity of thè work and is not permit- 
ted. The work and materials from it should never be made available to 
students except by instructors using thè accompanying text in their 
dasses. All recipients of this work are expected to abide by these 
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other instructors who rely on these materials. 
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